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Marius Karstedt

Some words about us
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▪ Digital version of a classic shelf label

▪ Benefits
▪ Save material
▪ More flexibility
▪ Remote management

▪ Different versions
▪ Bluetooth
▪ 2.4 GHz (Access Points)

▪ Battery inside

▪ MAC-Address

What are Electronic Shelf Labels?
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▪ Analysis of Bluetooth ESL-Tags from Picksmart

▪ Analysis of Zhsunyco’s ESL-Tags
▪ Bluetooth
▪ 2.4 GHz

▪ Take-aways

Agenda
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Chapter 1: Picksmart's Not So Smart ESL Tags
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▪ Shenzhen Pico Intelligent Technology Co., Ltd.

▪ Headquarter in Shenzhen (China)

▪ Smart price tags based on 

o wireless Internet of Things and 

o smart warehouse management systems

▪ Customers in Canada, Germany, USA and the Netherlands

Who is ?
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TÜV Rheinland Verified!
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Getting started
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Components
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Webserver Phone ESL

HTTP BLE



Analyzing BLE Traffic
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BLE Protocol
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0x01

0x01f400

0x021d10000001

0x020010

0x03

0x050000000000

0x00000000ffffffff...

0x01000000ffffffff...

0x11000000ffffffff...

0x050800000000

[…]



BLE Protocol
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0x01

0x01f400

0x021d10000001

0x020010

0x03

0x050000000000

0x00000000ffffffff...

0x01000000ffffffff...

0x11000000ffffffff...

0x050800000000

[…]
Page n with data?

ACK?

Page size?

Total data size?

Somehow connected?



1. Download the Android App

2. Use JADX to generate readable Java Code from the APK

3. Find the Entrypoint in the AndroidManifest.xml
o Found out it is a Flutter App

APP Reversing
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"Flutter is an open-source framework for building beautiful, 
natively compiled, multi-platform applications from a single 

codebase. "

Dart source code => ARM instructions (libapp.so)



1. Download the Android App

2. Use JADX to generate readable Java Code from the APK

3. Find the Entrypoint in the AndroidManifest.xml
o Found out it is a Flutter App
o Unreadable Assembly Data
o Luckily: BLE Communication code still in Java
o But: RESTAPI Communication in binary

4. Start reversing the BLE protocol

APP Reversing
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BLE Protocol
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RequestBlockSize

244 byte

Will transmit 4125 bytes

OK

Starting to transmit

OK

Page 0, Data 0xffffffff...

Page 1, Data 0xffffffff...

Page 17, Data 0xffffffff...

OK

[…]



BLE Weaknesses

18Marius Karstedt | Konrad Wissel | Jakob Biell

Weakness Impact Mitigation
• BLE Missing Auth • Overwrite ESL Content • Add Auth

Webserver Phone ESL

HTTP BLE



Components
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Webserver Phone ESL

HTTP BLE



▪ strings lib/arm64-v8a/libapp.so | grep http => http://████████████/

▪ adb exec-out "tcpdump -i any -U -w - 2>/dev/null" | sudo wireshark -k -S -i –

REST API
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http://


REST API POC
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REST API POC
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REST API POC
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REST API POC
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RESTAPI Weaknesses
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Weakness Impact Mitigation
• Abitrary Read
• Abitrary Write/ Delete
• Template Abitrary

Write/ Delete

• Sensitive Information 
Leakage

• DoS
• Phishing

• Add Authorization

Webserver Phone ESL

HTTP BLE



Summary
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Webserver Phone ESL

HTTP BLE

• BLE arbitrary write
• HTTP arbitrary read /write



1. [02.07.2025] Sent report to vendor

2. [08.07.2025] Follow up E-Mail

3. [09.07.2025] Response asking for clarification / Dev Meeting

4. [10.07.2025] Proposed Meeting times

5. [01.12.2025] Follow-Follow up E-Mail asking for an update

Disclosure Process
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Chapter 2: ZhSunyco

28Marius Karstedt | Konrad Wissel | Jakob Biell



▪ Zhuhai Suny Technology Co., Ltd

▪ Ranked among China’s top 3 electronic shelf label manufacturers

▪ More than 41,500 supermarkets worldwide

▪ In 180 countries

Who is ?
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▪ Purchased some ESL-Tags

▪ Received an access point alongside them

▪ Got an email with the credentials for the web-application
▪ Username followed a generic incremental structure
▪ Password was the day we received the credentials

Getting started
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Overview of the products
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Components
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Webserver Phone ESL

HTTP BLE
REST

Web UI



Analyzing BLE Traffic
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BLE Protocol
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Read

0xe30b

Read

0x3000000e03300501

Read

0xb8abda45772433411679485a2d2131f9

0x00a500000000a5a60...

0x00a5ee000000e0266...

0x02a544060000

[…]

0x2979bf0143fbd661c6f3ea930952ec2a

Auth?

Page n with data?



1. Download the Android App

2. Use JADX to generate readable Java Code from the APK

3. Find the Entrypoint in the AndroidManifest.xml
o It is a Flutter App again 
o Unreadable Assembly Data

4. Start reversing the BLE protocol

APP Reversing
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"Flutter Mobile Application Reverse Engineering Tool 
by Compiling Dart AOT Runtime "

B(l)utter

libapp.so => annotated ASM x Dart Intermediate Language



1. Get annotated ASM mixed with Dart Intermediate Language with B(l)utter

B(l)utter & reFlutter to rescue
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BLE Protocol
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getBatteryVoltage

3052 mV

getVersionString

000E/0330/0103

getAuthenticationChallange

{Nonce}

sendImagePage(0, ...)

sendImagePage(1, ...)

sendImagePage(n, ...)

[…]

sendEncryptedNonce(none)

Challenge-
Response Scheme



Challenge-Response Schemes
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Hey, I want to authenticate

Here is your challenge c

f(K, c) = res

privileged command

error

res == f(K, c)?



Challenge-Response Schemes
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Hey, I want to authenticate

Here is your challenge c

privileged command

privileged response

res == f(K, c)?

f(K, c) = res



Static Secret Key
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BLE Weaknesses
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Weakness Impact Mitigation
• BLE Broken Auth • Override ESL Content

• Battery Drainage
• Add Key Exchange

Webserver Phone ESL

HTTP BLE
REST

Web UI



Components
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Webserver Phone ESL

HTTP BLE
REST

Web UI



1. Get annotated ASM mixed with Dart Intermediate Language with B(l)utter

2. Proxy network traffic with reFlutter

B(l)utter & reFlutter to rescue
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Components
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Webserver Phone ESL

HTTP BLE
REST

Web UI



Web Management Platform
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WebApp Weaknesses
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Weakness Impact Mitigation
• Sequential Usernames
• Default Passwords

• Account takeover • Randomized Default 
Passwords

Webserver Phone ESL

HTTP BLE
REST

Web UI
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WebApp Weaknesses
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Weakness Impact Mitigation
• Broken Access Control 

(IDOR)
• Change store settings
• Enable API

• Add Authorization

Webserver Phone ESL

HTTP BLE
REST

Web UI



WebApp Weaknesses
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Weakness Impact Mitigation
• File Upload 

Vulnerability
• Stored XSS • File Type Checks

Webserver Phone ESL

HTTP BLE
REST

Web UI



API Keys
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80805d794841f1b4 
== 80805d794841f1b41



REST API Weaknesses
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Weakness Impact Mitigation
• Hardcoded API Key • Store takeover

• Job queue takeover
• Unique API keys per 

store

Webserver Phone ESL

HTTP BLE
REST

Web UI



Network Weaknesses
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Weakness Impact Mitigation
• Unencrypted Traffic • MITM with Account 

Takeover
• Use TLS

Webserver Phone ESL

HTTP BLE
REST

Web UI



Consequences
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• Full account takeover
• BLE arbitrary write
• Remote arbitrary write

Webserver Phone ESL

HTTP BLE
REST

Web UI



2.4 GHz ESLs
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2.4 GHz?
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- Frequency
- Mid-Range Data Transfer



Reconnaissance
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- Several problems
o What product do we actually have?
o Which version of that product do we have?

Reconnaissance
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2.4 GHz Architecture
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Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE
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▪ Hier kommt ein Bild mit nmap und mit der Root Shell hin
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- Small embedded Linux system

- ADB

- SSH

- .NET App

What do we have here?
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- Similar to before, but we have a different target

- .NET reversing is super nice with DNSpy (https://github.com/dnSpyEx/dnSpy)

Software Reversing
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What does the app do?
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BLE Interface
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- Used for configuring AP Settings
- several problems with the implementation

o No authentication
o It cannot be turned off
o It is not functioning at all

Just hope the default config is working



MQTT Interface
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- Talk to and from the Management Server
- Authenticated

o Weak Default Creds
- Change Config
- Issue Commands to the AP

o Transmit Picture to ESL



- Byte array broadcasted over the air

- Good security with encryption and nonce?
o Fake encryption!

Serial Interface
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Access Point Protocol
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Connect to Server

Connection ACK

Subscribe to Topics

[MSG] Publish Image to ESL

Send picture bytes

Send Result

[MSG] Result

MQTT 2.4GHz



What can we attack?
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Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE



What can we attack?
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Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE



Network Weaknesses
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Weakness Impact Mitigation
• Open ADB Port • AP takeover as root • Close ADB Port

Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE



Radio Weaknesses
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Weakness Impact Mitigation
• Missing Authentication • Override ESL Content

• Battery Drainage
• Add authentication

Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE
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RCE over MQTT
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Weakness Impact Mitigation
• RCE • AP takeover • Prepared Statements

Management
Server

Access
Point

ESL

MQTT 2.4GHz

NetworkBLE



▪ Currently: We have arbitrary write but still need the AP

▪ Goal: Send images with own antenna

▪ Next Steps
▪ Can we understand the protocol via firmware of the chips?
▪ Can we Man-in-the-Middle when the AP sends out data?

▪ Disassemble the AP for further research
▪ Pandora’s Box?

Examining the Access Point’s Hardware
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Hardware of the AP – First Insights



Hardware of the AP – Hardware Topology
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Hardware of the AP – Main Chip



Hardware of the AP – Hardware Topology
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Hardware of the AP – Antenna Boards
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Hardware of the AP – Different Hardware Interfaces
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Hardware of the AP – Levels



▪ Extensive study of chips and their connection interfaces

▪ All debug ports seem to be disabled 

▪ To be honest that is only a drop in the bucket
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Hardware of the AP – Review so far
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Hardware of the AP – Digging Deeper 



GNU Radio Module
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▪ Not initiated yet

▪ Have been working on the AP

Responsible Disclosure

90Marius Karstedt | Konrad Wissel | Jakob Biell



▪ We were able to write arbitrary data to every ESL-Tag we analyzed

▪ All apps were broken

▪ All ESL-Tags were broken

▪ The AP was also broken

▪ ZhSunyco’s management softwares are not usable any longer
▪ Who owns or manages your software / data?

Conclusion
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▪ No Bug Bounty exists for IoT products

▪ Expensive as a private researcher
▪ Give researchers easier access to products!

Appeal to Manufacturers
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Mission (un)accomplished
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▪ Changing prices on ESL-Tags   
▪ Cheaper prices at checkout      



Thank you Nils & Lucas!
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Questions?
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▪ [1] https://picksmart.en.alibaba.com/index.html?spm=a2700.shop_prom.88.10
.306319c5MfEHpZ

▪ [2] https://www.zhsunyco.com/

▪ https://www.flaticon.com/free-icon/label-tag_9715437

▪ https://www.flaticon.com/free-icon/mobile-phone_545245

▪ https://www.flaticon.com/free-icon/server_157359

▪ https://www.flaticon.com/free-icon/key_263069

▪ https://www.flaticon.com/free-icon/wifi-router_2972473

Sources
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