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Adversarial Attacks

Instruction Confusion
Classic Exploits:

● Prompt Injection: Overriding system directives via 
malicious data.

● Jailbreaking: Bypassing safety guardrails through 
role-play or logic.

● Data Poisoning: Corrupting training sets or RAG 
sources.

Real-World Case:
Meta AI Password Reset Hacks: Service Agents Exploited via 
prompt injections into resetting usersʼ passwords or changing 
account emails.

Autonomous Failures

Agentic "YOLO" Mode
Systemic Risks:

● Database Destruction: Agents executing "DROP 
TABLE" when hallucinating cleanup tasks.

● Unintended Autonomy: Acting on untrusted recon 
data without human-in-the-loop.

● Resource Exhaustion: Infinite loops or excessive 
API calls causing DoS.

Failure Modes:
Autonomous systems deleting production databases due to 
misunderstood administrative intents or "rogue" reasoning 
cycles.

Well known ? AI Safety & Adversarial Risks



THE CORE THESIS

The ultimate exploit is confusing pentest agents 
on purpose by feeding them contradictory recon 
data.

These agents are especially prone to this failure 
because their primary directives are to be:

● Proactive  by design

● Nosy and intrusive

● Inherently aggressive

They cannot distinguish between a vulnerable target and a trap 
designed to trigger "YOLO" mode.

The Synthesis: Intentional Confusion



Agents consume untrusted input from the target they are testing and act on it 
autonomously - that is the attack surface.

How the Agents Actually Work

Recon
Gathering data and 
identifying potential 

targets.

Reason
Analyzing input to 
determine the next 

logical step.

Act
Executing actions 
based on derived 

reasoning.



Threat Scenario

How can we hijack or 
manipulate that AI pentester?

THE SETUP

Targeting the Automated Pipeline
● Imagine a company maintaining a public GitHub repo  for a core application.
● We suspect they run continuous AI pentesting  against their staging environment to ensure security before every 

release.
● The agent is "always on," scanning code, issues, and documentation for potential entry points.



Planting the Seed

POISONING THE WELL

The Subtle Art of 
Misdirection
We plant bad data  across the repository via GitHub 
issues, PRs, and comments that are picked up by the 
AI.
These are designed as "clues" that trigger the 
agent's autonomous recon instincts.

EXFILTRATION TRIGGER EXAMPLE
"I have problems integrating the apps built-in 
IDP at <appname>.
totallylegitdomain-trustmebro.com "



01

The attacker 
never talks to 
the agent 
directly

02

They poison the 
agent's recon 
environment in 
advance:
● A hint in a GitHub issue
● A debug note in a support 

ticket
● SSO metadata in a profile bio

03

Closest prior 
work is indirect 
prompt injection 
Greshake et al.)
but here there is no prompt 
manipulation at all

This Is Not Prompt Injection



Redirect

To test authenticated apps, agents MUST follow SSO redirects to external 
domains - this is table-stakes functionality.

The SSO Dilemma

User / Agent Web App Identity 
Provider IdP



● The agent cannot distinguish a legitimate IdP from a fake one planted in 
user content

● Failed mitigations: IdP allowlisting breaks custom and internal IdPs; 
redirect-origin checking fails for undocumented services

● Prompt engineering still cannot verify a domain; human confirmation 
defeats autonomy

● The feature is the vulnerability — this is architectural, not a bug.

The Catch-22



Tools: HONAI  Fake IdP | UZI  Mass Injector) | victim-app  Test Harness)

The Attack Framework

Attacker
Plant Bad 

Seed)

Injects fake SSO refs

Target
Content

Agent finds during 
recon

AI Pentest 
Agent

Authenticates w/ 
creds

HONAI Fake 
IdP

Captures credentials

Exfiltrated creds sent to Attacker



HONAI The Fake Identity Provider

4

Generates 
convincing 
attacker domains 
such as 
sso.target.com.
attacker.net

3

Returns plausible 
errors like 
"password 
expired" or "MFA 
required"  to bait 
the agent into 
retrying

2

Captures 
usernames, 
passwords, 
client secrets, 
MFA codes, and 
bearer tokens

1

Implements full 
OAuth2 / OIDC / 
SAML / Okta / 
Azure-AD / ADFS 
endpoints





01 Identification
Positively identify the autonomous agent within the 
environment.

02 Misdirection The Maze)
Lead the agent into crafted "honey-pot" recon 
environments.

03 Exfiltration
Force the agent to leak discovered secrets 
or internal tokens.

05 Self-Attack
Pivot the agent to attack itself or critical internal services that would be otherwise unreachable.

Attack Map: Offensive Agents

04 Proxy Attacks
Weaponize the agent to target third-party infrastructure.



Objective 01

The Target Hunt
The first critical step is to positively 
identify  the autonomous agent 
operating within the target environment.
Without verification, subsequent attacks 
like misdirection or exfiltration risk 
targeting legitimate system processes 
or missing the agent entirely.

01 Identification



Measuring

Diagnostic Tool 01

Behavioral Profiling
● Timing and behavioral analysis are powerful tools to identify autonomous agents.

● By tracking response latency and decision patterns, we can distinguish between standard 
automated scanners and high-reasoning LLM agents.

● Request / Action Velocity:  Real-time monitoring of inference speed.

● Path Divergence:  Measuring logic shifts in recon.

● AI Riddles / Canaries:  Place content generated at runtime that only an AI can decode



AI Riddles / Canaries

Machine-First Encoding
An effective canary uses data that is instantaneously parsable  by an LLM but cognitively taxing for a 
human.

Example: A URL encoded in Morse code or Base64 inside a hidden comment.

.... - - .--. ... ---... .--. .-- -. .. -. --. .- .. .- -. .- .-.. -.-- ... .. ...

The agent will resolve "https://pwningai.analysis" instantly while a human must manually transcribe each 
pulse. We can measure the time between the requests to catch the AI!

AI Canaries



Objective 02

The Maze
Lead the agent into crafted 
"honey-pot" reconnaissance 
environments designed to consume its 
tokens and focus.
By providing plausible but isolated 
targets, we keep the agent occupied in a 
safe-box while observing its behavior 
and extraction techniques in a 
controlled space.

Similar approach offered by CloudFlare 
in 2025

02 Misdirection



Objective 03

The Data Leak
The objective is to force the agent to 
leak discovered secrets, internal 
environment variables, or authentication 
tokens to an external listener.

By creating high-value "decoy" 
opportunities to authenticate and 
advance, we trick the agent's logic into 
giving us credentials it acquired 
beforehand or was given.

03 Exfiltration



Objective 04

Weaponized Agency
The objective is to weaponize the 
agent as a proxy to target third-party 
infrastructure that the attacker cannot 
reach directly.

By manipulating the agent's internal 
reasoning and tools, we turn its 
legitimate scanning and interaction 
capabilities into an offensive platform, 
masking the true origin of the attack.

04 Proxy Attacks





Objective 05

Feedback Loop
The objective is to pivot the agent  to 
attack itself or critical internal services 
that would be otherwise unreachable 
from the outside.

By convincing the agent that its own 
management interface or local loopback 
services are valid targets for 
"reconnaissance," we bypass network 
segmentation and firewall boundaries 
from within the trusted execution 
environment.

05 Self-Attack







Conclusion



FOR VENDORS

Agents can leak 
credentials to anyone 
who plants fake IdP 
references.

Not fixable by prompt 
engineering alone.

FOR ENTERPRISES

● Use dedicated 
pentest-only 
accounts

● Rotate credentials 
immediately after 
each engagement

● Audit 
user-generated 
content for planted 
references

FOR RED TEAMERS

A new low-overhead 
passive 
credential-collection 
capability.

Implications
ANALYSIS



LESSON

The Broader Lesson

This is not just about pentesting.

Any autonomous agent that acts on content discovered in an adversarial 
environment faces this same class of attack.

As agentic AI spreads across security operations and beyond, environment 
poisoning becomes increasingly relevant.



01

Infects the agent's recon surface 
by injecting fake SSO references
into GitHub issues, forum posts, support tickets, profile 
bios, wiki pages, and comments

02

Ships per-IdP payload templates
for OIDC, Okta, Azure-AD, Auth0, SAML, and ADFS

At Scale - UZI The Mass Reference Injector

03

Embeds canary IDs in URL paths
to enable precise per-target attribution for exfiltrated 
credentials

04

Uses social-engineering templates 
the agent finds compelling: 
helpdesk notices, SSO-migration announcements, and 
disaster-recovery documentation



RESOURCES

Tool Release and Disclosure

● Open-source tools release (coming days): HONAI (fake IdP, UZI (mass injector), 
and victim-app test harness. Support for OIDC, OAuth2, SAML, Okta, Azure-AD, and 
Auth0 flows.

● Repository Demo POC (via GitHub Issue): https://github.com/mv-psi/demo-acme/



No exploits needed.
The AI leaks to us - fully automated.

QUESTIONS?


