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Disclaimer

This lecture presents the topic from an attacker’s perspective, solely to provide a better
understanding of the mindset, motivations, and techniques that hackers use in
practice.

All information is intended exclusively for defensive, educational, and legal purposes.

| am, and always will be, on the side of defenders, security professionals, and applicable
law.

Nothing discussed here may be tested on systems, data, or infrastructure that you do
not own, or for which you do not have explicit authorization. Any unauthorized testing
or interference with third-party systems is illegal.

The purpose of this lecture is to improve security, not to provide instructions for
causing harm.

PATRONE-IT s.r.0./ RansomCloud: Ransomware Operations in Microsoft 365



Is Cloud
Ransomware
Feasible?
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Is Cloud Ransomware Worth the Effort?

Ransom Payments By Quarter

== Average Ransom Payment == Median Ransom Payment
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Source: https://coveware.com/2026/04/patch-management-goes-from-hard-to-ludicrous-in-the-agentic-ai-era/
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How Could
Cloud
Ransomware
Be Carried
Out?
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Where is the Data Stored?

Exchange Online ! l

OneDrive

SharePoint Online

E
~
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Step 0) Data Exfiltration

Octo Tempest employsicRialle[SIsht=lelaslalle [V [cRVISIale R alNe Elt=Nagle\V/Iaal=Iall el -1 uie] g a WAVAUI ¢
Data Factory and automated pipelines to extract data to external actor hosted Secure

File Transfer Protocol (SFTP) servers, aiming to blend in with typical big data

operations. Additionally, the threat actor commonly registers legitimate [MlfdgeSelise]ss
backup solutions such as Veeam, AFI Backup, and CommVaultjteRsx{ele]glglcRele] gl (=1g] ¢S

of SharePoint document libraries and expedite data exfiltration.

Source: https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-
crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/
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Step 0) Data Exfiltration & Extortion

®l http://blacknbsxfdmijtx4yn533zzm4bemtdflédyopbmhg46ckhn4qy7i77id.onion/index.html el

Homepage Leaks FAQ Deletion Contact

BlackFile

Having poor security comes at a cost.
We are security researchers operating independently. We identify vulnerabilities in corporate

networks and give companies the opportunity to protect their data before it becomes public.

Read the FAQ for more information.

We identify security vulnerabilities in corporate We do not do ransomware. We honor all agreements Every company listed on our blog either ignored us or

infrastructure. Companies that work

D

with us receive made. All data is permanently deleted once terms are failed to reach an agreement. We give fair warning and
detailed reports. Those that don't have their data met. We have never broken this promise reasonable timelines before publication

published here

Source: https://cloud.google.com/blog/topics/threat-intelligence/blackfile-vishing-extortion-operation/
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Step 1)
Exchange
Online
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Exchange Online - A la Kevin Mitnick

Inbox
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Step 2)
OneDrive
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OneDrive - Challenges

» Encryption = download the data, encrypt it, upload it
» Version history
» Soft delete — different levels of recycle bins

» Solution = delete the entire OneDrive (https://learn.microsoft.com/en-
us/sharepoint/restore-deleted-onedrive)

Permanently delete a OneDrive

After you recover the data you need from the OneDrive, we recommend that you permanently delete

the OneDrive by running the following command:

PowerShell

Remove-SP0OSite -Identity <URL>»
Remove-SPODeletedSite -Identity <URL>

® Caution

When you permanently delete a OneDrive, you won't be able to restore it.
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Step 3)
SharePoint
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SharePoint - Challenges

» Same situation as OneDrive

» Microsoft has backups going back up to 14 days
(https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-

online-data-deletion)

SharePoint retains backups of all content for 14 additional days beyond actual deletion to facilitate a
full site collection restore for customers. Customers can reach out to Microsoft support to initiate a
full site collection or sub-site point in time restore @ if files are hard deleted, corrupted, or infected
with malware and are unrecoverable using the methods described earlier. After this 14 day period,

Microsoft no longer retains the data and it isn't recoverable.

» Solution = https://www.proofpoint.com/us/blog/cloud-security/proofpoint-discovers-
potentially-dangerous-microsoft-office-365-functionality
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Step 4)
Customer
backups
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Step 5)
Cache on
Workstations
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Cache on Workstations

Stryker attack wiped tens of thousands of devices, no malware

needed

By lonut llascu

Source: https://www.bleepingcomputer.com/news/security/stryker-attack-wiped-tens-of-thousands-of-devices-no-malware-needed/
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Cache on Workstations

Microsoft Entra admin center Search resources, servi

Supported objects and recoverable
properties in Microsoft Entra Backup
and Recovery (Preview)

Home

rg Backup and recovery | Overview (

Got feedback? .

Domain names

Overview (Preview)

c Important
Custom branding @ Imp

Backup and recovery Recover

Downti m Use for Microsoft Azure Previews ¢ for legal terms that apply to Azure features that are in

Microsoft Entra Backup and Recovery is currently in preview. See the Supplemental Terms of

beta, preview, or otherwise not yet released into general availability.

Fs

ackup and
tal ch

and selected properties on those objects.

ID Protection

Microsoft Entra Backup and Recovery supports recovery for a defined set of tenant object types

Troubleshooting + Support

@ Note
upport reques
ID Governance i a
The set of supported objects and properties expands over time. Recovery applies only to

supported properties listed in this article and doesn't imply full object rollback.

Verified ID
User

Global Secure Access Alerts

Recovery for user objects supports these properties:

® AccountEnabled

AgeGroup

A
Agents o City

CompanyName
Applicati

ConsentProvidedForMinor

Country
Connect

Department

DisplayName

EmployeeHireDate

Employeeld

In this article

| User
Group
Conditional access policy
Named location policy
Authorization policy
Authentication methods policy
Application
Service principal
Organization

Limitations

Was this page helpful? &) <

Source: https://learn.microsoft.com/en-us/entra/backup/scope-supported-objects-limitations
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Step 6)
Blocking
Administrators
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Blocking Administrators

» They need to buy time and have a quiet environment to work.
» A new aspect compared to on-prem ransomware.
» Without support, they won't regain access.

Martin Haller - vou

CEO at PATRON-IT | Cybersecurity Professional | Ethical Hacker | Inci..

.;i:’.l 3mo = '@'

Uz jste nékdy ztratili administratorsky pristup do Entra ID (Microsoft

-

365)7 ..more

& Pavel Hila and 59 others

& Like & Comment 5 Repost

al. 4,963 impressions View analytics
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Step 7)
Azure
Resources
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Azure Resources

= Microsoft Azure

® & @ & admmh@mhlabzonm.. @

MHLAB (MHLAB.Z) @ 8
Home > crmstoremhlab_1781785699797 | Overview > crmstoremhlab

¢ crmstoremhlab | Data protection

How can | make this storage account resilient?

Data prote

Recovery

j Enable Azure Backup for blobs
e and

| Enable point-in-time restore for containers
Control (1Al

- R4 Enable soft delete for blobs

Soft delete enabl that were over

p del

7~ 4 Enable soft delete for containers

Soft delete enables you to recover containers that were pr marked for dele

ntainers for (in days) *

e D Enable permanent delete for soft deleted items

Tracking
v D Enable versioning for blobs

] Enable blob change feed
ect replica

Access control
i Blob inventory

web:
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Wrap-up
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Ideal Sequence of Steps

Data exfiltration / backup (checkpoint $$%)
Destruction of backups

Cutting administrators off from access
Encryption of O365 + Azure data

0N NN

Blocking workstations / cache
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Impact of an 0365 Compromise

Problem  |likelihood  |Difficulty of execution [Financial impact]

Wiper |wehaven'tencouteredthis
Abuse of an Azure subscription

Other impact: https://www.bleepingcomputer.com/news/security/hackers-use-rmm-
tools-to-breach-freighters-and-steal-cargo-shipments/
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What if Microsoft has something up its sleeve?

» Does Microsoft have unofficial backups?
» The attackers will find out during the first recovery attempt.

» This could also be a legal issue (https://learn.microsoft.com/en-
us/compliance/assurance/assurance-data-retention-deletion-and-destruction-
overview)
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Defense

» Backups (0365, Azure data, Azure configuration, Entra ID configuration)
» Hardening (tiering, least privilege, separate accounts, PAW)
» Monitoring (XDR, Defender for *)
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