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THIS GUY AGAIN %

Lf
at Possible Security, Latvia

A
- https://possiblesecurity.com/of._ﬂ¥

* Mg. sc. comp., Mg. phys. L—E
— https://kirils.org/ KL/—

 Founder and lead researcher

 Hacker of:

- Network flow analysis & RE /_/

- Social engineerin

o\ &4 Legal dimension
¥ @k@chaos.social Q\

Follow me today
For free o T
| | L
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motivation

reversing process with limited tools
- My journey
- mistakes

reversing process with limited knowledge
circuit board reverse engineering
firmware reverse engineering

ongoing (future) work
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LOOK ATIT 7 7

Cambie a videoportero

* get apartment

- with an intercom Switch to video door entry
p system
work !'emotely Changez pour un vidéophone
- can't always walk to Wechseln Sie zu einer
the door during Video-Tiirsprechanlage
meetings E Y
* terminal apparently s -'

user-swappable




D Dy
READ ABOUT IT /// 7

DUOX PLUS allows the use of many types of wiring as long as they comply with minimum quality
characteristics. For the correct operation of the system, FERMAX recommends:

 Parallel or Twisted cable in different cross-sections (1mm2, O.Smmz)
+ CAT5 (0.2 mm?)

=

NOTE: For other replacement cables (loose wires or telephone cable) please consult our technical
department. With these types of cable, additional installation elements such as additional sources or regenerators

may be required to ensure correct operation of the system with the highest quality.
J‘\\\

B

Source: Fermax



e
READ ABOUTIT Zf

a- Integrate visitor call units (VCU), user receiver units (URU) and security management units (SMU).

b- Be based on 2 non-polarized|wires|bus|infrastructure supporting any type of cabling {paraliel or
UTP, with different sizes: AWG18, AWG20, AWG22, AWG24...).

c- |Be fully digital. Audio, video and commands shall be transmitted digitally to avoid external
interferences and maintain quality over the installation.

d- Adopt audio and video standards to fulfil compatibility with other systems.

e- \Have audio and video information encrypted and provide conversation secrecy|to avoid another

tenant can monitor it.
NY | AS

Source: Fermax &



And we wIIt rnthéyt em off.

! -//M

Source: Fermax Australia / Youtube



CHALLENGE ACCEPTED
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OPEN IT UP ;//;E%

expectation reality




CHALLENGE ACCEPTED







MAIKE SURE TO
B

7
o_/__';’q&
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NOT HAVE TO OPEN IT UP AW
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MEASURE VOLTAGE Z{f

e 23.3+24.0 DCV measured on B-B

/_
DUOX PLUS is the first fully digital video door entry system in 2 non-polarized wires along e entire 3
installation, versatile, flexible and scalable; capable of succes in any type of project. —

* stuck For a month thinking about

non-polarized DCV L/
i

* measured the other way around =

a month later @
5
N

Source: Fermax * %G =l
1 &







MEASURE VOLTAGE DURING INCOMING EA%K

 because | e Here? ‘L
remember POTS - 23VDC + 1.8VAC ?\
- 12 VDCidle
- but 110 VAC when ;_['_E
call incoming L f
aQ

///° (o))

_. L I
|

e O



'VE GOT SALEAE

-~ * well, a clone
~ » 5V tolerant-ish
* 24MSps




BUT THE SIGNAL IS 24 VOLTS.. I/f

7 tolerance

o_/,i
® 108 H=12+ —
(1)
* found some caps at {g;
aQ

home...

R0 i | 4




* how did | get them?

* well, | hope it still
works

* ~35nF
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DESIGNING AN INTERFACE
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OH WAIT, | HAVE AN OSCILLOSCOPE!
ﬂé | ~
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BACK TO SALEAE

° 24M Sp S... 9 : e . ,
* 12MSps... \
¢ 8MSps... 3
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Vi
WHAT DATA ARE WE LOOKING FOR?
9

1 DETECTOR 088  Enter the Block number that the telephones belong %ﬂq\\

5 | ~g
BLOCK: 00 to verify.
¢ HR2  Values admitted:[00 to 09 ﬁ

O o—

1. DETECTOR EE Enter the number of the first telephone in the range. //:
START: 0000 EE
N

//m

A =) |
Source: Fermax n FA‘EUJ *
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FAST FOURIER TRANSFORM
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) ——
PATENTS TO THE RESCUE ﬁ

The frames transmitted and received between the devices

of the system, as indicated above, are multiplexed over time. ’

We have six different frame types: /

Data frame 1: command frame between devices. Always
BNFSK modulation is used.

information from the caller to the recipient, correspond-
ing to the first conversation channel. It employs BNFSK
modulation 1f video 1s not included and PPM if it
includes video.
Channel 1 downstream audio frame: frame with the coded N

and compressed audio information from the terminal
receiving the call to the caller, corresponding to the first
conversation channel. It employs BNFSK modulanon if

Channel 1 upstream audio (or audio+video) frame: frame —
with the coded and compressed audio (or audio+video) %
o /o—

the rise frame does not include vide&)an
l—m—l

Source: Fermax . 1 q.c video. .
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e
WANT MORE? TENDER SPEEIFIEATIUNSLZK

Provide at least|25 fps video frame.

Provide at least|480p image resolution.

Have option to set a fixed zoomed video image on VCU camera to a desired area.

Have at least a video image angle of 120°H, 80°V.

Have a video compression based on|H264 high profile ISO/CEI14496-10.

Have audio codecs based on|G.726 and OPUS.

Reach distances between VCU or SMU and URU of 500 meters without the need for repeaters.

Audio codecs: G.726 (with telephone) and OPUS (with monitor). O\Q’ @
Bitrate>= 40Kbps

)4 =) nwr o
Source: Fermax n iﬂj *
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* modulation 1/9&
- TDM + NBFSK/PPM —

- encoding —

- (726, 40kbps =

* encryption

- ()

- low enough bitrate L%
aQ

gUpe T e | B
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GETTING A BIT OVERWHELMED
1

 at this point I'm
thinking
- canlreally do it

without ordering
test devices?

- yes, | think | can
- but...




> ACcCessories

Fermax 3254 DUOX PLUS PROGRAMMER

Catalogue No: 3254

£339.46 ca0020

onl - (104§ AWAN |gel;
Source: onlinesecurityproducts.co.uk BVAY 555 |




COMMAND ANALYSER MODE (IM)

This function allows you to view any DUOX command transmitted by any device on t

installation.

These commands are stored in the programmer’s internal memory, up to a maximum of

100 entries.

To capture the commands, follow these steps indicated in the diagram:

2. ANALYZER

s

*® ® * * &

WAIT COMMAND

l A command is made...

DISABL-CHANNEL 1

We start from option 2 ANALYSER from the MAIN
MENU

The device remains available to receive commands.
WAIT COMMAND blinks.

N

The command appears on the display and is saved in the

In the bottom linte the gTy}

L

memary.
e T R

appear, sespectively.

o_/__";’Q
*oﬂ

{_10_

| S

//E

/o/@

L 4

£

®

O_;E

| | L

—



R i |



.a-- 1y ~ - N e % : . ﬂ”n.:.- " . P ) l
90&&0&!9 az%e%eiﬁgw@ﬁaﬁﬁeeﬁﬁﬂ
. = P | . A “ d o
= 1B R P | || )T & ~
Y [ Ple¢cectily | eededen @&Qﬂ@&aula
& nq | ¥l | (s | N
- ) | _., ~ i | .
O Billvar b 9 Tmaé Ll @'

Cr

vf
9 ewp

&' Q «,.,. A.q_ﬂ éc e cQleece [ 5] OMO ¢ ¢ ¢ ¢
_ | —&] | | | LIS CARRC.

v 14 _
¢ j w11

@-
A
A
ﬂa. ‘. -
| | (4®
o
ﬁ".
3 A,.m,..w,n.; &
ol
E.ﬂ‘.e..‘ﬁ |
t , “MJ ..AM.-A./.-
,ﬁ_,n,m-.,.,d!.. | .E.,ru'Q..
916§ &9 ele e ¢ e e
(| I gt | | P
VISP B | v
_;&,mu%# fu_r.m _o |
Il (& |
w;;_;&
.;Eﬁf. d
SIS {adhrdbacth g
ql )| & |le |
| || (€ .| | & \ |
/11U € AL | L &
Ve e
W || n_._ * ~ | |
L | | Y |
ﬁ kg. 4 | ﬂ &_.
m . mm _ ar __
L@l Y] €

_

ﬂ&&%&&gqu




INTERMISSION ON POSSIBLE WAYS FURWA}/é

1 REVERSING
FIRMWARE

PR DIFFERENTIAL
SIGNAL ANALYSIS

An element on this slide is Al generated

LIVE
PROBING >




PEER REVIEW //&.—{;\t

* “your data prebablysucks quality is likely «—= 7

insufficient”

R gy |
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A FRIEND WITH A REAL OSCILLOSCOPE
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COMPARE RIGOL WITH SALEAE

ount

0

C
8
1e13

5 6 7
==10| Yk

—— rigol

i |

zS

i

oo !

| |

\\<\
S

NN

y

—
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i
COMPARE RIGOL WITH SALEAE /// 7

NN

source
— gsalae+:
—— rigol

252511

25.001+-

24.75+ -

value

5.850 5.875 5.900 5.925 5.950 5.975 6.000 6.025

24.00

23.50

72 (M SN (777

—



urce
—— salae+:
‘ e rigOI
— IIMIEATOEEASARRAORE ..,
8630 78635 7.8640 7.8645
e L [
_ -ﬂUW A w8

7//° NN (7772
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ECB PENGUIN ;//Eé

e remember Tux!
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TIME-DIVISION MULTIPLEXING ;//f{;j




BINARY NARROW FREQUENCY SHIFT I(EYI%

=

g 7
A
O_ﬂ

The BNFSK modulation uses a pair of frequencies to rep- o
resent each one of the two values of one bit, plus the third L—E
frequency for the frame start alert.

"& o® ,_l '
Source:; Fermax @ Az N=Ng



~ BINARY NARROW FREQUENCY SHIFT KEYIN

- '..;-4 _'-_7' S—— ]




BINARY NARROW FREQUENCY SHIFT KEYI] / .

= S 1 - " i i
— - -




S
BINARY NARROW FREQUENCY SHIFT I(EYI%
e

—

=/

O—ﬂ:\

T'he BNFSK modulation uses a pair of frequencies to rep- N—

resent each one of the two values of one bit, plus the third L—E

frequency for the frame start alert. f

* f=2.3 MHz L =

* [=2.5 MHz aQ @

* fs=2.6 MHz N
Source: Fermax /I l
70 T 1L




) ——
BNFSK PROCESSING %

Butterworth filter =>

| ) =
Hilbert transform => A\
()=

Instantaneous power







WE'VE GOT SYMBOLS AND BITS!

urst 0 @ 690.1ms

%
17 Er
o
bit0 (2.3MHz)
bitl (2.5MHz)
sync (2.6MHz)

I




o \dld Il *& o —
9.&&.&&&!.& R S S ) PS O O @c
] » | N | ¥ 2
; emw Q.._ W ”@ lded & | _ & -
M..“ w @,oaonr: 00&0&&% ¢oee
A ¢ | _, ‘
L F..“: _-_rv. Ju. b 9 .1&? S (&
& & ?m,n Qn,n & On,(, [N ol o) o n.,o,n.a ¢ o o ”
] [ | 158 . I
- q NIE () | _- | ] ] | | | o
Qﬂ.v !.i.m | s | ,C
im.. & t_,% W | .
c-,g.ow v ,cd &-..wyn_‘ ﬂp " !
RHILUL vﬂ,m.ﬂ.,.n ‘il
fc__..‘_ | _ Tl | | _
G.U [| eh _ 7 . m,_ﬂ NS
| _./,‘ Fw | QJ |
ARCHIRECA Il N
Qi [OOQe e
HERECOATLD
Bl H HI I (911 ] |
v “_n.,:m_L __ “._A_ ||
e ICLRI | "__,_ !
A ,,_,._,,._r_ ; | RK | | ‘
: #—rﬂ | _ ” _t | 1.'_ M_ 'J b;l.& &1 r-_ S - -
%y e c_,.c, ¢ Ve
T (_ ﬁ __,_Aen._ _ w @-
ol (B Phl &l b b=
@ || [|l| n (% &” AP _ :
o | _f&._n.., ﬂJ ,_,.9 :
: [# ] | ([, 3
Tl || f
b ,g,, f ﬁgw’ ora
‘. _ | f _L — (1 }
el el ;_j leiil
a _ I - H ﬁ \ | W “_ , _ A.‘ |
» | . ’ | U 111
£ N7l B | laed )]1]] Jd)
L g P08 PO TS
QI b X B u, | gh R
(S (£}
= n P A A d (DL a)
_ _ (4 Qm_, N §CF g .,._4._6 &% eqo,{,& (vl
i q— ; ) .ord, _ &-— * ( |
w__ é | r_v gt
If




-« x-rayor heatplate =
~ desolder —
O_ﬂ

- need two devices

& .., * alt.:continuity ?

probing L
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Source: nuvoton

M45
ARM - Based

32-bit Microcontroller M45

CPU Core
Corte®M4

Function

1 : Base Series

1M : Series (M051 Pin Compatible)
2 :USB Series

3 :CAN(CAN + USB) Series

Package Type

R
X

3

L: LQFP 48 7x7mm

5: LOQFP 64 7x7mm
R: LQFP &4 10x10mm
V: LGFP 100 14x14mim

=
X

6

A
X

=
X

Temperature

E: -40°C ~ +105°C

Reserved

SRAM Size

3: 16KB
6: 32KB

Flash ROM

C:40KB
D: T2KB
E: 12BKB
G: 256KB

Flgl.;g; 1J)J/LM|WM45| Eet i
o8 S EEGYE T me




4.1.5 NuMicro® M453 CAN Series (CAN+USB) Selection Guide

o)

——c—

= = ;
= A = Connectivity || ek |1 i
: [2|E[5 . 2 £|E| & 2|
=3 =] 2= %E [«] o A = 0 1] = | O o o (8] o o ]
2 |g|3|2%=|E|EfaRlz|e|2]|z|"|2 |E|l2|5|c|E|9g|E
& = EE | 2 ,g a| < Q@
[Mas3LGBAE| 256 | 32 | 4 | 34 | 4 |3+1( 1 3 2 ) 2 2 loteg |10l 2| 1 lsgchn| v | v | ¥ Li!gP
[wasaLesae| 128 [ a2 [ 4 [aa | 4 Jaut| 1 |3 | 2| v [2[2fotafo|2]| 1 |sen| v || |HF
PasaRGeaE| 256 | 32 | 4 |48 | 4[4t | 1 |3 [ 2| v | 2|2 |ota|iz|z |1 |izen| v [V | ]G
Mas3REGAE| 128 [ a2 [ 4 (a8 | 4 |aut| 1 | 3 | 2| v |2 |2 [ota|z|a]| 1 |izen| v || v|%"
pasavaea| 256 [ 2 | & (8o | 4 |ant| 1 | 3| 2| v |2 |2 |oma|z|2]| 1 |ieen| v || v|HF
[Massvesae| 126 [ 32 | 4 |80 | 4 [ani| 1 | 3| 2| v [2|2]ota|s2]|2|1 feeh| v || V[
[wasatoang| 72 16 | 4 [as | 4 |aet| 1 | 2 | 2 [ v [ 2 [ 1 [Deviee| 10| 2| 1 Jioen| v || v |KT
[MasaLcaae| 40 [ 16 | 4 |35 | 4 avt| 1 | 2 | 2 | V[ 2|1 |pevice| 10| 2 | 1 Jiooh| v [ v | v [FFKT
[M453RD3AE| 72 | 16 [ 4 |49 | 4 |44 | 1 | 2 [ 2 | | 2 | 1 |Device| 12| 2 [ 1 J1Gch[ o | V[ A LE§4FF’
[uassvosael 72 | 16 | @ | 72 | a4 4| 1|2 oz | ]2 |1 foees) 12 f 2 | 1 fieeh o I I oid
*Marked in this table (4+1) means 4 UART + 1 SC UART
*SC (ISO-7816) supports full duplex UAZT mg#lé+. R -
" \ & = lg-
Source: nuvoton @ =
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e S1ze: 131072 Blocks: 256

I0 Block: 4096 regular file
 dump.bin: ARM Cortex-M firmware, WEZ:SE
1initial SP at 0x20008000, reset at &//r

0x000115b8, NMI at 0x00011624, L/"__
aQ

S
DUMPED Zy@i
=L

HardFault at 0x00010fb8, SVCall at
0x00011624, PendSV at 0x00011624

|

WY



BINWALK -E fé

Entropy




WHAT'S INSIDE L//{_{;\j

* More than 100 strings, mostly debug — -
e 2 unique paths A\ q\\g
(1

- ../User/libspeexdsp/kiss_Ffftr.c
- /mnt/workspace/workspace/GCC-10-

pipeline/jenkins-GCC-10-pipeline- */é
338 20211018 1634516203/src/newlib/ =
newlib/libc/stdlib/rand.c 2

§ e s 3 ERAYE A iy | LBl




)
PRGRAMMING MODE j >

—
 command Ox33AA & sl = o

57 (0x40 < command_2) {

e command 0x0088 = e < comeril® £ NS
59 DAT 200@8b52. 1 1 = B; °_¥
=10} ;

61 }
67 (Oxdd < caommand_2) { o—
63 (command 2 != Oxee) {
64 DAT 2@8@ERabc = 0;
65 DAT EEJEJEJEJabd = i o -
66 :
67 }
68 DAT 200@8sbc = 0; /
69 DAT 200@Rabd = 0;
70 DAT 2Z0@@eksz. 1 1 = 1;
71 §
72 } = ?—
73 (command 2 == Oxaa) {
74 uvarz = 0y;
?5 (uVar2,0xfffOff,@x88,0);
DAT 20881308c = 3;
(9,8);
{10 8) =
+/ ' 4
[RP AT f@% =E /3
@8 & EE ot T SumN -
= = k

—



THERE ARE CHECKSUMS I/f

xor_checksum = XOR of all 32-bit words /{L

sum_checksum = byte-wise additive ?‘

checksum over all words
|

iDL e8 g EgyE i mmed | /8l
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13

17

20
21
22
23
24
25
26
27
28
25
30
31
32
33
34
d35
36
g
38
39
40
41}

( param_1, param_2Z, param_3)
uVarl ;
iVarz;
iVar3;
uVard;
uvars;
uvare;
(param_Z == 2] {
param_1 = by
param 1 = param 1 == 2;
I3
(param 2 == 3} {
param_1 = param_1 == 2;
I3
{
(param_2 '= 1) {
[6h S 1 i i
}
param 1 = ():
param_1 = param_1 == 2;
I3
iVar2 = (param_3) ;
iVar3 = (param_3) ;
iVar3d = iVar3 + iVar2 == 1;
uWard = (param_3);
uars = (param 1 - iVar3,uVard,&DAT 200000=0,3);
uarg = (uVars & 4,( 1*( *)(GDAT_ 00017944 + uVarb * 2),uVard);
uvarl = uVarg;
({ Juvarg < @) {

uvarl = -{uVarg & Ox3fff);

h

[3,uVard, (

(inty™*(

* *) (&DAT 8E017964 + uVars * 2),
*¥)(&DAT 00017954 + uVart * 2) ,uVarg,iVar3 + uVarl,

(1Var3 + uVarl + (iVar2 == 1)) - iVar3,param_3);

uvars;

.y







56 {

57 puVarg8 = &uStack 29; i/_
58 psVWar/ = psVarll; J/_
59 { ,
516! psVar/ = psVar/ + 1; Ci//_
61 uvard = ({ ) *psVar7,3,&DAT 20000a00) ; q&
62 puVar8 = puVarg + 1; H\
63 *nuVar8 = uVard; ﬂ
64 1 (puVarg != local 28 + 7);

65 puVarld = | 0 JpuVars + 3); Q°_
66 (local_28,puVarg) ; f
B/ psVarll = psVarll + 8;

68 puVar9 = puVarl®; /_/
69 } (puVarl® !'= &DAT 200084ac) ;

70 MAIN LOOP CUSTOM EXEC ADDRESS = 0(x518d; @
71 DUOX_TX READY = 1; N

Fy. £

73(}

74

5%






MAIN() LOOP ;//&f;

{
() ;

() ;
(*MAIN LOOP CUSTOM EXEC ADDRESS)();

| } ( true ); L?O/é
N







Fi ( )
8

8|
16 iVarl;
11 uVar?;
12
13 (LOOP_0OP) {
14 o
15 %)
16 ivarl = (),
17 (iVarl == VERSION_ ILOFT) A
18 ();
19 }
20 {
=4l ()
22 )
23 B
24 Bxl0;
25 (DUOX_TX READY Hwl != '\@') {
i) DUOX TX READY HWl = '»\@';
2 ()
28 }
29 -
30 1:
31 iVarl = F
32 ((((ivarl != 1) && (DAT 20001310 == 0)) && (uVar2 = (1, Bxdc = uVarZ)) &&
33 ((iVarl = (), ivarl == 1 ||
34 (iVarl = (), iVarl == 3)))) {
35LAB_BGO00adlc:
36 ()
37 }
38 :

.y



codec_prepare_tx_frame()
codes_gain_control_select()

DUOX_TX_READY :=1

main_tick_process_duox_link()

LOOP_OP==0x10 && DUOX_TX_READY!=0

duox_TX_send()

/o
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28}
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L0
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|_|-
o

uVarl;
*puVar?2;
*pbVar3;

(((DUOX_TX READY != 0) && (DUOX TX READY HwZ != 1)) &&
(uVarl = (), uVarl

pbVar3 = { *) Ox20000467;
puVarZ = GDAT 20000134;
DAT 2000030 = Ox20403c0O;
DAT 20000134 = 0x362;
((uVarl & Gxfd) '=1) {
DAT 20000134 = 0x364;

}

{
pbVar3 pbVar3 + 1;

puvar? puVar2 + 1;
*nuVar2 = ( J*pbVar3 << 1 | 0x200;
I3 (pbVar3 != &DAT 200004ab) ;
DAT 20000fae = 0x2aal206;
DUDX TX READY HWZ = 1;
DUOX_TX READY = O;

'=0)) {

.y

/o



main_tick_process_duox_link()

codec_prepare_tx_frame() LOOP_OP==0x10 && DUOX_TX_READY!=0
Gy g ontrol Heleety DUOX_TX_READY := 1 @@
copy to &0x20000£30, DUOX_TX_READY_HW2 := 1

.y




codec_prepare_tx_frame()
codes_gain_control_select()

DUOX_TX_READY :=1

main_tick_process_duox_link()

LOOP_OP==0x10 && DUOX_TX_READY!=0 LOOP_OP==0x0d && DUXO_TX_REA|

DY _HW2!=0

@@ PWM_TX_hardware_2()

copy to &0x20000£30, DUOX_TX_READY_HW?2 = 1

/o



W~ NP~ h) =
—

unafft ré4;

umatT 1r;
DAT 20001060 = 0,
DAT 20000fd3 = 0;
DAT 20001054 = 0;
DAT 20001055 = Ox40;

(&PWM output buffer,&DAT 20000f30,0x80);
();
(&PWM1 _BA, 4,520000,0x32,unaff_r4,unaff _1r);
(&PWM1 BA,5,520000,0x32) ;
(&PWM1_BA,0x10);
(&PWM1_BA,0x20);
PWM_INTEN®1 = PWM_INTENO1 & Oxefffffff;
PWM POLCTL1 = PWM POLCTL1 | 0x30;
DAT 40059004 = DAT 40059004 | 0x4000000;
DAT 40058020 = DAT 40058020 & Oxfffffffe;
DAT 40058250 = DAT 40058250 & Oxfffffffe;
(Ox2968,0) ;
PWM_CNTEN1 = PWM_CNTEN1 | 0x30;
DAT 40004854 = 1;
DAT 2000105¢c = Oxd5c9;
(&PWM1 BA,0x20);

.y

/o



codec_prepare_tx_frame()

codes_gain_control_select() l DUOX_TX READY =1

WHERE'S MY CRYPTQO?

main_tick_process_duox_link()

LOOP_OP==0x10 && DUOX_TX_READY!=0

copy to &0x20000£30, DUOX_TX_READY_HW?2 = 1

@_output_buﬂcr >
i
MCU modulates the data K

v

=

LOOP_OP==0x0d && DUXO_TX READY HW2!=0
o—

/o
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ONGOING WORK L//E%

* Understanding more of the protocol o
- Non-A/V data decoding

* Traffic injections R¥
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