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The Arc
From curiosity 
to product deployment



But hey, 
RESEARCH!



Research vs. Applied Security
The gap, and why there is a gap



Why do we do research?

Fun rabbit holes, and we’ll go change the world

Oh and, dopamine and the learning curve



Research & The Real World

Alex Matrosov turned UEFI security upside down
Research led to the founding of Binarly
205 disclosures to 18 vendors impacting 511 products





GreyNoise
State of the Edge Report 
2026

https://www.greynoise.io/resources/2026-state-of-the-edge-report
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Entered into force on 10 December 2024, with main 
provisions starting to apply 11 December 2027
Applies even to legacy products
As of 11 September 2026, manufacturers must report 
actively exploited vulnerabilities and severe incidents 
affecting products with digital elements  
• Early warning within 24 hours
• Full notification within 72 hours
• Final report no later than 14 days after a fix is available



Spectre v2: Branch Target Injection

Abuses indirect branch prediction, speculative execution and 
cache timing side-channels

Tricks the CPU into speculatively executing memory it wouldn’t 
have executed otherwise, by poisoning indirect branch prediction

If speculative execution leaves state behind in cache that state can 
be inferred using cache inference attacks

This allows attackers to read privileged memory

In A Small Nutshell



Spectre v2: Retpoline



The Attack vs. The Mitigation



So, what IS on the other side?
Product ideas, 
designs, 
design reviews, 
implementation, 
testing, 
rollout, 
operations and support.

Simple enough, right?



What worked on my machine 
doesn’t work on your machine

A detection idea is not a detection product
A one-off RE finding is not a malware sample triage pipeline
A PoC is not a weaponized exploit
A productionized detection model degrades over time



“We re-implemented an existing 
technique and made it 30% more 
reliable in production" doesn’t make a great 
paper for Usenix Security, but is exactly what product 
research and development does



Security Engineering, 
Development and Operations



What it means to work at scale

A detection rule with 0.01% false positive rate 
produces 100.000 false positives a day at a 
rate of a billion processed daily events 

“Good enough” isn’t good enough



What it means to work at scale

Every plausible misconfiguration exists
Every weird-but-legitimate workflow exists
Every legacy integration exists

“Good enough” isn’t good enough



When scale gets back at you ….

In research, the corner cases are the footnotes
In production, the corner cases are the job
Security trade-offs are observability budget decisions in disguise
Adversarial drift, and, environmental drift
Miscalculations – We assumed the attacker wouldn’t



Operations vs. Security

Why do failures of large systems matter in security? 

“Security operations is like 
site reliability engineering 

with an adversary in the loop”



Channel File 291



Channel File 291

At scale, security products become an attack surface, 
and a failure surface with massive blast-radius

They have privileged access
They run on every host
Their time-to-update is instant

A detection catching one incident is invisible

A detection breaking production is a Wikipedia entry



Where Processes Fail

Validation that validates the wrong thing
Reviews/tests/staged rollouts skipped for urgency
Latent bugs triggered by routine operations
Safety mechanisms failing to wrong default
Recovery tooling dependent on system they protect
Tribal knowledge concentrated in one person
Backups and recovery paths that are outdated



What happens when 
things go sideways?



A Digital Post Mortem

Blameless – The point is 
to learn

Cause and trigger are 
different things

A post mortem you don’t 
act on is just a story



Cloudflare Outage on November 18, 2025

Cloudflare’s core proxy started failing globally, taking down large swaths of the 
internet, incl. Twitter, Discord, OpenAI, DigitalOcean, 1Password, etc. etc.

A permission change on a reporting database cascaded into an outage with 
massive blast radius

A SQL query returned duplicate 
rows, this doubled the size of the 
target file, and the proxy parser 
had a hard coded buffer limit

Affected module crashed, tore 
down entire proxy service with it



A Note on Operational Excellence

Operations is a design principle, not an afterthought
Design for observability, response time, change management, 
runbooks, post mortems

PoCs are built for demonstration, not for operation

The transition is a design process, not a mere engineering task



The AI 
Existential 
Crisis
Are we all powerful, 
or out of a job?



Are we all powerful, 
or out of a job?

What can we currently automate?
Which jobs are disappearing?
What will the future look like for the experts?



AI is improving rapidly – Why

The models are improving, problems are solved faster 

But what makes a model better?
• More computing power, larger and better datasets, and 

architectural refinements
• Improved training techniques like reinforcement 

learning on verifiable tasks
• Data quality and curation improvements
• Scaffolding around core models: Longer context 

windows, tool usage, multi-step agentic behavior



How is security changing in times of AI?

The easy tasks are going away
Challenging tasks are more tangible
Job descriptions are changing
Offense, defense and response are all speeding up

At different speeds…

What defines speed, other than token budget?

Will technical skill matter in the future?



AI and the Security Community

Faster learning

More dopamine

Burnout

Layoffs

What is AI doing to the security community? 
Evening out the playing field, or leaving most people in the dust?
Can we still grow the next us, if there is no more ladder to climb?



The original goal of BlackHoodie
What happens if we replace juniors with agents 
What happens to juniors if they're not hired 
anymore

Building community: The young people, the 

veterans, the ecosystem between all of us!



How can we sustain our community?

Create opportunities
Mentorship matters more than ever
Embrace the situation and use AI to 
further skillsets faster



The Bottom Line

Research is curiosity-driven and produces possibilities 

Production is constraint-driven and produces reliability

AI is now compressing both timelines simultaneously: 
Research output is faster, production iteration is faster, 
attackers move faster, defenders move faster

The existential question for the community is not "will AI 
replace us" but "can we still grow the next us, fast enough"
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