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Previous research on Continuity Camera and Sidecar Display has been conducted by Inga Dischinger       and Jan Röper*
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Universal Control
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Real-Time Constraints

Low-Latency WiFi !

Video and Audio
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This talk is about the tooling.
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Logging

Backtraces 

XPC Communication 

Kernel Traces

Logging

Backtraces 

XPC Communication 

Kernel Traces

Packet Captures
en0, awdl0, llw0, BLE, ...
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17:24:17.127 SidecarRelay === IDS F090DC4A:remote:719
17:24:17.128 kernel wlan0:com.apple.p2p: AWDLSta

17:24:17.130 rapportd 48: SendEventID 'com.apple.s

17:24:17.133 runningboardd _checkForSuspen

17:24:28.103 wifip2pd XPCSession[avconferenced 10D

17:24:19.931 +0200 avconferenced [C96 IPv6#5c59

17:24:20.588 kernel rt_lookup_common:3376 (::, ,

17:24:23.170 kernel wlan0:com.apple.p2p: IO80211
17:24:25.972 kernel cacheVerifiedACM <- reset: 0

17:24:27.973 kernel AppleBiometricServices::message <-

17:24:16.704 SidecarDisplayAgent === Sidecar Con
17:24:16.772 rapportd Added policy: order = 9 res

17:24:16.792 kernel.development SK[1]: channel_

17:24:17.542 avconferenced VCMediaStream

17:24:18.565 kernel.development SK[7]: ch_event

17:24:18.566 airportd [corewifi] @[13190.661012] k

17:24:22.688 SidecarRelay nw_channel_create_with_nexus

17:24:24.563 mDNSResponder SysEventCallBack -- event:
17:24:24.563 configd Process interface link up: l

17:24:24.566 nsattributedstringagent SLSTransaction
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Do not account for clock drift

Limited log collection on iDevices

No context for static reverse engineering
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logfuse-toolkit

logfuse-synclogfuse-collect

logfuse

Clock SynchronizationCollection

Aggregation

logfuse-context

Backtrace Reconstruction
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Examples
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Collecting Logs with logfuse
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logfuse-toolkit

logfuse-synclogfuse-collect

logfuse
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Aggregation
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Log Collection Challenges

Log Sources

Multi-Device Orchestration

Clock Offset Correction
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Console dtrace
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trace

ktrace
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trace

Wireshark cctool
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tool
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Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*

d 
trace

k 
trace

cc 
tool
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Log Collection Challenges

Log Sources

Multi-Device Orchestration

Clock Offset Correction
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log-acquisition.sh

log-idevice-ssh-
interface.sh

log-acquisition-
idevice-lib.sh

listener-iOS.sh

log-acquisition-iOS.sh

ssh tunnel

Command-Line Interface 
log-acquisition.sh --format=pcap

Remote Device Management 
get_latest_dir_on_iPad(), ...

SSH communication 
start_iproxy(), send_to_iPad(), ...
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log-acquisition.sh

log-idevice-ssh-
interface.sh

log-acquisition-
idevice-lib.sh

listener-iOS.sh

log-acquisition-iOS.sh

ssh tunnel

Process Management 
start_pre_session_commands(), ...

Command Injection 
Relay remote commands to upper layer

d cc k 
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log-acquisition.sh

log-idevice-ssh-
interface.sh
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idevice-lib.sh

listener-iOS.sh
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Log Collection Challenges

Log Sources
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Logging

Backtraces 

Packet Captures
en0, awdl0, llw0, BLE, ...

XPC Communication 

Kernel Traces

Logging
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XPC Communication 
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NTP ServerNTP Client TCP via usbmuxd / iproxy

collect clock offsets using NTP !



Aggregating Logs with logfuse
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logfuse-toolkit

logfuse-synclogfuse-collect

logfuse

Clock SynchronizationCollection

Aggregation
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Backtrace Reconstruction
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Log Archive

38

Parse Input Files into Business Logic

logarchive parser

Text Files &  
Custom Output

Packet Capturesktrace output

ktrace parser pcapng parser dtrace parser txt parser
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Apply Static Filter Criteria

Resolve Logs to  
User / Kernel-Space Functions

Write .pcapng File 
with python-pcapng 

Log to 
macOS’ Unified Logging System

Filter Pre-Recorded Noise
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Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*
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{    
   "timezoneName" : "", 
   "messageType" : "Default", 
   "eventType" : "logEvent", 
   "machTimestamp" : 316687745458, 
   "formatString" : "SK[%u]: %-30s kr 
"%s" (0x%llx) right acquired",      
   "eventMessage" : "SK[6]: kr_enter                       
kr "netif_vp:2 RX0" 
(0xfffffe200e3b8400) right acquired",    
   "processImagePath" : "/
kernel.development",   
   "senderImagePath" : "/
kernel.development", 
   ...  
}
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$ SK[%u]: %-30s kr "%s" 
(0x%llx) right 
acquired

SK[%u]: %-30s kr "%s" 
(0x%llx) right 
acquired f-stringf-string
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$

Static RE

SK[%u]: %-30s kr "%s" 
(0x%llx) right 
acquired

Dynamic RE

SK[%u]: %-30s kr "%s" 
(0x%llx) right 
acquired

Event 
Message Function

f-stringf-string
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Take a binary Analyze Map (f-)strings to 
functions

Tag traces with 
function names 

during aggregation
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logfuse-context
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Jailbreak required — our setup includes an iPad (7th generation)
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debug identifiers are somewhat unique

__kernel_debug(0x40c0800)

__kernel_debug(0x617081d)

__kernel_debug(0x617081e)

...

someFunction()

anotherFunction()
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debug identifiers are somewhat unique

0x40c0800

0x617081d

0x617081e

...

someFunction()

anotherFunction()
Idea: rough backtrace through debug identifiers 
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Take a  
kernel(cache) Analyze Map debug-ids to 

kernel functions

Tag traces with 
function names 

during aggregation

logfuse-context
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Log Aggregation 
Toolkit

k 
trace

Support 
on iOS cc 

tool
Support 
on iOS

Support 
for 

pcapng 
Output

Support 
for 
logarchive 
Output

Multi-Device 
Support

Milestone 
Markers

Clock Offset 
Correction

.pcapng.pcap

.pklg

.json

.txtcustom output

Extensible to 
More Tracing 

Tools 

logfuse-toolkit

Support for 6+ 
Input Formats

Backtrace 
Reconstruction 
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Noise Filtering
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Backtrace Reconstruction

Stability Improvements

Setup Enhancements
v0.2
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Available

This Week
v0.2
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henrijaeger/logfuse-toolkit

Available

This Week
v0.2
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