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w2 Sidecar Display

Q Previous research on Continuity Camera and Sidecar Display has been conducted by Inga Dischinger @ and Jan Roper @
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Low-Latency WiFiI

Real-Time Constraints

Video and Audio
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This talk 1s about the



Logging

Kernel Traces

XPC Communication

Backtraces

Packet Captures

end, awdlo, 1llwe, BLE, ...

Logging

Kernel Traces

XPC Communication

Backtraces
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splunk > Limited log collection on iDevices

Do not account for clock drift

No context for static reverse engineering

@ @ @ m



logfuse-toolkit

Collection Clock Synchronization

Aggregation Backtrace Reconstruction
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O ® M aggregated-1.pcapng

4 = © BN RO Rex>=27F &5 = & @ @ ¥ [

\ . (frame contains "llw" or frame contains "tshark" or frame contains "tcpdump") and (not(frame contains "kernel.development")) = v] +

Packet Commer Interface Info
NMidC—IIILII L J.UQ'CILUIIJ.VE—IVI&.IU... UoCLK.CHRKK. DJ.UEU'dLI‘(EJ.'dy \NELWOLK) \vMdC—Il.iiilL) ~riU. .LUQ_UUJ.J.EUL MW_115LEINIEL_SLdL L_UII_L]UBUB_UJ.UUK_J.IIVUKE LLZLO 1] Hdlic

L
Mac—-mini logarchive-Mac.. USER.ERR: 1 SidecarRelay (Network) (Mac-mini) PID: 1log_collect nw_listener_reconcile_inboxes_on_queue_block_invok @
Mac—-mini logarchive-Mac.. USER.ERR: 1 SidecarRelay (Network) (Mac-mini) PID: 1log_collect nw_channel_create_with_nexus_flow nw_path_flow_get—
Mac—-mini logarchive-Mac.. USER.ERR: 1 SidecarRelay (Network) (Mac-mini) PID: 1log_collect -[nw_ip_channel_inbox initWithPath:flow:parameters
Mac-mini logarchive-Mac.. USER.ERR: 1 SidecarRelay (Network) (Mac-mini) PID: 1log_collect nw_listener_reconcile_inboxes_on_queue_block_invok
Mac—-mini logarchive—-Mac.. USER.ERR: 1 SidecarRelay (CoreUtils) (Mac-mini) PID: 1log_collect Session started: Server, ID '719D44F5:AVCVideoSt
Mac-minl com.apple.ioki.. ACK 5633512#1] CC: Net 11lwe 59840 > 58874 [ACK] Seq=1750 Ack=1593 Win=130432 Len=0 TSval=3808603038 TSec]
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect [L48 udp, definite, server, allow duplicate updates, ¢

iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect nw_listener_reconcile_inboxes_on_queue_block_invoke [L
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect nw_listener_start_on_queue_block_invoke [L48] Handlinc
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect nw_listener_reconcile_inboxes_on_queue_block_invoke [L—
Mac—-mini logarchive-Mac.. . : 1 wifip2pd (wifip2pd) (Mac-mini) PID: 1log_collect Posted peer presence for f6:98:bb:2c:cb:0b on 11w0 |
1Pad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect nw_channel_create_with_nexus_flow nw_path_flow_get_nex—
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect -[nw_ip_channel_inbox initWithPath:flow:parameters:del
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (Network) (iPad) PID: 1log_collect nw_listener_reconcile_inboxes_on_queue_block_invoke [L
iPad logarchive-iPad USER.ERR: 1 SidecarRelay (CoreUtils) (iPad) PID: 1log_collect Register traffic: [fd0@2:5c7e:2d18::19%11w0]:59611, ¢
iPad logarchive—-iPad USER.ERR: 1 SidecarRelay (CoreUtils) (iPad) PID: 1log_collect Session started: Client, ID '719D44F5:AVCVideoStrean
iPad com.apple.ioki.. setLinkStateInternal: on 11w@ linkState:UP reason:1

iPad com.apple.driv.. setLinkStateInternal: on 11w@ linkState:UP reason:1

iPad logarchive-iPad USER.ERR: 1 avconferenced (Network) (iPad) PID: 1log_collect [C96 4274B926-0BDB-4E52-BF47-95929CBB81D4 IPvé6#5c591c
iPad logarchive-iPad USER.ERR: 1 avconferenced (Network) (iPad) PID: 1log_collect [C96 IPvé6#5c591cee.59611 waiting parent-flow (satisfi
iPad logarchive-iPad USER.ERR: 1 avconferenced (Network) (iPad) PID: 1log_collect nw_connection_endpoint_report_on_nw_queue_block_invok
1Pad Tnnarcrhive—iPad IISFR FRR* 1 avennferenrced (Netwnrk) (1Pad) PTD: Tnn rnllert TPLOA TPVAH#R-ARO1ree ROA11 1n nrnnrece rhannal—Fflnw (ce:z

Packet comments

Frame 5826822: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface logarchive-Mac-mini, id ©

Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00 00:00:00 (00:00:00:00:00:00)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 0.0.0.0

User Datagram Protocol, Src Port: 0, Dst Port: 514

Syslog message: USER.ERR: 1 wifip2pd (wifip2pd) (Mac-mini) PID: 1log_collect Posted peer presence for f6:98:bb:2c:cb:0b on 11we | [NO_MAP] | Pos

R




__channel_sync entry

apple.iokit.IOSkywalkFamily _ZL17nxp_queue_tx_pushP19kern_
apple.iokit.IOSkywalkFamily _ZN30IOUserNetworkTxSubmissior
apple.iokit.IOSkywalkFamily _ZN30@IOUserNetworkTxSubmissior
apple.iokit.IOSkywalkFamily ___ZN3@IOUserNetworkTxSubmissi

iokit.
iokit.
iokit.
.I0OSkywalkFamily ___ZN30IOUserNetworkTxSubmiss]
iokit.
iokit.

iokit

iokit

I0SkywalkFamily _ZN25I0SkywalkPacketBufferPool
I0SkywalkFamily _ZN25I0SkywalkPacketBufferPool
I0SkywalkFamily _ZNK25I0SkywalkPacketBufferPoc

I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior
I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior

.I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior
iokit.
iokit.

I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior
I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior

__channel_sync entry

apple.iokit.IOSkywalkFamily _ZL17nxp_queue_tx_pushP19kern_
apple.iokit.IOSkywalkFamily _ZN30IOUserNetworkTxSubmissior
.apple.iokit.IOSkywalkFamily _ZN3@IOUserNetworkTxSubmissior
apple.iokit.IOSkywalkFamily ___ZN3@IOUserNetworkTxSubmissi

iokit.
iokit.
iokit.
iokit.
iokit.
.I0OSkywalkFamily _ZN3@IOUserNetworkTxSubmissior

iokit

iokit.

I0SkywalkFamily _ZN25I0SkywalkPacketBufferPool
I0SkywalkFamily _ZN25I0SkywalkPacketBufferPool
I0SkywalkFamily _ZNK25I0SkywalkPacketBufferPoc
I0SkywalkFamily ___ZN30IOUserNetworkTxSubmissi
I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior

I0SkywalkFamily _ZN30@IOUserNetworkTxSubmissior

__channel_sync entry

Protocol Length Info

. : 1 avconferenced (Mac-mini) : 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 syscall
Syslog 247 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 242 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 242 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 257 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 234 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 235 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 252 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 258 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 243 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 238 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 239 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 271 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 243 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.

. : 1 avconferenced (Mac-mini) : [2025-07-23_17,24,02.037953]-dtrace_trace 381646 syscall
Syslog 247 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 242 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 242 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com
Syslog 257 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.
Syslog 234 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 235 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 252 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 258 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 243 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 238 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.
Syslog 243 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com.apple.

. : 1 avconferenced (Mac-mini) : [2025-07-23_17,24,02.037953]-dtrace_trace 381646 syscall
Syslog 247 USER.ERR: 1 avconferenced (Mac-mini) PID: 562 [2025-07-23_17,24,02.037953]-dtrace_trace 381646 fbt com

.apple.iokit.IOSkywalkFamily _ZL17nxp_queue_tx_pushP19kern_
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Protocol Length Info
Syslog 168 USER.ERR: 1 avconferenced (Mac—-mini)

syscall __channel_sync entry

214 59611 > 52184 Len=152




Protocol Length Info
USER.ERR: 1 avconferenced (Mac-mini) syscall __channel_sync entry

59611 > 52184 Len=152

USER.ERR: 1 avconferenced (Mac-mini) syscall __channel_sync entry

59611 > 52184 Len=1362

USER.ERR: 1 avconferenced (Mac-mini)

syscall __channel_sync entry



Collecting Logs with



logfuse-toolkit

Collection Clock Synchronization

logfuse logfuse—context

Aggregation Backtrace Reconstruction
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® O @® 14 -zsh

D & ~/Doc/TROOPERS26/Demo—/logfuse-collect elgl:id A FEE BRbA LR
./logfuse-collect —out=demo-aggregation ——-string-mapping=demo_mapping
.jsonl

v

s )
.
d
-

Name

)
~
-
s

BUILDING_TOOLS.md
demo_mapping.json
listener-iOS.sh
log-acquisition-idevice-lib.sh
log-acquisition-iOS.sh
log-acquisition.sh
log-idevice-ssh-interface.sh
logfuse

logfuse-collect
logfuse-collect.conf
logfuse-collect.conf.example
Makefile

README.md

tools

tsclient-tcp

Date Modified

22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
Today at 22:24

22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
22. Jun 2026 at 09:37
Today at 22:00

Today at 17:24

22. Jun 2026 at 09:37
Today at 17:24

22. Jun 2026 at 09:37

Today at 22:00

logfuse-collect

Size

6 KB
1,9 MB
2 KB
23 KB
9 KB
24 KB
5 KB
18 bytes
1KB

5 KB

5 KB

3 KB

17 KB

36 KB

Kind

md

JSON

Terminal scripts
Terminal scripts
Terminal scripts
Terminal scripts
Terminal scripts
LETS

Unix Ex...ble File
Configuration
Document
Makefile

yle

Folder

Unix Ex...ble File



Log Collection Challenges

Log Sources



Console

. 2.
~
532 o
SIS Y
PN S o

Wireshark

d

trace

dtrace

CC

tool

cctool

K

trace

ktrace

PacketLogger
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trace trace tool

macOS

i0S X

log tcpdump*® from source® reimplementation®

Q Jailbreak required — our setup includes an iPad (7th generation)

26 /72



Log Collection Challenges

Multi-Device Orchestration
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log-acquisition.sh Command-Line Interface

log—acquisition.sh ——format=pcap

log-acquisition-i0S.sh
listener-iOS.sh

P ssh tunnel =000 e :
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log-acquisition.sh Command-Line Interface

log—acquisition.sh ——format=pcap

log-acquisition-i0S.sh
listener-iOS.sh

P ssh tunnel =000 e :
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log-acquisition.sh Command-Line Interface

log—acquisition.sh ——format=pcap

log-acquisition- Remote Device Management log-acquisition-i0S.sh
Idevice-lib.sh get_latest_dir_on_iPad(), ...
log-idevice-ssh- SSH communication listener-iOS.sh
Interface.sh start_iproxy(), send_to_iPad(), ...
SV ssh tunnel =000 e :

II 30 /72




|—| .))) .....................

log-acquisition.sh

Process Management

start_pre_session_commands(), ...

log-acquisition-

device-lib sh log-acquisition-i0S.sh

log-idevice-ssh- listener-i0S.sh Command Injection
Interface.sh Relay remote commands to upper layer

e ssh tunnel @ = oo :
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|—| .))) .....................

log-acquisition.sh

Process Management

start_pre_session_commands(), ...

log-acquisition-

device-lib sh log-acquisition-i0S.sh

log-idevice-ssh- listener-i0S.sh Command Injection
Interface.sh Relay remote commands to upper layer

e ssh tunnel @ = oo :
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Log Collection Challenges

Clock Offset Correction



“_‘.I 1)

Logging

Kernel Traces

XPC Communication

Backtraces

Packet Captures

end, awdlo, 1llwe, BLE, ...

Logging

Kernel Traces

XPC Communication

Backtraces
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collect clock offsets using NTP

TCP via usbmuxd / iproxy
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Aggregating Logs with



logfuse-toolkit

Collection Clock Synchronization

Aggregation Backtrace Reconstruction
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010101
i 011010
KTRACE 011100
ktrace output Packet Captures Log Archive Text Files &
Custom Qutput
ktrace parser pcapng parser logarchive parser dtrace parser txt parser

Parse Input Files into Business Logic

38 /72



Filter Pre-Recorded Noise

Apply Static Filter Criteria

Resolve Logs to
User / Kernel-Space Functions

Write .pcapng File Log to
with python—-pcapng macOS’ Unified Logging System

010101
i = Y 7:36
011010

011100

39 /72



logfuse-toolkit

logfuse—collect logfuse—-sync

Collection Clock Synchronization

Aggregation Backtrace Reconstruction
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Backtrace



® ©® ® [ aggregated-1.pcapng

a A0 Wi e QJe224¢ 0 E Q Q @ N =

1 | (frame contains "llw" or frame contains "tshark" or frame contains "tcpdump") and (not(frame contains "kernel.development"))

nmer| Interface ‘ Info
com.apple.10kKl.. contigureHPPLlwParamsL349Y96] Enabling HPP/llw params

logarchive-iPad KERN.ERR: 1 kernel (iPad) PID: 1log_collect wlan@:com.apple.p2p: configureHPPLlwParams[34096] Enabling HPP/llw params | [
logarchive—-iPad KERN.ERR: 1 kernel (iPad) PID: 1log_collect wlan@:com.apple.p2p: configureHPPLl1wParams[34100] Disabling HPP/llw params |
logarchive-iPad KERN.ERR: 1 kernel (iPad) PID: 1log_collect wlan@:com.apple.p2p: configureHPPLl1wParams[34096] Enabling HPP/llw params | [
logarchive-iPad USER.ERR: 1 avconferenced (Network) (iPad) PID: 1log_collect [C96 IPvé6#5c591cee.59611 ready channel-flow (satisfied (Path

.
0darcnive—1rag . ERR . avconterenced (NetWOrK °ad) Pl 0Q _colle W _endpoin oW _connected path change 06 IPV64 01cee 596

'd (2160 bits) on interface logarchive-iPad, id 1
)0:00:00_00:00:00 (00:00:00:00:00:00)

t wlan@:com.apple.p2p: configureHPPLlwParams[34096] Enabling HPP/llw params | [_1080211_os_log, I080211AWDLPeerManager::configureAirPlayHPP, I0802

¢
¢
¢
¢
¢
¢
¢
¢
¢
¢
¢
¢
¢

ims[34096] Enabling HPP/1llw params | [_i1i080211_os_log, I080211AwWDLPeerManager::configureAirPlayHPP, I080211AWDLPeerManager::configureHPPL1wParams]

e K Message (syslog.msg), 202 bytes Packets: 33509804 - Displayed: 8578 (0.0%) - Marked: 2 (0.0%) - Comments: 33509804 Profile: Default




log_collect wlan@:com.apple.p2p: configureHPPLl1wParams[34096] Enabling HPP/llw params



log_collect wlan@:com.apple.p2p: configureHPPLl1wParams[34096] Enabling HPP/llw params

[_1080211_os_log, I080211AWDLPeerManager::configureAirPlayHPP, 10802

| [_1080211_os_log, I080211AWDLPeerManager::configureAirPlayHPP, I080211AWDLPeerManager::configureHPPLlwParams]



ZISEHE]E

log from source*

Q Jailbreak required — our setup includes an iPad (7th generation)
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log

Q Jailbreak required — our setup includes an iPad (7th generation)
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[2026-06-23_17,25,01.630652]-log_collect.logarchive T 1:
@0 O® s messages S ® C 0 C o (Q Search

All Messages Errors and Faults

Type Process Message

kernel.development SK[L1]: pkt_copy_from_pkt kernel_task(®) RX len 112, copy+sum @ (csum Ox0000), start 0

kernel.development SK[1]: pkt_copy_from_pkt pkt Oxfffffe748185fd10 doff @ csumf/rxstart/rxval 0x0/0/0x0000

kernel.development SK[1]: pkt_copy_from_pkt kernel_task(®) RX buf Oxfffffe7481882800 len 112 lim 2048 Q: dé b9 9d c5 ff dd f

kernel.development SK[1]: kr_exit kr "netif_vp:2 RX0" (Oxfffffe200e3b8400) right released (0 waiters)

kernel.development SK[1]: filt_chrw na "netif_vp:2" (Oxfffffe200ec76600) ch Oxfffffel679382f20 kn Oxfffffelb4l1lff6ed (re

kernel.development SK[2]: ch_event_log enter: na "netif_vp:2" (Oxfffffe200ec76600) ch Oxfffffel679382f20 avconferenced(562)
development - kr "netif_vp:2 RX0" (Oxfffffe200e3b8400) right acquired

kernel.development SK[2]: kr_rxsync_prologue avconferenced(562) kr "netif_vp:2 RX0", kh 279 kt 280 | rh 279 rt 279 | h 279 t 279

kernel.development SK[2]: kr_externalize_metadata_internal avconferenced(562) kring Oxfffffe200e3b8400 kqum Oxfffffe748185fd10@ —> uqum Oxffff

kernel.development SK[2]: kr_rxsync_finalize avconferenced(562) kr "netif_vp:2 RX0", kh 279 kt 280 | rh 279 rt 280 | h 279 t 280

kernel.development SK[2]: kr_exit kr "netif_vp:2 RX0" (Oxfffffe200e3b8400) right released (0 waiters)

kernel.development SK[2]: ch_event_log exit: na "netif_vp:2" (Oxfffffe200ec76600) ch Oxfffffel679382f20 avconferenced(562)

kernel.development SK[2]: ch_event_log enter: na "netif_vp:2" (Oxfffffe200ec76600) ch Oxfffffel679382f20 avconferenced(562)

kernel.development SK[2]: kr_enter kr "netif_vp:2 RX0" (Oxfffffe200e3b8400) right acquired

kernel.development SK[2]: kr_rxsync_prologue avconferenced(562) kr "netif_vp:2 RX@", kh 279 kt 280 | rh 279 rt 280 | h 280 t 280

kernel.development SK[2]: kr_rxsync_finalize avconferenced(562) kr "netif_vp:2 RX@", kh 280 kt 280 | rh 280 rt 280 | h 280 t 280

kernel.development SK[2]: kr_exit kr "netif_vp:2 RX0" (Oxfffffe200e3b8400) right released (@ waiters)

LA 1 Adrvialanman + CUTATe b Anmdnaw v Hmati€ 1imeD DVAN (AuEEEEEANARADROLAAY wimhé Anmiidvad

Showing: All Messages ¢

kernel.development Volatile
Subsystem: -- Category: <Missing Description> Details 2025-07-2317:24:25.280451+0200

SK[2]: kr_enter kr "netif_vp:2 RX@" (Oxfffffe200e3b8400) right acquired /72



[2026-06-23_17,25,01.630
' ‘ 114.616 messages

All Messages Errors and Faults

e Lernel "timezoneName" : "",

kernel.development

"messageType" : "Default",

kernel.development

kernel.development "eve thypell - lllogEventll ’
o — "machTimestamp" : 316687745458,

kernel.development

kernel.development ; "formatString" : "SK[%ul]: %-30s kr
"%s" (Ox%1llx) right acquired",

kernel.development
kernel.development ) "eVEHtMessage" : "SK[é] - kI'_eI"I'teI'
kernel.development kI‘ L net if_vp : 2 RX@ I

SIS (Oxfffffe200e3b8400) right acquired",

kernel.development

kernel.development "pl’OCeSSImagePath" > "/
kernel .developnent kernel.development",

kernel.development

"senderImagePath" : "/

kernel.development

kernel.development kernel 'Cevelopment" I
Showing:  All Messag;: ;MM © o o

kernel.development

Subsystem: -- Category: <Missing Description>

SK[2]: kr_enter Kr



EXEC
WARNI
Y 7:36

SK[%ul: %-30s kr "%s" <i§;> SK[%ul: %-30s kr "%s"
(0x%11x) right (Ox%11x) right
acqulired acqulired




=Ly

WARNI
Y 7:36

Dynamic RE Static RE

EXEC
WARNI
Y 7:36

Event 9 SK[%ul: %-30s kr "%s" é} SK[%ul: %-30s kr "%s"
Message (0x%11x) right (0x%11x) right
acqulired acqulired

—) Function

[19]



I080211AWDLPeerManager: :configureHPPL1wParams]



DriverKit_Shared_Cache — Binary Ninja Personal 5.3.9757-Stable

< - DriverKit_Shared_Cache e  +
# Symbols Q Search sy... ¥ Aa = DSCView~ Linearv MediumLevelllL ~ <§7 [ —
Name Address « 0 1080211Buffer* I080211AWDLPeerManager ::configureHPPL1wParams(bool argl, I080211AWDLPeer* arg2) -

{T} 1080211AWDLPeerMan.. 0x1802fb42
_IOLogv Ox18004041 93 @ 1802fb6ed® goto 185 @ Ox1802fb6e4d
(:> _clock_get_calenda.. 8x180040d9!
OSMetaClassBase: :G.. 0x180041c0l 94 @ 1802fb688 var_90:0xb.b = 1
I0ODispatchQueue: :W.. Bx1800461c: 95 @ 1862fb690 xB8_30 = x19
() IOUserClient: :free Ox18004923 96 @ 1802fb694 x0_31 = I080211AWDLPeerManager::setLLWParams(x0_30)
< s _
I0Service: :_Dispat.. 8x18006619 97 @ 1802fb698 x26_2 = x0_31
10Service: :SendIOM.. Ox1800868ea! 98 @ 1802fb6a8 var_e@_1 = "configureHPPLlwParams"
0 IOUserClient: :_Dis.. 8x188@6cba: 99 @ 1862fb6a8 var_d8_2 = @x852c
R IOUserClient: :Asyn.. Ox18006cf6. 100 @ 1802fb6b8 x2_6 = "%s[%d] Enabling HPP/llw params\n"
I0UserNetworkPacke. 0x18912fcc: 101 @ 1802fb6b4 goto 105 @ Ox18062fb6e4
IOUserNetworkWLAN:.. 8x180146cd-
CCFaultReporter: :u.. 8x1801b8b4: 102 @ 1802fbSac x8_9 = x21_1
03 CCFaultReporter::r.. 0x1801b8f2! 183 @ 1802fb5b0 x0_10 = I080211Peer::getMacAddress()
to CCFaultReporter::r.. 8x1801b9fa: 104 @ 1802fb5b4 if (x0_10 == @) then 108 @ 0x1802fb5c8 else 110 @ Bx1802fb5b8
1080211 TimeSyncPee.. 8x1801e100I
e 1080211TimeSyncPee.. 8x18081e10b 105 @ 1862fb6e4 xB8_34 = x19
1080211TimeSyncPee.. Ox18081e126. 106 @ 1802fb6ec result = I080211PeerManager::logDebug(x0_34, 0x800000000000000, "configureHPF
PSS CCEECEL SRR A _anna «n;" 107 @ 1802fb6f0 if (x20_2 == @) then 49 @ 0x1802fb73c else 114 @ Ox1802fb6f4
109 @ 1802fb5¢c8 goto 120 @ Bx18082fb5cc
» Filter (12)
v Data References {4) = 110 @ 1802fb5b8 x0_11 = x21_1
- 18046c000 char const data_1 111 @ 1802fbSbc x0_12 = I080211Peer::getMacAddress()
- 18046ceeb char const data_T 112 @ 1802fb5cO x24_1 = ZX.Q(ZX.d([Xe_12 + 1]b))
- 180470000 char const data_1 113 @ 1802fb5c4 goto 120 @ Ox1 802fb5cc
- 1804700c5 char const data_1 —

=

v Code References

— TNONN11 ANUNI DanvMaAamamAars sman, 1)

4

{1}
]

4

Log Q Searchlog

444444

Aa

All




1080211AWDLPeerManager : :configureHPPL1wParams

1080211AWDLPeerManager : :setLLWParams(x0_30)

"%s[%d] Enabling HPP/llw params\n"




exXec

Take a binary



Take a binary

> @A -

logfuse—context

Analyze

Here’s to the crazy ones. 1
rebels. The troublemakers.
round pegs in the square he
The ones who see things dif

They're not fond of rules. A suws
have no respect for the status quo.

You can praise them, disagree with them,
quote them, disbelieve them, glorify or
vilify them. About the only thing you
can’t do is ignore them. Because they
change things.

They invent. They imagine. They heal.
They explore. They create. They inspire.
They push the human race forward.

Maybe they have to be crazy. How else
can you stare at an empty canvas and
see a work of art? Or sit in silence
and hear a song that's never been
written? Or gaze at a red planet and
see a laboratory on wheels?

Map (f-)strings to
functions

55 /72



-zsh

D & ~/Doc/TROOPERS26/D/logfuse-context LI 3 A ENHEMVALEYYES logfuse-context map-strings —-backend=bn --interactive —--config=1logfuse-context.conf ——output=string_mapping.jsonD

® @ ® ' Driverkit_Shared_Cache — Binary Ninja Personal 5.3.9757-Stable

S [ DriverKit_Shared_Cache ] P

Symbols Q liw x X Aa = DSCView~ DSCTriage v (x)
Name [ Images Symbols  Mappings & Regions
1080211NANInfraManager : :clearLLWStats —_— @
1080211NANInfraManager: :getInfraAssocCountW Q 8021 X
I080211NANInfraManager: :getInfraDisassocCoL
I080211NANInfraManager: :getInfraScanCountWk Address ‘! Loaded é

1086211NANDataPathSession: : 1sNonSDBLLWSessi Bx1801ddoe6e - /System/DriverKit/System/Library/PrivateFrameworks/I080211DriverKit.framework/ ..

1080211AWDLPeerManager : :configureHPPL1wParz o2
1080211AWDLPeerManager: :getLLWParams
1080211AWDLPeerManager : :setLLWParams - LoadSelected  Refresh
1080211PeerManager : :defaultLLWParams
1080211PeerManager : :defaultvOLLWParams |
1080211Peer : :11wComputeTxConsecutiveErrorCc . Console Python
non-virtual_thunk_to_I080211Peer::11lwComput  :___ =]
1080211Peer: :11lwLoadPacketLifetimeHistogram = __ Q
non-virtual_thunk_to_I080211Peer: :1llwlLoadPz < 919
I1080211Controller: :getLLWInterface B >>>
. E TNONN T 1WA wvl-Niivatian s cammahTAATTWMA AL CAtivranna ITI : < Q
>>>
Cross References .
> Filter (9) >>> =
~ Code References {0} B °°>
v 1080211AWDLPeerManager : :awdlChipRestor {1} T 2 @
|& 1802ea080 bl 1080211AWDLPeerManagc -
v I080211AWDLPeerManager: :removePeerFrom {1} » e 9
m [Il >>>

mac-aarch64 0x0




B

0101

OJ'I'O .
0111

Tag logs with
function names
during aggregation
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trace

from source*®

Q Jailbreak required — our setup includes an iPad (7th generation)
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0O x2

N
walltime

2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28
2025-08-28

15:05:15.806396
15:05:15.806400
15:05:15.806401
15:05:15.806414
15:05:15.806416
15:05:15.806417
15:05:15.806418
15:05:15.806422
15:05:15.806427
15:05:15.806438
15:05:15.806442
15:05:15.806444
15:05:15.806445
15:05:15.806446
15:05:15.806447
15:05:15.806447
15:05:15.806447
15:05:15.806447
15:05:15.806447
15:05:15.806447
15:05:15.806448
15:05:15.806448
15:05:15.806448
15:05:15.806448
15:05:15.806448
15:05:15.806448
15:05:15.806448
15:05:15.806455
15:05:15.806459
15:05:15.806463
15:05:15.806467
15:05:15.806470
15:05:15.806471
15:05:15.806475
15:05:15.806486
15:05:15.806488
15:05:15.806491
15:05:15.806495
15:05:15.806500
15:05:15.806503
15:05:15.806508
15:05:15.806513
15:05:15.806513

CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST
CEST

& ~/Documents/RE/tooling/ktrace JLE .34

delta(usi(dh?éfioﬁ)m

(1.2)

(3.6)

—
w
S
—

(2.5)

(0.3)

(7.0)

6.9)
4.4)

- -
——

(1.9)

S HE S WULLENFHFFFLALEFEFNLAWSTOOODOODOOODOODOOOOOOOOOOOOOOEORNAFHRHULLLEOSOHHFEF N ABS
o
e

—_
W
>
—_

i | i}

13004d6
13004d5
13004d6
13004d5
87040014
130049c¢
13004d6
13004d5
13004d6
130049c¢
13004d5
13004d6
87040014
87040014
1400040
140003c
1400121
1400122
c010004
1400000
13004d5
1400140
140014c
140009c¢
1400080
1090004
1400025
13004d6
130049c¢
13004d5
13004d5
13004d6
13004d6
130049c
13004d5
13004d6
130049c¢
13004d5
13004d6
130049c¢
13004d5
13004d5
13004d6

~/Documents/RE[tooling/dtrace

'8 sudo ktrace trace -N -R trace@0l.ktrace
debug-id

argl

4

4000

1

4000
47465800
1

1

10000

4

1

4000

1
44435045
44435045
e0509728af7babb8
0

0

66
2af524ad3ef
0

10000

1

2d026
2d026
2d026
28b7aa

arg2

3000000000011

6000000000000
30000000000000
0

0

0

0

fcOdbafb70

66

0

453

1f

1f

S~~~ I~ S R~~~ R~ R~

o¥)

q
(o]

w

—

—

O@@Q@@@@@O@@@@QQQ@&DR}HWQHG@@OQQ WoeoooooOoOOoONGSooSe ©

[<1]

q
(o]

S

~~ I~~~ I~~~ L~ R~ R~~~ R~ T~~~ R~ R~ L VLI~~~ R~~~ D~ .~ I~ I~ I~ .~ I~ I~ R~ I~~~ I~~~ i~

thread-id

71e
71d
71d
71e
2d026
71d
71e
71d
71d
71e
71d
71d
2d026
2d026
2d026
2d026
2d026
2d026
2d026
2d026
71e
66

66

66

66

66

66
71e
71d
71d
71le
71d
71e
71d
71d
71d
71e
71e
71e
71d
71d
71le
71d

0(AP-E)
1(AP-E)
1(AP-E)
0(AP-E)
6(AP-P)
1(AP-E)
0(AP-E)
1(AP-E)
1(AP-E)
0(AP-E)
1(AP-E)
1(AP-E)
6 (AP-P)
6 (AP-P)
6(AP-P)
6 (AP-P)
6 (AP-P)
6(AP-P)
6(AP-P)
6 (AP-P)
0 (AP-E)
6 (AP-P)
6 (AP-P)
6 (AP-P)
6 (AP-P)
6(AP-P)
6(AP-P)
0(AP-E)
1(AP-E)
1(AP-E)
0(AP-E)
1(AP-E)
0(AP-E)
1(AP-E)
1(AP-E)
1(AP-E)
0(AP-E)
0(AP-E)
0(AP-E)
1(AP-E)
1(AP-E)
0(AP-E)
1(AP-F)

€K at 03:36:47 M O
cpu process-name(pid)

kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
ktrace(4542)

kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
ktrace(4542)

ktrace(4542)

ktrace(4542)

ktrace(4542)

ktrace(4542)

ktrace(4542)

ktrace(4542)

ktrace(4542)

kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel_task(0)
kernel task(®)



13004d6
5310306
130049c
1050001
1090000
1090028
1090009
1400074
1400018

1208014 Cross References ¥

1400060

1290010 » Filter (979)

1290028

140009 p
1290008 v _fsw_devna_rx (3} =

1006004 _kernel_debug(0x81408006,

1050002

1400121 _kernel_debug(6x8146009,

1290028

1290008 _kernel_debug(06x8110004,

1400122

Cross References

1400026 v _classq_enqueue_flow_single 12
1400080 _kernel_debug(9x8149945,
i _kernel_debug(6x81460641,
10c0032
130049c
130049c
1300445 v _flow_pkt_track {2}
13004d6
35100004
1400100

_kernel_debug(6x8126012,
1400121
1400140

St _kernel_debug(0x8140042,
109001d
130049c

_kernel_debug(06x8110004,
1030456
1300445 _fsw_reap_thread_cont {1}
130049c
i ha _kernel_debug(06x8110011,
35200004 _nx_netif_common_intr {2}
3510002c
1400122 _netif_rx_notify_default {2}
010004
1400080 _kernel_debug(6x8126016,
1400025

c050004
109001e _fsw_ring_flush {3}
1090004
1400074 _kernel_debug(6x8116008,
Tkt _kernel_debug(0x8100004,
1030492
35300004 _kernel_debug(6x8116012,
s _kernel_debug(6x8126011,
140003c
1400000 _kernel_debug(6x8126015,
1030491 _netif_rx_notify_fast {2}




debug identifiers are somewhat unique

Ox40c0800 é someFunction()

Ox617081d

$ anotherFunction()
>

Ox61/7081le



debug identifiers are somewhat unique

ldea: rough backtrace through debug identifiers



exXec

Take a
kernel(cache)



Take a
kernel(cache)

> @A -

logfuse—context

Analyze

Here’s to the crazy ones. 1
rebels. The troublemakers.
round pegs in the square he
The ones who see things dif

They're not fond of rules. A suws
have no respect for the status quo.

You can praise them, disagree with them,
quote them, disbelieve them, glorify or
vilify them. About the only thing you
can’t do is ignore them. Because they
change things.

They invent. They imagine. They heal.
They explore. They create. They inspire.
They push the human race forward.

Maybe they have to be crazy. How else
can you stare at an empty canvas and
see a work of art? Or sit in silence
and hear a song that's never been
written? Or gaze at a red planet and
see a laboratory on wheels?

Map debug-ids to
kernel functions
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e

@ {} kdebug_mapping.json U X

Q
5
&

Users > henri.jaeger > Documents > TROOPERS26 > Demo > {} kdebug_mapping.json > { } Mac-r

4220
63438
6350
6351
6352
6353
6354
6355
6356
6357
6358
6359
6360
6361
6362
6363
6364
6365
6366
6367
6368
6369
6370
6371
6372
6373

"Mac-mini": {

"137363472":

’

"135462917":
" [xnu-Mac1l0al

"135462918":
" [xnu-Mac1l0al

"135528518":
" [xnu-Mac10al

"135528521":
" [xnu-Mac10a]

"135397381":
" [xnu-Mac1l0al

"135397382":
" [xnu-Mac1l0al

"144": |
" [xnu-Mac10a]

"151060501" :
"I'yvyNnuu—-Mac10a 1

(% ~ [ Signin |}

_kern_channel_tx_refill _common"

_kern_channel_tx_refill_common"

_netif_ring_tx_refill"

_netif_ring_tx_refill"

_netif_ring_tx_refill"

_netif_ring_tx_refill"

_workqg_unpark_continue"

worka kill old threads call"

I

O
O

U &

% @




Take a
kernel(cache)

> @A -

logfuse—context

Analyze

Here’s to the crazy ones. 1
rebels. The troublemakers.
round pegs in the square he
The ones who see things dif

They're not fond of rules. A suws
have no respect for the status quo.

You can praise them, disagree with them,
quote them, disbelieve them, glorify or
vilify them. About the only thing you
can’t do is ignore them. Because they
change things.

They invent. They imagine. They heal.
They explore. They create. They inspire.
They push the human race forward.

Maybe they have to be crazy. How else
can you stare at an empty canvas and
see a work of art? Or sit in silence
and hear a song that's never been
written? Or gaze at a red planet and
see a laboratory on wheels?

Map debug-ids to
kernel functions

-
el
-
i

s

-
bl
bl
-

-
bd
)
bed

S

Tag traces with
function names

during aggregation
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Backtrace logfuse-toolkit

Reconstruction

k Sup_port CC Sup_port
trace ON 10S tool  ON 10S

Log Aggregation
Toolkit

Clock Offset
Correction

Support Support
for for

Lve pcap
Output Output

E

-1 Multi-Device
—  Support

Support for 6+
Input Formats

Milestone
Markers

> P
trace 4 N

Extensible to
I More Tracing ¢
Tools

V|

WARNINM



Stability Improvements

) Backtrace Reconstruction

Setup Enhancements
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Avalilable

This Week




Avalilable

This Week

henrijaeger/logfuse-toolkit
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Thoughts?
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