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I N T R O D U C T I O N  C L O U D - M A N A G E D  PA W

Separa&on of Privileged Device and User

Privileged AccountWork Account

Productivity
Tasks

Administrative
Tasks

Synchronized Cloud-Only

Entra
Connect

Sync
Windows Server
Ac>ve Directory

Provisioning
Service

Mail Forwarding

Mapping 
EmployeeId

for correlation



I N T R O D U C T I O N  C L O U D - M A N A G E D  PA W

Protect Microsoft 365 from on-premises attacks

Source: Microsoft Docs - Protecting Microsoft 365 from on-premises attacks - Microsoft Tech Community

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754


I N T R O D U C T I O N  C L O U D - M A N A G E D  PA W

Prac&cal implementa&on of Enterprise Access Model

Tier1
M

anagem
ent / W

orkload Plane
Tier0

C
ontrol Plane Restricted Management 

Administrative Unit 
“Management Plane”

Restricted Management 
Administrative Unit 
“Workload Plane”

Tier2
U

ser A
ccess

Work Accounts
(BUs, Regions, etc.)

V.I.P. Accounts
(CXO, Board Member)

DevOps Accounts
(Non-privileged accounts)

Externals
(Invited accounts)

Microsoft 365

Intune
Service
Admin

Intune
(RBAC)

…

Security
Admin

Defender
(Unified
RBAC)

Endpoint Ops
Intune and MDE 
roles to manage 
endpoint config 

and security

Restrict Access

Roles

Scope/Tags

Restrict Access

Roles

Device Groups

SecOps
Security Reader 
with a horizontal 
view across the 
entire access 
control and 

management 
plane asset

Access Controls

Shared Assets in M365



OVERVIEW OF 
INTUNE RBAC
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Scope Tag
(Where to see)

O V E R V I E W  O F  I N T U N E  R B A C

Role Assignment and Scopes

Intune Role
(Defini/on - Built-in or Custom)

Role Assignment
Binds: Who + What + Where

Admin Group
(Who can manage)

Scope Group
(Where to manage)

Role Permission
(What to manage)



Action
 

O V E R V I E W  O F  I N T U N E  R B A C

Role Assignment and Scopes
Intune Role

(Defini/on - Built-in or Custom)

Role Assignment
Binds: Who + What + Where

Admin Group
(Who can manage)

Scope Group
(Where to manage)

Scope Tag
(Where to see)

Dynamic Group
Entra ID | Auto-membership

Static Group
Assigned | Manual 

membership

[OrderID]:Tier2-Devices
devicePhysicalIds query

[OrderID]:Kiosk-Devices
devicePhysicalIds query

SG-Tier2-Devices
Assigned security group

SG-VIP-Devices
Individual assignments

Entra Device Objects
devicePhysicalIds 
[ [OrderID]:Tag ]

Role Permission
(What to manage)

Management Category

Remote Tasks Mobile 
Apps Device Config.

CRUD CRUDRun Remediation

Assign Assign

…

…

…

View Reports

"Tier0"

Intune Objects
Policies | Apps | Profiles | 

Devices | Role



O V E R V I E W  O F  I N T U N E  R B A C

Role & Role Assignments in different scopes

Built-in Role: Help Desk Operator

Assignment: Tier2-Enterprise Assignment: Tier0-Privileged

Scope Tag: "Tier2" Admin Group: Tier2-Admins

Scope Groups

Enterprise Devices
(device.devicePhysicalIds -any _ -eq 

"[OrderID]:Tier2")

Enterprise Users
(user.department -eq "Enterprise")

SG-Individual-Devices
Assigned (Static) Group

Scope Tag: "Tier0" Admin Group: Tier0-PAW-Ops

Scope Groups

Privileged Devices
PAWs / SAWs / DCs

Privileged Accounts
Tier0 Admin Accounts

Break-Glass Accounts
Emergency Access

Role = What | Admin Groups = Who │  Scope Groups = Where │  Scope Tags = Where (Visibility only)



O V E R V I E W  O F  I N T U N E  R B A C
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Intune RBAC considera&ons

Role Assignment
• Can only assign a scope tag that are in the role assignment
• Can only target groups that are in the Scope (Groups)
• Nested admin group requires license

Scope Tags limitations
• Not available for Windows Autopilot Devices and more
• Support is improving, example Endpoint Privilege Management reports 

Multi Admin Approval limitations

Scope Tag & Role Assignment scoped permission merge
• Multiple role assignments w/ same permission category & different scope tags
      = actions merged – potential unintended behavior



O V E R V I E W  O F  I N T U N E  R B A C
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Scoped Permission Merge

Admin Group

Assignment A
Tag: HQ

Mobile apps - Read

Assignment B
Tag: Regional

Mobile apps - CRUD

Actions merge by category

Mobile apps
Tag: HQ
CRUD

Mobile apps
Tag: Regional

CRUD

Microsoft Learn - Use role-based access control (RBAC) and scope tags 
for distributed IT: Permission behavior across role assignments 

Medium - Janic Verboon: A deep dive into the new Intune RBAC Scoped 
permissions 

https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74


O V E R V I E W  O F  I N T U N E  R B A C
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Scoped Permission Merge

Admin Group

Assignment A
Tag: HQ

Mobile apps - Read

Assignment B
Tag: Regional

Mobile apps - CRUD

Mobile apps
Tag: HQ

Read

Mobile apps
Tag: Regional

CRUD

MicrosoP Learn - Use role-based access control (RBAC) and scope tags 
for distributed IT: Permission behavior across role assignments 

Medium - Janic Verboon: A deep dive into the new Intune RBAC Scoped 
permissions 

https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://learn.microsoft.com/en-us/intune/fundamentals/role-based-access-control/scope-tags
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
https://medium.com/@verboonjanic/a-deep-dive-into-the-new-intune-scoped-rbac-permissions-3ffb6a9cee74
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INTRA-TENANT 
ISOLATION WITH
INTUNE SCOPE/TAGS



I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

Avoid Intune Admin Role Assignments

Intune Tenant

Enterprise Security
(ES) Device

T2

ES Device
ConfiguraGon

T2

PAW Device
Compliance

PAW Device
Configuration

Privileged Access
Workstation (PAW)

T0

T0

Assignments Assignments

Intune 
Admin

Security
Groups

Enterprise 
DeviceOps

has role
assignment

has permission to manage
Group membership

Has permission 
to manage all 
aspects of the 
Intune product.

T0

ES Device
Compliance

T2

has assignment
for scoping policies



I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

Scoped role with Intune RBAC

Intune Tenant
Scope Tag “T2 - Enterprise Security” Scope Tag “T0 - Privileged Access”

Enterprise Security
(ES) Device

T2

ES Device
Configuration

T2

PAW Device
Compliance

PAW Device
Configuration

Privileged Access
Workstation (PAW)

T0

T0

Assignments Assignments

Intune
RBAC role

Security
Groups

Enterprise 
DeviceOps

has role
assignment

T0

ES Device
Compliance

T2

has assignment
for scoping policies

Role Actions

has permission to 
assign groups for 
scoping

has permission to manage
group membership

Scope Tag(s)

Scope Groups



I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

Limited isola=on with Intune RBAC

Intune Tenant
Scope Tag “T2 - Enterprise Security” Scope Tag “T0 - Privileged Access”

Enterprise Security
(ES) Device

T2

ES Device
ConfiguraGon

T2

PAW Device
Compliance

PAW Device
Configuration

Privileged Access
Workstation (PAW)

T0

T0

Assignments Assignments

Intune
RBAC role

Security
Groups

Enterprise 
DeviceOps

has role
assignment

T0

ES Device
Compliance

T2

has assignment
for scoping policies

Role Ac>ons

has permission to 
assign groups for 
scoping

has permission to manage
group membership

Scope Tag(s)

Scope Groups

⚠



I N T R O D U C T I O N  C L O U D - M A N A G E D  PA W

Privileged access deployment

Source: MicrosoH Docs - Securing devices as part of the privileged access story

https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-devices
https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-devices
https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-devices


I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

Attribute for assigning PAW scope 

Source: Microsoft Docs - Privileged access deployment

https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-deployment
https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-deployment
https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-deployment


I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

AGribute for assigning PAW scope 



I N T R A - T E N A N T  I S O L AT I O N  W I T H  S C O P E / TA G S

Mi&ga&on Op&on: Granular CA Filter
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EXAMPLE: PRIVILEGE 
ESCALATION PATH



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Attack Path Scenario from Tier2 > Tier0

1. Intune Scoped Permission
Has enrollment program 
permissions and delegation 
on scope of Tier2 Devices



























P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Attack Path Scenario from Tier2 > Tier0

1. Intune Scoped Permission
Has enrollment program 
permissions and delega@on 
on scope of Tier2 Devices

2. Update Group Tag
Change Group Tag on a Tier0 
PAW device in Windows 
Autopilot enrollment



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

AGack Path Scenario from Tier2 > Tier0



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Attack Path Scenario from Tier2 > Tier0

1. Intune Scoped Permission
Has enrollment program 
permissions and delegation 
on scope of Tier2 Devices

2. Update Group Tag
Change Group Tag on a Tier0 
PAW device in Windows 
Autopilot enrollment

3. OrderID Changes
Group Tag maps to [OrderID] 
on the Entra device object - 
aLribute is overwriLen

4. Dynamic Group Shift
PAW moves from Tier0 to 
Tier2 scope group via 
[OrderID] filter



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Changed Group Tag affects the device aGribute?







P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Attack Path Scenario from Tier2 > Tier0



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

AGack Path Scenario from Tier2 > Tier0

1. Intune Scoped Permission
Has enrollment program 
permissions and delega@on 
on scope of Tier2 Devices

2. Update Group Tag
Change Group Tag on a Tier0 
PAW device in Windows 
Autopilot enrollment

3. OrderID Changes
Group Tag maps to [OrderID] 
on the Entra device object - 
attribute is overwritten

4. Dynamic Group Shift
PAW moves from Tier0 to 
Tier2 scope group via 
[OrderID] filter

5. Tier2 Policies Apply
Device config and compliance 
policies for Tier2 now target 
the PAW device

6. Script Execution
Intune Admin with delegates 
on Tier2 deploys remediation 
or platform scripts to PAW

7. Tier0 Compromise
Scripts run as logged-in user 
or system on the PAW











P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Hun&ng in MicrosoT Defender XDR



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

52

Mitigation Option: Multi Admin Approval

1

Request

2

Review

3

Approve

4

Complete

No Target Scoping

No target options for 
specific scope or tags

All Scripts Covered

Covers all Remedia>on and 
PlaRorm Scripts at once

Breaks AutomaGon

Break automation process 
using service principals

⚠  Ready for large and real-world organizations?

No Notifications

New requests & approvals 
require manual contact

0

Create

Policy manager Change 
requestor

Approver



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Mitigation Option: Multi Admin Approval



P R I V I L E G E  E S C A L AT I O N  PAT H ( S )

Detection/Mitigation: Visibility on Intune RBAC



EntraOps



E N T R A O P S  X  B L O O D H O U N D

What is EntraOps?

Classify

Classification template 
incl. dynamic updates 
on critical scopes of 
your privileged assets

IdenIfy

Analyze role assignments 
by role actions and scope 
and apply classification
on privileged objects

Protect

Apply AdministraDve 
Unit membership for 
restricted management  
of unprotected objects

Monitor

Export data as JSON and 
ingest to Microsoft 
Sentinel for monitoring
and entity enrichment

Reporting

Reporting of classified 
privileged objects and 
their role assignments in 
Azure Workbooks

📊🛡 🔍👑

Open Source, PowerShell Module with GitHub Template
runs locally in an interactive session, inside CI/CD pipelines, in serverless environments,

or on any other platform where PowerShell Core is supported

🔬 



E N T R A O P S  X  B L O O D H O U N D

What is Control Plane (Tier0)?

full access to modify Intune RBAC

assignment (only) on Intune Tenant Level



E N T R A O P S  X  B L O O D H O U N D

What is Control Plane (Tier0)?

access to modify Autopilot Device Objects

all assignment scopes (non-scopeable)



E N T R A O P S  X  B L O O D H O U N D

What is Control Plane (Tier0)?

modify Device Configuration and Policies on every device

assignment on Intune Tenant Level without scopes



E N T R A O P S  X  B L O O D H O U N D

What is Control Plane (Tier0)?

modify Device Configuration and Policies on PAW devices

assignment on scope groups which includes device objects of 
Control Plane and Management Plane users
à Who is owner of devices? Who is privileged user?



E N T R A O P S  X  B L O O D H O U N D

What is Control Plane (Tier0)?

modify Device Configuration and Policies on Non-PAW devices

assignment on every scope

except assignments without scope or scope groups which includes 
device objects of Control Plane and Management Plane users



E N T R A O P S  X  B L O O D H O U N D

EntraOps Automated Classification



E N T R A O P S  X  B L O O D H O U N D

Applied Automated Classifica&on to Roles



DEMO
Classification of Control Plane 
Scope and related roles in 
EntraOps



E N T R A O P S  X  B L O O D H O U N D

EntraOps Privileged EAM Workbook



E N T R A O P S  X  B L O O D H O U N D

EntraOps and Sentinel Integration



E N T R A O P S  X  B L O O D H O U N D

Examples of (In)Direct AGack Paths

Assign AddMember

HasCreden1als

ENTRA ID
deviceLocalCredentials

/password/read

ENTRA ID
bitlockerKeys

/key/read

DEFENDER XDR
liveresponse-advanced

/manage

INTUNE
OnDemand

ProacFveRemediaFon

ID GOVERNANCE
AccessPackageCatalog

/AccessPackage
/Grants/allTasks

Access Package
Intune RBAC

Security Group

PAW
Control
Plane
User

ReadLAPSPassword

HasAssignedRole

ReadBitlockerKey

HasLiveResponseSession

CanExecuteRemedia1onTasks



EntraOps



EntraOps



E N T R A O P S  X  B L O O D H O U N D

BloodHound OpenGraph

Built-In LimitaIons

AD

SharpHound

Azure

AzureHound

BLOODHOUND

YX

? ?



E N T R A O P S  X  B L O O D H O U N D

BloodHound OpenGraph

Built-In OpenGraph

AD

SharpHound

Azure

AzureHound

BLOODHOUND

specterops.io/opengraph 

https://specterops.io/opengraph/
https://specterops.io/opengraph/


E N T R A O P S  X  B L O O D H O U N D

BloodHound OpenGraph

Built-In

AD

SharpHound

Azure

AzureHound

Schema

Config

IngestBLOODHOUND

specterops.io/opengraph 

EntraOps

OpenGraph

JSON
JSON

https://specterops.io/opengraph/
https://specterops.io/opengraph/


S P E
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RBAC Model Design

SpecterOps Blog – Attack Graph Model Design 
Requirements and Examples

YouTube – Mapping RBAC in BloodHound | SO-CON 26

https://specterops.io/blog/2025/08/01/attack-graph-model-design-requirements-and-examples/
https://specterops.io/blog/2025/08/01/attack-graph-model-design-requirements-and-examples/
https://specterops.io/blog/2025/08/01/attack-graph-model-design-requirements-and-examples/
https://specterops.io/blog/2025/08/01/attack-graph-model-design-requirements-and-examples/
https://www.youtube.com/watch?v=1KDcK9PjnhU
https://www.youtube.com/watch?v=1KDcK9PjnhU
https://www.youtube.com/watch?v=1KDcK9PjnhU
https://www.youtube.com/watch?v=1KDcK9PjnhU
https://www.youtube.com/watch?v=1KDcK9PjnhU


AcPon
 

O V E R V I E W  O F  I N T U N E  R B A C

Role Assignment and Scopes
Intune Role

(Defini/on - Built-in or Custom)

Role Assignment
Binds: Who + What + Where

Admin Group
(Who can manage)

Scope Group
(Where to manage)

Scope Tag
(Where to see)

Dynamic Group
Entra ID | Auto-membership

Static Group
Assigned | Manual 

membership

[OrderID]:Tier2-Devices
devicePhysicalIds query

[OrderID]:Kiosk-Devices
devicePhysicalIds query

SG-Tier2-Devices
Assigned security group

SG-VIP-Devices
Individual assignments

Entra Device Objects
devicePhysicalIds 
[ [OrderID]:Tag ]

Role Permission
(What to manage)

Management Category

Remote Tasks Mobile 
Apps Device Config.

CRUD CRUDRun Remedia/on

Assign Assign

…

…

…

View Reports

"Tier0"

Intune Objects
Policies | Apps | Profiles | 

Devices | Role



E N T R A O P S  X  B L O O D H O U N D

77

EntraOps Graph Model: Intune



E N T R A O P S  X  B L O O D H O U N D
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EntraOps Graph Model



DEMO
BloodHound Integra9on of 
Intune RBAC and Classifica9on 
by EntraOps





EntraOps



PIM-FOR-GROUPS
Iden>fy and visualize 
Privileged Iden>ty 
Management for groups

RBAC
Assignments: Intune, 
Entra, Defender, AppRole, 
Id Governance
Pathfinding: Intune

GRAPH MODEL
Mermaid charts detailing 
legacy and modern RBAC 
models

USAGE INSTRUCTIONS
Exporting EntraOps to 
BloodHound OpenGraph, 
schema & ingestion 
guidance

PRIVILEGE ZONE RULES
Based on EntraOps 
classifica>ons

CYPHER QUERIES
Analyze direct & nested 
role assignments, device 
wipe privileges, 
administrative units, and 
more

Available now

entraops.com
github.com/Cloud-Architekt/EntraOps

EntraOps
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INTER-TENANT 
ISOLATION WITH
RED TENANT



INTER-TENANT ISOLATION WITH RED TENANT

Challenges of Intra-Tenant Isolation

Users and Groups Application and
Workload Identities

Hybrid 
Sync

Endpoints

Directory 
Roles

M365 
Services

Microsoft 
Azure

SaaS
Apps

Graph API

Workforce Tenant

Customer (External Identities) Tenant

Staging Tenant(s)

Isolated Resource Tenant(s) (for geopolitical or legal reasons)

Directory Level Scope (“/”)



INTER-TENANT ISOLATION WITH RED TENANT

Challenges of Intra-Tenant Isolation

Users and Groups Application and
Workload Identities

Hybrid 
Sync

Endpoints

Directory 
Roles

M365 
Services

Microsoft 
Azure

SaaS
Apps

Graph API

Workforce Tenant

Customer (External Identities) Tenant

Staging Tenant(s)

Isolated Resource Tenant(s) (for geopolitical or legal reasons)

Directory Level Scope (“/”)

⚠
⚠

⚠

⚠ ⚠

⚠



INTER-TENANT ISOLATION WITH RED TENANT

Inter-Tenant Isolation with Red Tenant

Users Application and
Workload Identities

Hybrid 
Sync

Endpoints

Directory 
Roles

M365 
Services

Microsoft 
Azure

SaaS
Apps

Graph API

Workforce Tenant

Customer (External Identities) Tenant

Staging Tenant(s)

Isolated Resource Tenant(s) (for geopolitical or legal reasons)

Directory Level Scope (“/”)

Administrative Tenant (“Red Tenant”)

UsersDirectory 
Roles

Workload 
Identities

Endpoints Microsoft 
Azure

MS Graph 
App Roles

Cross 
Tenant 
Access

User 
Lifecycle

Tenant 
Operations

Directory Level Scope (“/”)



SUMMARY | DON’T BREAK YOUR TIERS
ConsideraIon of Design and LimitaIons
Some Intune RBAC roles cannot be scoped, or features do not support scope tags
LimitaSons on RMAUs (integraSon to Intune RBAC, restrict first party acSons)

AOack Path DetecIons
Analyze EntraOps output of RBAC Assignment and ClassificaSon
IntegraSon of EntraOps in SOC for DetecSon, Enrichment and ReporSng of Tier Breach
Discover indirect aZack paths by Entra ID, Defender, Graph App or IdenSty Governance Roles
IdenSfy aZack paths by Intune RBAC in BloodHound and EntraOps

(Limited) MiIgaIon opIons to reduce aOack surface in intra-tenant isolaIon
Assign only scopeable permissions to non-Tier0 administrators
Avoid dynamic assignments on aZributes that can be manipulated
Implement approval flow and strict monitoring of scope assignments

MiIgaIon by inter-tenant isolaIon
AdopSon of Red Tenant to take benefit of “tenant boundary” as strong and clear separaSon
Control Plane access from User and Devices from Red Tenant only (via strong Cross Tenant Access Policies)
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