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Entra ID join recap



Entra ID Device Join process

• Two key pairs (dkpub/dkpriv and tkpub/tkpriv) are generated

• Public keys sent to Entra ID

• Device key (certificate) represents the device (dkpub/dkpriv)

• Transport key (tkpub/tkpriv) is used to encrypt/decrypt PRT session 
key (aka proof-of-possession (PoP) key)



Entra ID join

Device

Request AT for Entra ID join

AT

Send CSR (dkpub) & tkpub

Signed device certificate

Device

Request PRT (signed with dkpriv)

PRT + session_key_jwe

(encrypted with tkpub)

Request PRT

Entra ID Entra ID
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JSON Web Encryption (JWE)

 Used in Entra ID to return keys and encrypted data

 Five parts

 JOSE Header

 Encrypted key

 Initialization vector

 Ciphertext

 Authentication Tag

B64(UTF8(JOSE Header)) B64(Encrypted Key)
. .

https://www.rfc-editor.org/rfc/rfc7516.html 

B64(IV)
.

B64(Ciphertext)
.

B64(Auth Tag)

Session key Single byte: 32

https://www.rfc-editor.org/rfc/rfc7516.html
https://www.rfc-editor.org/rfc/rfc7516.html
https://www.rfc-editor.org/rfc/rfc7516.html
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Where are the certs/keys stored (w/o TPM)?

Item Entra? Location on device

dkpub1 Yes Cert:\LocalMachine\My\

dkpriv C:\ProgramData\Microsoft\Crypto\Keys

tkpub Yes N/A

tkpriv C:\ProgramData\Microsoft\Crypto\SystemKeys

PRT Yes C:\system32\config\systemprofile\AppData\local\microsoft\windows\ 

CloudAPCache\AzureAD\<user’s cache dir2>\Cache\CacheDatasession key Yes

1. Part of device certificate

2. HKLM:\SOFTWARE\Microsoft\IdentityStore\LogonCache\B16898C6-A148-4967-9171-64D755DA8520\Name2Sid\

 All these are exportable by Local Administrator!



Entra ID Join Demo



Introduction to TPM
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What is TPM?

 Trusted Platform Module

 A separate “computing unit”, only accessible via a “slow” I/O channel

 Host system can only call TPM API, no access to keys inside TPM

TPM

Keys

API

Host System
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How keys are protected by TPM?

 When a key is created, it is encrypted with TPM 

Storage Key and returned to Host System
 Keys are organised in a hierarchy – they have parents

 Keys can also be imported

 Keys can be persisted on TPM (not typical as space is limited)

 After creation or import, key can be loaded to 

TPM

 Parent object must be loaded before child object

 After loading, key can be used for cryptographic 

functions

Storage Root 

Key

Key 1

Key 2

Key 3

Key 4
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How to use TPM on Windows - The easy way

 Use Cryptograpny API: Next Generation (CNG) with “Microsoft 

Platform Crypto Provider”

 CNG works the same way regardless are keys TPM backed or not

TPM

Keys

API

Host System

CNGApp

https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal


ELT layout

But what happens under-the-hood?

 Fiddler/Burp suite
 Shows what happens between the endpoint and Entra ID

 Rohitab API Monitor:
 Shows API calls, parameters, return values, etc.

 Not all calls are shown, especially when monitoring LSASS

 x64dbg:
 Live debugging

 Shows everything..



Entra ID Join Demo 2
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How to use TPM on Windows - The hard way

 Communicate with TPM directly via Win32 TPM Base Services (tbs.dll)

 Tbsip_Submit_Command is used to send native (binary) TPM 

commands

TPM

Keys

API

Host System

App

https://learn.microsoft.com/en-us/windows/win32/api/tbs/nf-tbs-tbsip_submit_command
https://learn.microsoft.com/en-us/windows/win32/api/tbs/nf-tbs-tbsip_submit_command
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Specification

 Part 0: Introduction

 Part 1: Architecture

 Part 2: Structures

 Part 3: Commands

https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-0-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-0-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-1-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-1-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-2-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-2-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-3-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-3-Version-184_pub.pdf


x64dbg Demo



ELT layout

TPM_CC_Load (TransportKey)
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TPM_CC_Import (SessionKey, aka PoPKey)



Entra ID join with TPM
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Entra ID Device Join process w/ TPM

 Two key pairs (dkpub/dkpriv and tkpub/tkpriv) are generated by TPM

 Key blobs are sent to Entra ID

 Session key is a three-part blob to be imported to TPM 
 Resulting blob is encrypted with TPM and can be loaded to TPM

* Session key blob parts

Part Explanation

objectPublic The public area of TPM object (session key)

duplicate The symmetrically encrypted TPM object (session key)

inSymSeed The seed for the symmetric key and HMAC key, encrypted using tkpub
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Where are the certs/keys stored (w/ TPM)?

Item Entra? Location on device

dkpub* Yes Cert:\LocalMachine\My\

dkpriv Yes C:\ProgramData\Microsoft\Crypto\PCPKSP\<path>\<keyname>.PCPKEY

tkpub Yes C:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Crypto\ 

PCPKSP\<path>\<keyname>.PCPKEYtkpriv Yes

PRT Yes C:\system32\config\systemprofile\AppData\local\microsoft\windows\ 

CloudAPCache\AzureAD\<user’s cache dir>\Cache\CacheDatasession key Yes

* Part of device certificate

 All these are exportable by Local Administrator but unusable w/o 

access to TPM
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How keys are used with TPM

TPMHost System

Storage Key

Transport key

Session key

.PCPKEY

CloudAPCache



Attacking TPM
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Research setup

 When on target device, attacker can:
 Request access tokens with PRT & session key

 Request new PRT and session key with device key

 Research question
 Can session key be exported from TPM?

  Four tests
 Duplicate session key

 Duplicate a key with authPolicy

 Try to provide authPolicy when importing session key

 Try to decrypt session key private parts with tkpriv
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Test 1: Duplicate session key

 TPM2_Duplicate command duplicates loaded object to be used 

with other parent (can be outside TPM)

 Documentation:
 “If fixedParent of objectHandle→attributes is SET, the TPM shall return TPM_RC_ATTRIBUTES”

 “The policySession→commandCode parameter in the policy session is required to be 

TPM_CC_Duplicate to indicate that authorization for duplication has been provided. “

 “If the compared hashes are not the same, then the TPM shall return TPM_RC_POLICY_FAIL.”

 Attributes has no FixedTPM/FixedParent set!

 authPolicy is empty



ELT layout

Test 2: Duplicate a key with authPolicy set

 Used TPM2_Create to create a 

new RSA key
 authPolicy with TPM_CC_Duplicate was 

provided

 TPM_CC_Duplicate successfull

inSensitive
00 07 size
00 03 userAuth size
66 6F 6F buffer
00 00 data size

inPublic
00 36 size
00 01 type (TPM_ALG_RSA)
00 0B nameAlg (TPM_ALG_SHA256)
00 02 00 60 objectAttributes 
(sensitiveDataOrigin|userWithAuth|decrypt
00 20 authPolicy size
authPolicy (TPM_CC_Duplicate)
BE F5 6B 8C 1C C8 4E 11 ED D7 17 52 8D 2C D9 93 
56 BD 2B BF 8F 01 52 09 C3 F8 4A EE AB A8 E8 A2
00 10 algorithm (TPM_ALG_NULL)
00 10 scheme (TPM_ALG_NULL)
08 00 keyBits (2048)
00 00 00 00 exponent (default, 65537)
00 00 RSA unique size (empty buffer)
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Test 3: Provide authPolicy when importing session key

 The original inpublic 

authPolicy was empty buffer

00 30 Size
00 08 Type (TPM_ALG_KEYEDHASH)
00 0B Name alg (TPM_ALG_SHA256 )
00 04 04 40 objectAttributes (userWithAuth|NoDA|sign)
00 00 authPolicy (empty buffer)
00 05 scheme: hashAlg (ALG_HMAC_VALUE)
00 0B scheme details: hashAlg (TPM_ALG_SHA256)
unique
00 20 D3 64 48 4D 7B 03 57 15 A6 CD A4 00 7A 6F DD
61 84 2B BE CC C8 F7 94 C6 DA CD 60 4D C1 D0 7C F1

00 50 
00 08 
00 0B 
00 04 04 40 
00 20  size
authPolicy TPM_CC_Duplicate
BE F5 6B 8C 1C C8 4E 11 ED D7 17 52 8D 2C D9 93 
56 BD 2B BF 8F 01 52 09 C3 F8 4A EE AB A8 E8 A2 
00 05 
00 0B 
00 20 D3 64 48 4D 7B 03 57 15 A6 CD A4 00 7A 6F DD 
61 84 2B BE CC C8 F7 94 C6 DA CD 60 4D C1 D0 7C F1

 Replaced by 

TPM_CC_Duplicate policy
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Test 3: Provide authPolicy when importing session key 

 Documentation:
 “TPM will use a secure hash function to validate that the object was properly protected and 

not altered. If the integrity check fails, the TPM returns an error and does not load the object.”

 The inSymSeed is encrypted with tkpub, but as we don’t know the 

content, hash couldn’t be re-calculated

 TPM_CC_Load unsuccessful



ELT layout

Test 4: Decrypt session key private parts with tkpriv

 TPM2_RSA_Decrypt command allows decrypting using TPM 

protected keys

 Documentation:
 “The key referenced by keyHandle shall be an RSA key (TPM_RC_KEY) with restricted CLEAR 

and decrypt SET (TPM_RC_ATTRIBUTES).”

 “A key that has both decrypt and restricted attributes SET only accepts data that has a specific 

structure. The encrypted data block must have as its first element an integrity value for the 

remainder of the structure. This integrity value is an HMAC of the encrypted data. This 

format allows the TPM to prevent misuse of the restricted decryption keys that are the basis of 

the protected storage hierarchy.”
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Test 4: Decrypt session key private parts with tkpriv

 Attributes had restricted AND decrypt set

 TPM_CC_RSA_Decrypt on inSymSeed failed



Summary
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Summary

 w/o TPM threat actor can
 Export dkpub/dkpriv, tkpriv, PRT, and session key and

 Use them locally and offline

 w/ TPM threat actor can
 Export dkpub/dkpriv, tkpub/tkpriv, PRT, and session key and

 Use them locally

 Keys are safe with TPM 

 To detect token theft/replay:
 Monitor access to key material (endpoint)

 Monitor authentication events (Entra ID)



Questions?

DANKE SCHÖN!
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