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Entra ID Device Join process

Two key pairs (dkpub/dkpriv and tkpub/tkpriv) are generated
Public keys sent to Entra ID
Device key (certificate) represents the device (dkpub/dkpriv)

« Transport key (tkpub/tkpriv) is used to encrypt/decrypt PRT session
key (aka proof-of-possession (PoP) key)



Entra ID join Request PRT

a

“a

Device EntraID  Device Entra ID

‘ Request AT for Entra ID join ‘ Request PRT (signed with dkpriv)

AT PRT + session_key jwe
(encrypted with tkpub)

Send CSR (dkpub) & tkpub

Signed device certificate




JSON Web Encryption (JWE)

- Used in Entra ID to return keys and encrypted data
- Five parts
- JOSE Header
- Encrypted key
- Initialization vector
- Ciphertext
- Authentication Tag

B64(UTF8(JOSE Header)) — Bo4(1V) B64(Ciphertext) B64(Auth Tag)

https://www.rfc-editor.org/rfc/rfc7516.html

Session key Single byte: 32



https://www.rfc-editor.org/rfc/rfc7516.html
https://www.rfc-editor.org/rfc/rfc7516.html
https://www.rfc-editor.org/rfc/rfc7516.html

Where are the certs/keys stored (w/o TPM)?

Item Entra? | Location on device

dkpub? Cert:\LocalMachine\My\

dkpriv C:\ProgramData\Microsoft\Crypto\Keys

tkpub N/A

tkpriv C:\ProgramData\Microsoft\Crypto\SystemKeys

PRT C:\system32\config\systemprofile\AppData\local\microsoft\windows\
CloudAPCache\AzureAD\<user’s cache dir°>\Cache\CacheData

session key

- All these are exportable by Local Administrator!

1. Part of device certificate
2. HKLM:ASOFTWARE\Microsoft\IdentityStore\LogonCache\B16898C6-A148-4967-9171-64D755DA8520\Name2Sid\






Introduction to TPM



What is TPM?

- Trusted Platform Module
- A separate “computing unit”, only accessible via a “slow” I/O channel
- Host system can only call TPM API, no access to keys inside TPM

Host System TPM




How keys are protected by TPM?

- When a key is created, it is encrypted with TPM Storage Root

Storage Key and returned to Host System

- Keys are organised in a hierarchy — they have parents
- Keys can also be imported
- Keys can be persisted on TPM (not typical as space is limited)

- After creation or import, key can be loaded to
TPM

- Parent object must be loaded before child object

- After loading, key can be used for cryptographic
functions




How to use TPM on Windows - The easy way

with “Microsoft
Platform Crypto Provider”

- CNG works the same way regardless are keys TPM backed or not

Host System TPM

App > CNG > APl —=---—--- >



https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal
https://learn.microsoft.com/en-us/windows/win32/seccng/cng-portal

But what happens under-the-hood?

- Fiddler/Burp suite

- Shows what happens between the endpoint and Entra ID

- Rohitab API Monitor:

- Shows API calls, parameters, return values, etc.
- Not all calls are shown, especially when monitoring LSASS

- x64dbg:

- Live debugging
- Shows everything..



Entra ID Join Demo 2
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TPM Base Services

¥ Ths.h
Overview
TBS_CONTEXT _PARAMS structure
TBS CONTEXT PARAMSZ structure
Thsi_Context_Create function
Thsi_Get_OwnerAuth function
Thsi_Get_TCG_Log function
Thsi_Get_TCG_Log_Ex function

Thbsi_GetDevicelnfo function

Thsi_Physical_Presence_Command function

Thsi_Revoke Attestation function
Thbsip_Cancel_Commands function
Thbsip_Context_Close function
Thbsip_Submit_Command function

TPM_DEVICE_INFO structure

El Download PDF

Development ~  Platforms ~  Troubleshooting Resources »

~n this article

)

b .

Learn / Windows / Apps / Win32 / APl / TPM Base Services / Ths.h /

yntax
arameters

N
“Return value

Tbsi_GetDevicelnfo function (tb “&

02/22/2024
Requirements

Obtains the version of the TPM on the computer.

Syntax

C++ —

TBS_RESULT Thsi_ GetDeviceInfo( 7 CLOUD IDg y
[in] UINT32 Size, SUMMIT -5
[out] PVOID Info

)5

[in] Size
Size of the memory location.
[out] Info

A pointer to a TPM_DEVICE_INFO structure is returned containing the ve



Tbsip_Submit_Command function

(tbs.h)

Submits a Trusted Platform Module (TPM) command to TPM Base Services (TBS) for processing.

TBS_ COMMANS
PCBYTE
UINT32
PBYTE

[in, out] PUINT32

)5

[in] pabCommand

A pointer to a buffer that contains the TPM command to process.

| OCALITY Locality,

. BRITY Priority,
T e pabCommand,
v cbCommand,
pabResult,
pcbResult




How to use TPM on Windows - The hard way

- Communicate with TPM directly via Win32 TPM Base Services (tbs.dll)

Is used to send native (binary) TPM
commands

Host System TPM

App > APl —------- >



https://learn.microsoft.com/en-us/windows/win32/api/tbs/nf-tbs-tbsip_submit_command
https://learn.microsoft.com/en-us/windows/win32/api/tbs/nf-tbs-tbsip_submit_command

me, going down the rabbit hole




Specification

- Part 0: Introduction

- Part 1: Architecture

- Part 2: Structures

- Part 3: Commands

AND IT BEGINS.....


https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-0-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-0-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-1-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-1-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-2-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-2-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-3-Version-184_pub.pdf
https://trustedcomputinggroup.org/wp-content/uploads/Trusted-Platform-Module-2.0-Library-Part-3-Version-184_pub.pdf




TPM_CC_Load (TransportKey)

Decoded text
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TPM_CC_Import (SessionKey, aka PoPKey)
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Entra ID join with TPM



Entra ID Device Join process w/ TPM

- Two key pairs (dkpub/dkpriv and tkpub/tkpriv) are generated by TPM
- Key blobs are sent to Entra ID

- Session key is a three-part blob to be imported to TPM
- Resulting blob is encrypted with TPM and can be loaded to TPM

* Session key blob parts

Part Explanation
objectPublic The public area of TPM object (session key)
duplicate The symmetrically encrypted TPM object (session key)

inSymSeed  The seed for the symmetric key and HMAC key, encrypted using tkpub



Where are the certs/keys stored (w/ TPM)?

Item Entra? | Location on device

dkpub* Cert:\LocalMachine\My\
dkpriv C:\ProgramData\Microsoft\Crypto\PCPKSP\<path>\<keyname>.PCPKEY
tkpub C:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Crypto\

tkpriv PCPKSP\<path>\<keyname>.PCPKEY

PRT C:\system32\config\systemprofile\AppData\local\microsoft\windows\
CloudAPCache\AzureAD\<user's cache dir>\Cache\CacheData

session key

- All these are exportable by Local Administrator but unusable w/o
access to TPM

* Part of device certificate



How keys are used with TPM

Host System TPM

lllllll

I &= Storage Key

| Transport key

.PCPKEY

A
""""""""" > —W &=l Session key

CloudAPCache







Research setup

- When on target device, attacker can:

- Request access tokens with PRT & session key
- Request new PRT and session key with device key

- Research question
- Can session key be exported from TPM?

Four tests

- Duplicate session key

- Duplicate a key with authPolicy

- Try to provide authPolicy when importing session key
- Try to decrypt session key private parts with tkpriv



Test 1: Duplicate session key

TPM2_Duplicate command dur' . (cs loz 2¢ ~bject to be used
with other parent (can b~ _Jide Tr )

Documentatior

“If fixedParent of ohjc. Hana  attr. ‘es. ST ke iPM <" cwrn TPM_RC _ATTRIBUTES”

“The policySessio, -onmaia. 2 p meterir’"  _uicy session is required to be
yndicate .acauth- Lon for duplication has been provided. “

“If the compared he  -sare n~*  .ame, then the TPM shall return TPM_RC_POLICY_FAIL"
Attributes has r . .xedTPM/FixedParent set! e edren e

. . StClear : False

o h I FixedParent : False

aUt Po Icy IS empty SensitiveDatatrigin : False
Userwithauth : True

L e LR 1] = o IR = Ealca

0x0000009d: Format Error:. Handle: Ox0. Error: TPM_RC_POLICY_FAIL. Description: a policy check failed
At C:\Users\PCAdministrator\Desktop\Invoke_commanas.psi:i35 CrniarsLio

- throw "$(SerrorvValue): $([TpmRcDecoder.Decoder]::new().De ...

+ A N N N A AN A A A AN

+ CategoryInfo : OperationStopped: (0x0000009d: For...cy check failed:String) [], RuntimeException
+ FullyQualifiedErrorId : 0x0000009d: Format Error:. Handle: Ox0. Error: TPM_RC_POLICY_FAIL. Description: a policy check failed



Test 2: Duplicate a key with authPolicy set

- Used TPMZ2 Create to create a

new RSA key

- authPolicy with TPM = _uplizc® w

provided

- TPM_CC_Py -aile

ICCeso Ul

ipc cive

o U/ siz<
0P~  us>r¢ B )
66 6 bu -

J0 a2 S

PUl . c
J 36 s-
o _ype (TPM_ALG_RSA)
_v OB nameAlg (TPM_ALG_SHA256)
00 02 00 60 objectAttributes
(sensitiveDataOrigin|userwithAuth|decrypt
00 20 authPolicy size

00 10 algorithm (TPM_ALG_NULL)

00 10 scheme (TPM_ALG_NULL)

08 00 keyBits (2048)

00 00 00 00 exponent (default, 65537)
00 00 RSA unique size (empty buffer)



Test 3: Provide authPolicy when importing session key

00 30 size
- The original inpublic S

Name alg (TPM_ALG_SHA256 )

aUthPOIicy WELS empty buffer 00 04 04 40 objectAttributes (userwithAuth|NoDA|sign

00 05 scheme: hashAlg (ALG_HMAC_VALUE)

00 OB scheme details: hashAlg (TPM_ALG_SHA256)
unique

00 20 D3 64 48 4D 7B 03 57 15 A6 CD A4 00 7A 6F DD
61 84 2B BE CC C8 F7 94 C6 DA CD 60 4D Cc1 DO 7C F1

00 50

- Replaced by oo
TPM_CC_Duplicate policy 00 04 04 40

00 05

00 OB

00 20 D3 64 48 4D 7B 03 57 15 A6 CD A4 00 7A 6F DD
61 84 2B BE CC C8 F7 94 C6 DA CD 60 4D C1 DO 7C F1



Test 3: Provide authPolicy when importing session key

- Documentation:

“TPM will use a (o validawe atthne ec as properly protected and
not altered. If the inteari*  _kfail~tn  °PMre 1sane ri ddoes notload the object”

- The inSymS . isenc »otec vit ‘kfu bkutas _don't know the
content, hasli >uidnt re Al uiate?

- TPM _CC Load nsuc-esstul

0x0000009f : Format Error:. Handle: Ox0. Error: TPM_RC_INTEGRITY. Deééription: intégrity check failed
At C:\Users\PCAdministrator\Desktop\Invoke_commands.ps1:195 char:13
- throw "$(8errorvalue): $([TpmRcDecoder.Decoder]::new().De ...

+ CategoryInfo : OperationStopped: (0Ox0000009f: For...ty check failed:String) [], RuntimeException

+ FullyQualifiedErrorId : Ox0000009f: Format Error:. Handle: Ox0. Error: TPM_RC_INTEGRITY. Description: integrity check failed



Test 4: Decrypt session key private parts with tkpriv

- TPM2_RSA_Decrypt command allows decrypting using TPM
protected keys

- Documentation:
- "The key referenced by keyHandle shall be an RSA key (TPM_RC_KEY) with restricted CLEAR
and decrypt SET (TPM_RC_ATTRIBUTES)."

- "A key that has both decrypt and restricted attributes SET only accepts data that has a specific
structure. The encrypted data block must have as its first element an integrity value for the

remainder of the structure. . This
format allows the TPM to prevent misuse of the restricted decryption keys that are the basis of

the protected storage hierarchy.”



Test 4: Decrypt session key private parts with tkpriv

- Attributes had restricted AND de~ . set

Fi1xedTPM : True
. + s~ -1 StClear : False
TPM_CC_RSA Decryr* . n1515ee failec LS . . Fals
sensitiveDatalrigin : True
" erwithAuth : True
cminwWithPolicy : False
NoDA : True
EncryptedDuplication : False
Restricted : True
Decrypt : True
714N : False

0x00000082: Format Error:. Handle: Ox0. Error: TPM_RC_ATTRIBUTES. Description: inconsistent attributes
At C:\Users\PCAdministrator\Desktop\Invoke_commands.ps1:195 char:13

- throw "$(8errorValue): $([TpmRcDecoder.Decoder]::new().De ...

+ e O e Pl AR, S
+ CategoryInfo : OperationStopped: (0x00000082: For...tent attributes:String) []1, RuntimeException

+ FullyQualifiedErrorId : Ox00000082: Format Error:. Handle: Ox0. Error: TPM_RC_ATTRIBUTES. Description: inconsistent attributes






Summary

- w/o TPM threat actor can
- Export dkpub/dkpriv, tkpriv, PRT, and session key and
- Use them locally and offline

- w/ TPM threat actor can

- Export dkpub/dkpriv, tkpub/tkpriv, PRT, and session key and
- Use them locally

- Keys are safe with TPM &
- To detect token theft/replay:

- Monitor access to key material (endpoint)
- Monitor authentication events (Entra ID)
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Questions?
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