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“One single device
  – maximum safety.”

“comprehensive security”
“Safety in every detail.” 

[xplora.co.uk]

https://xplora.co.uk/
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[xplora.co.uk/pages/about-us]

https://xplora.co.uk/pages/about-us
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[investor.xplora.com]

https://investor.xplora.com/
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[myxplora.de/products/x6play-bvb-edition]

https://myxplora.de/products/x6play-bvb-edition
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[telekom.de/smarte-produkte/iot/kids-watch]

https://www.telekom.de/smarte-produkte/iot/kids-watch
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[Xplora Annual Report 2024, investor.xplora.com/pages/annual-reports]

https://investor.xplora.com/pages/annual-reports
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[Xplora Annual Report 2023, investor.xplora.com/pages/annual-reports]

https://investor.xplora.com/pages/annual-reports
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[Xplora Annual Report 2023, investor.xplora.com/pages/annual-reports]

https://investor.xplora.com/pages/annual-reports
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
[...]
H-Vendor: sikey
H-Model: X6
[...]
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© European Union, 2023, CC BY 4.0 
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«[We are] skeptical about the data that companies 
like Apple may extract from our children’s activities 
into their massive data platforms, how they will use it 
and with whom they will share it. 

Xplora complies with the strictest security and 
transparency standards [...] to ensure that all the data 
is well protected from misuse and exploitation.» 

[Sten Kirkbak, 2020, xplora.co.uk]

https://xplora.co.uk/blogs/blog/our-take-on-apples-recent-announcement


17



18

[fccid.io/2AVMJX6]

https://fccid.io/2AVMJX6
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[fccid.io/2AVMJX6]

https://fccid.io/2AVMJX6
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[fccid.io/2AVMJX6]

https://fccid.io/2AVMJX6


22



24



25

Adb success
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
H-IMEI: DTel2YPe4Lpc9loR/KzCJg==
H-TZ: Europe/Berlin
H-Vendor: sikey
H-Model: X6
H-Authorization: Open
  b05a400d116b582c****************:YBBue4cg/XAJAVQpmAUp6VnRLDLgQFwMgP7OVGKdXSI=

{
"firmwareVersion": "w112.8.1.002_2303291",
"secret": "1f05fc547676b8dbd5ed1c8c57333b44"
}
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
H-IMEI: DTel2YPe4Lpc9loR/KzCJg==
H-TZ: Europe/Berlin
H-Vendor: sikey
H-Model: X6
H-Authorization: Open
  b05a400d116b582c****************:YBBue4cg/XAJAVQpmAUp6VnRLDLgQFwMgP7OVGKdXSI=

{
"firmwareVersion": "w112.8.1.002_2303291",
"secret": "1f05fc547676b8dbd5ed1c8c57333b44"
}

timestamp

static secret
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
H-IMEI: DTel2YPe4Lpc9loR/KzCJg==
H-TZ: Europe/Berlin
H-Vendor: sikey
H-Model: X6
H-Authorization: Open
  b05a400d116b582c****************:YBBue4cg/XAJAVQpmAUp6VnRLDLgQFwMgP7OVGKdXSI=

{
"firmwareVersion": "w112.8.1.002_2303291",
"secret": "1f05fc547676b8dbd5ed1c8c57333b44"
}

timestamp

static secret

getImeiSecret()

encryptSignature()

encryptImei()
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public final String getImeiSecret(boolean isRefreshToken) {
String imei = SystemProperties.get("persist.zs.imei.number");
if (isRefreshToken) {

this.imeiSecret = Md5Util.INSTANCE.md5(imei + System.currentTimeMillis());
}

return this.imeiSecret;
}

public final String encryptImei(String imei, String secret) {
String md5Secret = Md5Util.INSTANCE.md5(secret);
String iv = md5Secret.substring(8, 24);
return AESUtil.INSTANCE.encryptAES(md5Secret, iv, imei);

}
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
H-IMEI: DTel2YPe4Lpc9loR/KzCJg==
H-TZ: Europe/Berlin
H-Vendor: sikey
H-Model: X6
H-Authorization: Open
  b05a400d116b582c****************:YBBue4cg/XAJAVQpmAUp6VnRLDLgQFwMgP7OVGKdXSI=

{
"firmwareVersion": "w112.8.1.002_2303291",
"secret": "1f05fc547676b8dbd5ed1c8c57333b44"
}

MD5(IMEI || timestamp)

HMAC-SHA256(secret, MD5(body) || headers)

AES(
  key = MD5(MD5(IMEI || timestamp)),
  iv = key[8:24], data = IMEI)
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{
"apiKey": "99cc699fa29e559c932783c8406ead0e",
"apiSecret": "5d11c2e7cf355afb9be8b9c77a9f6e18",
"awsIotCaCert": "https://htk.myxplora.com/v2/awsiot/x6/cacert/***/***",
"awsIotCliCert": "https://htk.myxplora.com/v2/awsiot/x6/clicert/***/***",
"awsIotClientId": "watch-350685602041083",
"awsIotCliPriv": "https://htk.myxplora.com/v2/awsiot/x6/clipriv/***/***",
"awsIotIP": "a2w6fy8ou5uvy6-ats.iot.eu-central-1.amazonaws.com",
"awsIotTopic":

      "watch
       /3a2607177ed6f4cd35d7452c05d259c0
       /d731efe210dcac2ffe9244c2329c9a984d820ff4a52756aaeee3af3809da6942",

"serverIP": "htk.myxplora.com",
/* ... */

}
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I. I WON’T BE HOME FOR DINNER
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II. COME CLOSER, LITTLE ONE
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III. TELEPORTATION
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IV. TO ASHES & TO DUST
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for imei in range(350685600000000, 350685609999999):

get_contacts(imei)

read_private_messages(imei)

send_spam(imei)

send_threats(imei)

banish_to_pyongyang(imei)

reset_watch(imei)

# SMS backdoor?

# firmware updates?

# trustAllHosts()?

THIS
IS
BAD
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[terms.myxplora.com/bountyprogram]

https://terms.myxplora.com/bountyprogram/
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[terms.myxplora.com/bountyprogram]

https://terms.myxplora.com/bountyprogram/
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[terms.myxplora.com/bountyprogram]

https://terms.myxplora.com/bountyprogram/
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class MainActivity : AppCompatActivity() {

    override fun onCreate(savedInstanceState: Bundle?) {

        super.onCreate(savedInstanceState)

        val intent = Intent()

        intent.component = ComponentName("com.xplora.xpsettings",

"com.xplora.xpsettings.Activity.TestToolsActivity")

        startActivity(intent)

    }

}

SAY THE MAGIC WORDS
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 protected String getPwd(int isDiag) {
        int digitSum;
        String imei = getImei();
        String reverseIMEI = new StringBuilder(imei).reverse().toString();
        if (isDiag == 0) {
            int acc = 0;
            for (int i = 0; i < reverseIMEI.length(); i++) {
                acc += reverseIMEI.charAt(i) - '0';
            }
            digitSum = acc % 10;
        } else {
            digitSum = reverseIMEI.charAt(0) - '0';
        }
        StringBuilder sb = new StringBuilder();
        sb.append(reverseIMEI.charAt(digitSum));
        int i2 = digitSum + 1;
        sb.append(reverseIMEI.charAt(i2));
        sb.append(reverseIMEI.charAt(i2));
        sb.append(reverseIMEI.charAt(digitSum + 2));
        sb.append(reverseIMEI.charAt(digitSum + 3));
        sb.append(reverseIMEI.charAt(digitSum + 5));
        return sb.toString();
    }

1

2
3
4
5
6
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[...] Here's a rough sketch of what we would like to see in your 
watch pairing process, without making too many changes to your 
current infrastructure: 

1. On first setup, the watch already displays a QR code that includes 
the IMEI. Make the watch generate a long random value on first boot 
that gets included in this QR code. Ideally, this could be the public 
key of a public/private key pair, but let's take small steps here. 

2. The guardian phone scans this code as usual, and forwards the long 
random value alongside the IMEI to your server. 

3. The server now stores this random value and uses it to 
authenticate all requests for this IMEI in the future. 

[...] 
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POST https://htk.myxplora.com/v2/init?tid=1731678801613 HTTP/1.1
H-Date: Fri, 15 Nov 2024 14:53:21 GMT+1
H-IMEI: DTel2YPe4Lpc9loR/KzCJg==
H-TZ: Europe/Berlin
H-Vendor: sikey
H-Model: X6
H-Authorization: Open
  b05a400d116b582c****************:YBBue4cg/XAJAVQpmAUp6VnRLDLgQFwMgP7OVGKdXSI=

{
"firmwareVersion": "w112.8.1.002_2303291",
"secret": "1f05fc547676b8dbd5ed1c8c57333b44"
}

MD5(IMEI || timestamp)

HMAC-SHA256(secret, MD5(body) || headers)

AES(
  key = MD5(MD5(IMEI || timestamp)),
  iv = key[8:24], data = IMEI)
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[...] Here's a rough sketch of what we would like to see in your 
watch pairing process, without making too many changes to your 
current infrastructure: 

1. Make the watch generate a long random value on first boot that 
gets included in this QR code. Ideally, this could be the public key 
of a public/private key pair, but let's take small steps here. 

2. The guardian phone scans this code as usual, and forwards the long 
random value alongside the IMEI to your server. 

3. The server now stores this random value and uses it to 
authenticate all requests for this IMEI in the future. 

[...] 
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public final String encrypt(String deviceId, String nonce) {
    MessageDigest md = MessageDigest.getInstance(MessageDigestAlgorithms.SHA_256);
    byte[] bytes = nonce.getBytes(UTF_8);
    byte[] keyBytes = md.digest(bytes);

    byte[] iv = new byte[12];
    SecureRandom.getInstanceStrong().nextBytes(iv);

    Cipher cipher = Cipher.getInstance("AES/GCM/NoPadding");
    cipher.init(1, new SecretKeySpec(keyBytes, "AES"), new GCMParameterSpec(128, iv));
    byte[] encryptedData = cipher.doFinal(deviceId.getBytes(UTF_8));

    [...]
}
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let’s keep in touch:

nrollshausen@seemoo.de

@trusted_device@infosec.exchange

linkedin.com/in/maltevu

mailto:nrollshausen@seemoo.de
https://infosec.exchange/@trusted_device
https://www.linkedin.com/in/maltevu
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rec0de.net/open/xplora

https://rec0de.net/open/xplora
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let’s keep in touch:

nrollshausen@seemoo.de

@trusted_device@infosec.exchange

linkedin.com/in/maltevu

mailto:nrollshausen@seemoo.de
https://infosec.exchange/@trusted_device
https://www.linkedin.com/in/maltevu
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