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● @talbeerysec

Hi, I’m Tal Be’ery

https://twitter.com/TalBeerySec
https://twitter.com/TalBeerySec


TL;DR



View Once: presented by WhatsApp

https://x.com/WhatsApp/status/1617578925022138369

https://x.com/WhatsApp/status/1617578925022138369


View Once: Privacy!



TL;DR: 
● We broke Meta’s WhatsApp’s View Once 4 times 2024-

26:

→ Creating an instant digital copy with no 

restrictions

→ As easy as installing a browser extension

● Meta fixed 3, WONT FIX 4th



“But you can still photo it with another 
camera”



Agenda

● WhatsApp intro: threat modelling, security, E2EE

● WhatsApp over the wire: With a new Open-Source research tool

● Exploits 1,2,3,4

● Funeral: Meta’s WONT FIX

● Resurrection: How it should work

● Q&A



Cryptowallets → View Once ???



IM: Wallet’s brother from another 
mother

● Sending digital money is yet another format of P2P comms

● Public Key cryptography

● Started Mobile, went Multi-Device



WhatsApp some other research

BlackHat ASIA 2026: Your Number Is Up: When 3.5 Billion Strangers Can 
Exploit Your WhatsApp Devices

https://blackhat.com/asia-26/briefings/schedule/index.html#your-number-is-up-when-35-billion-strangers-can-exploit-your-whatsapp-devices-50455
https://blackhat.com/asia-26/briefings/schedule/index.html#your-number-is-up-when-35-billion-strangers-can-exploit-your-whatsapp-devices-50455
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WhatsApp Security
Intro



WhatsApp is the IM Gorilla

Source: backlinko.com

https://backlinko.com/whatsapp-users






WhatsApp Signal E2EE

● Introduced in 2016

● Based on Signal Protocol

● https://signal.org/blog/whatsapp-

complete/

● https://www.whatsapp.com/security/

WhatsApp-Security-Whitepaper.pdf

https://signal.org/blog/whatsapp-complete/
https://signal.org/blog/whatsapp-complete/
https://signal.org/blog/whatsapp-complete/
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https://www.whatsapp.com/security/WhatsApp-Security-Whitepaper.pdf
https://www.whatsapp.com/security/WhatsApp-Security-Whitepaper.pdf
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WhatsApp Multi-device

● Primary device: mobile

● Identity: phone #

● Companions: Web, desktops, another 

mobile, ...

● To add, scan primary’s QR



How to E2EE with Multi-devices? 

● Signal Sesame : Multiple sessions

● Each device generates Key bundles

● Sender creates a session with:

→ Each receiver device

→ All other sender devices

● Sender sends message on all sessions

https://signal.org/docs/specifications/sesame/


WhatsApp Threat Model: Rogue 
Server

● No data on server 

→ Metadata remains

● Prevents mass surveillance

● Server is a less attractive target now



WhatsApp: Then and Now

Source: backlinko.com

● 2010: 10M MAU

● 2025: 3B MAU

● US > 100M in 2025

https://backlinko.com/whatsapp-users


WhatsApp Threat Model: Rogue 
Client

● Server is a less attractive target now

→ Client is a more attractive target

● Server is a “dumb pipe”

→ Cannot see malicious traffic

→ Cannot terminate sessions: Client 

is directly “exposed”



WhatsApp Threat Model: Rogue 
Client



WhatsApp
Over the wire



wiresharkfoundation.org

https://wiresharkfoundation.org/shop-intl/#!/packets+dont+lie-A6670738a48f1336b2730c0a3?productType=444&sellable=Ra25reBvX8sRXZGzke0a-444-23&appearance=1269


Looking under the hood

● The client does not let us see all the action

● We need a client that does!

● Based on Baileys open-source project

● https://github.com/WhiskeySockets/Baileys

● New client is added as another companion 

device

https://github.com/WhiskeySockets/Baileys
https://github.com/WhiskeySockets/Baileys




WhatsApp Bailey’s Device Toolkit

github.com/talbeerysec/WhatsApp-baileys-device-toolkit

https://github.com/talbeerysec/WhatsApp-baileys-device-toolkit
https://github.com/talbeerysec/WhatsApp-baileys-device-toolkit
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Say hello to my eldest son



Encrypted message on wire

● XMPP envelope

→ Extensible Messaging and 

Presence Protocol

→ Originally named Jabber 

(hence JID)

● Metadata in plaintext

● Content E2EE



Media message send and receive

● Sender generates a random key

● Encrypt + upload file to file server

● Sends URL + key under E2EE

● Receiver: download + decrypt



Decrypted Media message

● Protofbuf encoded

→ URL

→ TYPE

→ Dimensions (for image)

→ Key

→ Preview



Decrypting Media: DIY

● CURL URL

● HKDF(base64(media key))

→ IV

→ KEY

→ MAC

● openssl enc -aes-256-cbc –d



View Once in mobile

● WhatsApp relies on mobile OS to block screenshots



View Once + Multiple device

● WhatsApp allows receiving View Once only in devices in 

which the app can control screenshots

● In other devices (e.g. Web) users are told to open it on 

supporting devices



View Once: Device fingerprinting 
potential?

● Hypothesis: WhatsApp server tells sender to which devices 

it can send View Once and to which it cannot

● If true, a fingerprinting potential!



View Once message JSON



View Once message JSON analysis

● Contains

→ Media URL

→ Media key material

→ Thumbnail (???)

→ View once = true

● Regular media message + View Once = True



Exploit 1
Aug 24: View Once stored messages



Let’s view infinitely…. #1

● WhatsApp Web stores View Once in chat history, as is

→ Display is blocked by the ViewOnce flag 

● Let’s make a Chrome Extension to toggle it!

● Let’s check WhatsApp Chrome extension in GitHub…

● https://github.com/Schwartzblat/WhatsApp-Web-Plus !

https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://github.com/Schwartzblat/WhatsApp-Web-Plus
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Code





Responsible disclosure to Meta



Exploited in the wild!

● Let’s check if such extensions exist in Chrome Store

● Boom! Since 2023 ( chrome-stats.com )

https://chrome-stats.com/d/ceklhmaklgibacknihbkcookmfiddkeb
https://chrome-stats.com/d/ceklhmaklgibacknihbkcookmfiddkeb
https://chrome-stats.com/d/ceklhmaklgibacknihbkcookmfiddkeb


Publish

● No word from Meta for a while

● Exploited in the wild

● Published in TechCrunch , others (9.9.24)

https://techcrunch.com/2024/09/09/bug-lets-anyone-bypass-whatsapps-view-once-privacy-feature/


Meta response



Meta’s fix

● 12.9.24 update to web app

● WhatsApp Web redacts ViewOnce in chat history

→ URL, Key are not saved

● Saved messages are safe now!



Exploit 2
Sept 24: View Once received messages



Let’s view infinitely…. #2

● WhatsApp Web redacts View Once in chat history

→ URL, Key are not saved

● Let’s toggle ViewOnce “upstream” on message itself, before it 

gets saved, so it will not get rdacted

● Contributed code to WhatsApp-Web-Plus extension

● Blogpost

https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://github.com/Schwartzblat/WhatsApp-Web-Plus
https://medium.com/@TalBeerySec/whatsapp-view-once-privacy-issue-initial-fix-assessment-the-good-the-bad-and-the-ugly-be97ec1cc2e5
https://medium.com/@TalBeerySec/whatsapp-view-once-privacy-issue-initial-fix-assessment-the-good-the-bad-and-the-ugly-be97ec1cc2e5


Code



Responsible disclosure to Meta



Meta’s fix

● Silent server fix 15.11.24

● ViewOnce flag was added to the 

unencrypted header

● WhatsApp Server redacts View Once 

message content that are sent to 

non-supporting devices



Exploit 3
Feb 25: View Once synced messages



What is history sync?

● New device is added

● History resides on the 

primary device

● New device asks for it



How it works?

● The primary device creates a 

file of chunked messages

● Pretty much like any other 

media

● Did Meta remember to redact 

view once there too?

● Apparently not!



Let’s view infinitely…. #3

● Create sync request

● View Once message are not redacted!



Responsible disclosure to Meta



Meta response



Meta’s fix

● 21.3.25

● View Once messages are redacted 

for non-supporting devices



Exploit 4
Feb 26: View Once as Android



Device identification

● WhatsApp trusts Android with 

ViewOnce

→ Even if non-primary

● What prevents a client from lying?



Device identification manipulation

●



Let’s view infinitely…. #4

● Set device type to Android via standalone app or Web extension

● View once is defeated



Responsible disclosure to Meta



Meta response: WONT FIX



Meta response: WONT FIX



View Infinity → Lessons



A proper View Once solution: DRM

● This is a DRM problem

● Successfully (or at least to some extent) solved by Netflix, 

others

● Exploit 1,2: Solved with encryption + Hardware support

● Exploit 3: Solved with encryption 

● Exploit 4: Solved with device attestation

● See Blog

https://medium.com/@TalBeerySec/cheshire-cat-security-whatsapp-view-once-is-completely-broken-and-whatsapp-wont-fix-it-e0bbeef15872


General Vendors

● Talk to security researchers 

reporting bugs

● Closing your eyes will not make 

it go away



Users

● View Once does not live 

to its promise



Researchers

● Responsibly disclose, but publish when it becomes 

irresponsible

● Be ready to be surprised when you are researching



● @talbeerysec

● Tal at Zengo dot com

● Talbe at etoro dot com

https://twitter.com/TalBeerySec
https://twitter.com/TalBeerySec
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