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Understanding Our Threats



Who Are Our Threats?

e |dentify - who/what are our threats?
o What are their motivations?
o How do they commonly operate?
o Are they a “sophisticated threat”?
o What do we know about them?

M



First Steps

e You may not know everyone who is
targeting your organization

e Put yourself in a position to gather as
much information as possible
o Log, log, log
o Actually read/use the logs
o Parse for useful info

M



What Should You Get?

e What should you be looking for?
o Anything that stands out to you
= Web pages/resources only
employees view (OWA, employee
login)?
= Resources on non-standard ports
being discovered? P
V'



Other Data to Gather

e Company being targeted by malware
o Perform static and/or dynamic
analysis on malware
= (Not using VirusTotal right?)
e Let’s not tip off our attackers
= |dentify callback domains/IPs
= Determine protocol(s) used

M



What’s Next?

e Now that you have data, what next?
o Don’t tip off the attackers
o Start investigating what could be
the recon phase for an attacker
e Can passive intelligence help?



Passive Intelligence Gathering

From an ethical hacking perspective, the focus is upon identifying information about the organisation under
Investigation, without the organisation being aware that the Information has been accessed.

http://www.technicalinfo.net/papers/PassivelnfoPart1.html P



Passive Intelligence

(Not all Inclusive)

OSINT

Threat Intelligence

Threat Feeds Maltego
Norse SpiderFoot

(RIP)

Sl e OSINTFramework.com

Just-
etc. Metadata




Threat Intelligence is..

[It is] evidence-based knowledge, including context, mechanisms, indicators,
implications and actionable advice, about an existing or emerging menace or
hazard to assets that can be used to inform decisions regarding the subject’s

response to that menace or hazard.!

https://www.cert.gov.uk/wp-content/uploads/2015/03/An-introduction-to-threat-intelligence.pdf P



Threat Intelligence is..

Amidst the commercialization and fear and the threat-intel-buying frenzy, it is easy to overlook the true meaning of threat intelligence.
Threat intelligence exists to help us make decisions about how to best protect assets with limited time, money, and personnel. Knowing
what is likely to affect you - how, why, what to look for, and what you can do about it - and then taking actions to mitigate those threats is
what threat intelligence is all about.

Rebekah Brown - https://community.rapid7.com/community/infosec/blog/2015/12/27/charlie-brown-threat- P
intelligence



What Information is Useful

e Who do attackers normally target?
o |ndustries
o Countries
e What type of data are they targeting?
= Pl|? Intellectual Property?
Defense Data?
e Known TTPs? Motivations?

M



This information would be
great to have



Threat Intel Issues

Feeds can be expensive

May not contain threats relevant to

your organization

Rely on analysis of others

Can attackers subscribe?

Can you justify the cost through the

information you receive? F
V'



Is there another option?



Open Source Intelligence Gathering

e Historically thought of by gathering
freely available data manually:
o Newspaper articles
o Magazines

e Since changed to include electronic
mediums
o blogs, wikis, mailing lists
o “collectors” v



Open Source Intelligence Gathering

e Good alternative to traditional active
information gathering techniques

e OSINT has been around for years
o Internet & Instant communications

can enhance its effectiveness

e “...the chief difficulty is in identifying
relevant, reliable sources from...
publicly available info...” m



Open Source Intelligence Gathering

e Pros:
o Can be very low cost, if not free
o Don’t alert target(s) of
investigation
e Cons:
o Info as good as the source
o You aren’t generating the intel

M



Starting Point?

e Build a list of IPs or domains
o You want to know more about these
= Accessing sensitive resources
s Callback domains?
= Something custom to your
environment
e You now have a starting point

M



Analyzing Data

e S0 you have a start, what’s next?
o Don’t tip off the attackers
= You don’t need to use any tool
within your network
o “Blind” intel gathering
= ook for relationships
o How can we do this?

M



Just-Metadata

L L L 8 A L L L 8 A8 8 0 L L
# Just -Metadata #
O L L L L8 L8 L8 0 L8 L8 8 L8 A L8 0 L83

ip info == Display's all info about an IP address
== Saves IPs and attributes to disk for relocading in the future
- == Requests information and gathers statistics on loaded IP addresses
== Exports all data on all IPs to C5V
== Exits out of Just-Metadata

import == Import's saved state into Just Metadata

analyze == Run [module] on the loaded IP addresses
Displays commands and command descriptions
Loads IPs into the framework for analysis
Prints loaded [analysis] or [gather] modules

enter a command:



Just-Metadata Design Goals

Fast & easy setup

Minimal configurations
Lightweight with minimal
dependencies

Automate the mundane processes

M



Just-Metadata Usage Goals

e Analysis of large datasets
o |dentify useful/interesting info
o Enrich metadata
e Agile/Easily customizable framework
o Utilizes a modular framework
e Ability to save/load current work state

M



Just-Metadata Usage

e Feed Just-Metadata a file containing
IPs/Domains you are interested in

e Start the automated intel gathering
process

e |dentify “interesting” relationships



Loading IPs

L L e L L L L8 8 8 18 18 18 8 8 8 8 8 8 8 0 L 0 0 000 0 0
i Just -Metadata :
L e L L L L8 8 8 18 18 8 8 8 8 8 8 0 8 0 L 0 0 000 0 0

enter a command: load ips.txt

L L L L 8 L L8 8 L8 8 L8 8 0 0L 8 138 0 1 8 1 I
h Just -Metadata #
L L L L8 8 L 8 L8 8 A L8 0 L8 8 A8 L8 1 001181
[*] Loaded 171 IPs

[>] Please enter a command: [




Usability Point

e Data is stored in memory for quick
access, but obviously is volatile

e Needed the ability to save the current
state of Just-Metadata
o All IPs loaded into the framework
o All data gathered also in framework

M



Usability Point

With a saved state, user doesn’t need
to gather data again

Python Pickles to the rescue!
o |IP Objects saved

o Need to “stress test” how many can
be loaded

M



Saving States

N N L 8 L8 L8 8 L8 8 0 8 8 8 8 8 8 S 8 1
' Just -Metadata #
L L L L L8 0 L8 8 {88 8 0 0 L8 8 0 0 L8 38 0 0 0O 1 38 8 013

enter a command: save

L e L L8 8 8 L8 8 8 8 8 8 8 A
# Just-Metadata #
N N SN 8 LS S 8 8 S8 8 8 88 8

State saved to disk at metadata03132016 195247.state

[=] Flease enter a command: I




Importing States

L L L L L L L L L L L L L L 00 0L LT
# Just-Metadata .
L L L L L L O L L L L L L L L L L L L L oL oL 0L 0L 1L L0 L0 LT LT

[>] Please enter a command: import metadata®3072016 113830.statelj

L L L L L L L L O 1 18 18 8 8 L1310
: Just -Metadata #
L O L L O L 8 L L8 L L L L 000 1 1 1 1
[*] Successfully imported metadata03072016 113830.state

. enter a command: |




Gathering Intel



Intel Gathering Reminder!

e Your intelligence is only as good as
your source
o Consider your sources when
evaluating the credibility of
information



Intel Gathering Goals

e Automate the intelligence gathering
process

e Collect as much data as possible

e Keep data in a format that is easily
parsable



Just-Metadata Intel Sources

e Network Whois ¢ VirusTotal
(Python lib.) e Various Threat

e Geo-Location Feeds
Information o Animus
e Shodan o Alienvault
o Needs API o etc.
Key



L L L L L o L L L o L L L 1 oL L 1 1 000 L8 L
# Just -Metadata :
HH R R R R R R R R R R
[*] Loaded 743 systems

[=] Flease enter a command: gather all

f################################################ B eEEEEE
Just -Metadata =

###############################################################################

Querying Shodan for information about 89.225.204 .98

Querying Shodan for information about 46.1590.15.80

Querying Shodan for information about 181.23.73.154

Querying Shodan for information about 193.248.40.251

Querying Shodan for information about 128.75.181.248

Querying Shodan for information about 105.98.84.97

Querying Shodan for information about 50.162.142.195

Querying Shodan for information about 78.30.150.87

Querying Shodan for information about 90.151.12.79




Analysis Modules



Analysis Modules

e At this point, we’ve collected a lot of

data
o But right now... it’s just a bunch of

data
e Extracting meaningful information

from the larger dataset is what
provides value
M



Analysis Modules

Geo Info
Countries
Feed Hits

Keys

Port Search
Top Ports
VirusTotal Hits
Whois CIDR



Geo Info

e Parses Geolocation Data - gives the
top “X” results for:

e Country e Timezones

e State o |SP

o City e GPS Coordinates
e /ip Code

M



You selected "GeoInfo" module, how many
Ex: 10

[=] Return the Top: &

Top 5 Countries
: Number of Occurances)

United States : 148
Singapore : 1
United Kingdom : 1

Top 5 Cities
City : Number of Occurances)

Ashburn, United States

San Antonio, United States
New York, United States : 2
Broadstairs, United Kingdom

Top 5 Regions
: of Occurances)

New York, United States :
Virginia, United States :
Missouri, United States :
Texas, United States

England, United Kingdom :

Top 5 GPS Coordinates
(GPS Coordinates : MNumber of Occurances)

-73.1738

39.0335, -77.4838
1.7128, -74.0059
.4889, -98.3987
.6312, -90.1922

5 ZipCodes
Numbe r

63017

Top 5 ISPs
(ISPs : MNumber of Occuranc

Verizon Business : 2
AMAZON : 2

Rackspace Hosting
Amazon.com : 1

Host Partners Ltd




Port Modules

e Top Ports - Parses Shodan information

to display the top X open ports across
systems

e Port Search - Searches across all
systems for a specific port



L L L L L L S L8 L8 0 L8 8 {8 8 8 0 0L 8 0 0 08 18 00 0 1 8 0
: Just-Metadata #
L S L L L 8 L8 L8 0 L8 8 8 0 0 L8 8 0 0 0 88 138 00 O 1 1 1

ou selected the "Top Ports" module, how many ports do you want returned?
Ex: 10

[=] Total: &5

b ot o e D e e e e o e o D e e o e e e el o e D e e o o e e o e e e e el o e e e e e e o e e o e e ) e o o e

Top Ports : Number of Instances
e o e e e e e e e e e e e o e e e e e o o e e e o o e e e o o o o o o e o o o o e e e o e o o o o e o e o e o e o o e o o e e o o e
: 443 - 472 instances
: - 35 instances
- 6 instances
- 4 instances
- 3 instances




B R R R R R R R R R R R R A R R R R A R R R R R R R A R R R R A R R R R R AR R R R R R AR PR R AR R R m AR mmw =y
# Just-Metadata #
B L B B B B B L L B L L L IR I I I R i i ]
You selected the "Port search"” module, which port are you looking for?

Ex: 80

[=] Port: 22

Port 22 is open on the following IPs:
b ot o e e e o e e e e o e e e o o e e o

199.119.123.234
141.202.253.191
54,169,93.52

141.202.253.128




Feed Hits

Queries/Parses freely available threat
feeds

TOR Exit Nodes e Blocklist.de
Animus Project e NoThinkMalware
EmergingThreats e AntiSpam
Alienvault e MalwareBytes

®

etc... F
A4



B o e
# Just -Metadata #
R R R R R R R R
The following IPs are known TOR exit nodes:

62.102.148.67

171.25.193.131

65.19.167.132

178.32.53.154

37.48.81.27

The following IPs are in Alienvault's reputation list:
171.25.193.131




Keys

e Parses Shodan information and
identifies any system(s) with the
same:

o SSH Keys
o HTTPS Certificates

o Certificate Chains



b o e e e e e e e e o o o e e o e o e o e e e e e e e o e o e e e e e o e e o e e o e e e e o e o e o S

Shared SSH Keys
b o e b b e e o
AAAABSNzaClycZEAARADAQABAAABAQDsV/DIoM3nIVhxE57Irl1LCgw9mzLCD/sD7G7X2vEQqE6343
3Yhon/uSk72JgYEqqHtoHzMz9DDV 1 xkzgXgHoGj NCdt SgPRsS9zx0CyAntVzl r/ rw2InkU731Y /71t
cBiRjBGL1IHEQUEFCc4gNEZzeQiPaXMOCx0ZWxILBYWZzE3E07q8ZMIYBvIz/dwLhIVOZZ rxids741NA
DEKDSBhnegK+HUSNsPSh/mv/KxqB8GKYsXBUNEFZ7oEZLUWedh+Z+zImz+GX4B8TPOLINNShulsVe
FwoQTtIcunIW/eFk2EL1hj /r3QswabECyPwliyES19GY ] y1n0sbFIW]ypD5603R2ZRVEO=

b e el o e e o e e o e e b e e e o e o e e o e e D e e o o e el o e e e o e e o o e e o e e

SSH Key is shared across the following IPs:
208.167.254.99

108.61.13.43

208.167.254.94

ARAABSNzaClycZEAAAADAQABAAAAGNLOrijj rkgn2VIBRwExqj JrOkKR4G0TE8sb1RHStoXgCPB8ds
1/s] 7URGISFVm+EkKgal QSwRPRLxhOHEp4PSFjnQwb+/vKBFQ4 fobUZeVYO+6KZ+dUmGLPRFVbdg
Sgem/5DADMIsTARTpj rZXZPhhhlGBEdHIzxHnuxRCL /BRxRL rD8=

b e e o e e o e e e o o e e e o e e o i e o e e D b e e o e e et o e e et o e e D o e e o o e e

S5H Key 1s shared across the following IPs:
24.9,157.147
50.132.103.12




e e b 40 S I S B S R B e S D e e S D e R D S e e D S o e R D o e e D S e R D S o e e o o e e o D e e e o e e e o e e e e o o e e e

Shared HTTPS Ce cates
e e e e e o o o oo o e o o o oo o S o o o oo o o o o o oo e o o oo oo o o o oo o o o o e o o oo s o o o e e o e e o o o e e e
BEGIN CERTIFICATE
MIIDaTCCALGgAwIBAQIBATANBgkghkiGOwGBAQsFADB4AMQswCQYDVQQGEWIUVZEQ
MA4GA1UECBMHSHNpbkNodTEOMAWGA1IUEBxMFSHVLb3UxF{ AUBgNVBACTDURyYX1U
ZWsgQ29ycCAxGDAWBgNVBASTDORYY XK1 UZWsgU3Vwe G9ydDEVMBMGALUEAXMMYmLn
b3IgUm91dGVyMBAXDTEOMDUxNDAZMDUWMFoXDTMSMDUxNDAZMDUwMFoweDELMAKG
A1UEBRMCVFcxEDAOBgNVEAQTBOhzaWsDaHUxD{ AMBgNVBAC TBUR1S291MRYwWFAYD
VOQQKEwlEcmFSVGY rIENvenAUMRgwFgYDVQQLEWSECcmFSVGY rIFN1cHBvenQxFTAT
BgNVBAMTDFZpZ29yIFJvdXR1cj CCASIwDQYJKoZIhvcNAQEBBQADggEFADCCAQoC
ggEBAIMUaTREOd/DF4YwqSE0XT9UDeZWaNs riwp rgRivBj X6e4910Q/PUzVxV1GPH
5qJFIjXn@I19Vgi3dRHaicW3yxkevtQILa/yj30tFVglsvMXQold22vo39EHKDOST
uyZZ75xJuvSMCWKshVESKT / fwYBt 7 lwzlyYKBoo531 9alEGNZxuZhGHLWDq7 VI gk
TvF2NgysSmHulylb/xMUUIWwoi@oACApzBX1vOV riWPxRgQOKkKQUILzRjesjudNcY
URgif3vDGSsbRPSPOgai6CmSi rSrXOm/nRoc jFfablPbGbpOLOB4G+koPPVIrPko
5306L7P7sc luQuuEu8QvbQ3MHMc CAWEAATANEgkghk 1GO9wWROBAQsFAAOCAQEAEQAN
m/P7y+jkASc2flwRICAxSeCKEL 4V /VKIZKLHsyhFdSbulL M1 /P+69YVDpXfYobloxZ
wglifoanbcvTDINLQReHCESZ25hEubJGT /M50qilr7ubBgdgSETQjczavxwklUIeBy
16z7Ad5SH355g4bkK rBSHCNOI rNRPmO91i22NRyEurIv@1YSLAIXKEVwWEgtdWGKD fOA
dJJyS2bUiD4uZibl+0xBKQKOAtbsOQryKrY+TeXBvjFEL1APBAZFZKC4jnuEfyGEg
HjaxcayxLxHNwijAphud/nMNt /YCNmD rxS95Vik In6WELadtP1gfADBYXCIEuolVuM
e+teFGQTI0uUdsx(QsTA==
END CERTIFICATE

b2 e o e Rt et e et e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e s e e e e e e e e e e e e e e e e e e e o
HTTPS Certificate is shared across the following IPs:
117.7.237.121

62.172.132.130




91cxG7685C/b+L rTW+CO5+Z5Yg4MotdgY3Mxt fWoSKQ7CC21iXZDXtHWL TxFWMMS2
RJ17LJI31XubvDGGqv+QgG+BEnriDfcFDzkSnE3ANKR/OyBOtgZDi2HKocyQetawl
DsoXiWJYRBuriSUBAA/NxBti21GO0wWSRKpvOvHPEds42pM3Z2Czqrpvl1KrKQOUL1
GIo/1ikGQI31bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+B8CLOIVVOSEFdkK rgekKM+2x
LXY2ItwEBS/3YRBVIIdv/kaWKKZ2hInOKCacuBKONvP1i8EDAB

END CERTIFICATE

b e M M U R L M L R R M T L L M L R M L M U R e L U M S S L L L M R L R U L R L

icate

. 253,
. 248,
. 248.
. 253,
. 253,
. 248,
. 182,
. 246,
.98.33

Chain is shared across the following IPs:
34
144
11
122
167
206
27
124

. 165.49, 247

. 119,
. 202,
. 202,
. 202,
. 202,
. 202,
. 202,
1.202.

123.
253,
246,
248.
248,
246,
246,
248.

234
128
55
7
14
126
242
208




VirusTotal

e Parses VirusTotal results and looks for
the following information:

Shared detected samples

Each IP’s total detected samples

Shared undetected samples

etc...

O O O O

M



0 B0 S R B S R S D e R DB S e e o e e e e D o e R D S e e e o D e e e o e e e e o o e e o o e e e o o e e e o e e e e e o e e

Detected Communicating URLs
b o Dt i B et i e b e D S e L e e b S D L e L B e b L e i L L e L

e e e e e e e o o o o e e e e e e o o o o o o o e e e e e e e o o

URL is shared across the following IPs:
141.202.253.195

http://sdc.ca.com/
b ot S e M e e e b e e i e e e i e e e e e e i L b L e

URL is shared across the following IPs:
141.202.248.129

3 0 0 HC 0 e S B S S S R R D HC S R R R D D S S R S e S 2 S R S o D D S S e e D 2 S o o D S S S e e D 2 2 S e e o D 2 S e e o o e

IPs and Total Detected Communicating URLs

o g e e e
o e

141.202.248.129: 1 detected Sampla

b o S e B e S e e i e i e i e e L i e i L e e L

141.202.253.195: 1 detected sample




Goal of Analysis Modules

Provide meaning to collected data






Module Development



Module Development

e Multiple “stock” intel gathering and
analysis modules
o Can’t account for everything
o | don’t know what’s important to
your environment



Module Development

e Intel gathering and analysis modules
are Python classes
e Drag and drop modules into their
respective folders
o Framework auto-detects modules
e Each IP has an IP Object
o All data stored here

M



class IP_Information:

def init (self, incoming system):
self.ip address .
self.domain_ name -
self.ip country o
self.ip country code
self.ip city o
self.ip _region_name
self.ip region_code
self.ip zipcode o
self.ip latitude .
self.ip longitude o
self.ip 1isp o




Intel Gathering Modules

e Two required methods
O __1Init__
= cli_name
= description
o gather method
= Receives dict containing all IPs
= |ntel gathered and saved here

M



class IntelGather:
def __init_(self):

self.cli_name = "Whois"
self.description "This module gathers whois information"

def gather(self, all ips):
path, incoming_ip obj all ips.iteritems():

incoming ip obj[0].ip whois o incoming ip obj[0].ip ac

"Gathering whois information about " incoming ip
ip_whois IPWhois(incoming_ip obj[0].ip_address)
incoming ip _obj[0].1p_whois ip_whois. lookup()

IPDefinedError:
helpers.color("[*] Error: Private IP address, skipq




class IntelGather:

def _init (self):
self.cli name "VirusTotal"
self.description "This module checks VirusTotal for hits on loaded
self.api key "49858c37eb67ff5aldlf3785e7a9fc06462e097e3a3cfcB8asb2bf
self.api url 'https://www.virustotal.com/vtapi/v2/"

check host(self, host):
result re.match("~(([0-9]|[1-9]1[0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])
result

def collapse(self, var, tabs=0):
result o

type(var) dict:
field, value var.iteritems():
result "\n" tabs "\t" field : self.collapse(
value, tabs=(tabs 1))

type(var) list:
1 var:
result self.collapse(l, tabs=tabs)

result str(var)
result




Analysis Modules

e Two required methods
o __init__
= cli_name
= description
o analyze
= Received IP objects
= Parsing and output done here

M





class Analytics:

def __init_ (self, cli_options):
self.cli_name "MywOTDomains"
self.description "Parse mywot domain reputation results"
cli_options None:
self.top_number '

self.top_number = int(cli_options.analyze_number)
def analyze(self, all ip objects):

self.top number N
"You selected \"MyWOTDomains\" module, how many domains do

self.top number int(raw input(' \n\n[>] Return the Top: ').str

negative sites {}
questionable sites {}
neutral_sites {}

positive sites {}
trustworthiness rating {}
childsafety rating = {}

value all ip objects.itervalues():




Use Cases

e Gathering information on:
o Systems scanning you
o Malware callback Ip
e OSINT gathering/analysis on
assessment target(s)
e Many other use cases
o Systems scanning you
o Malware callback IPs



e Additiona
e Additiona
o What e

Future Work

| intel sources
| analytical modules
se is useful to you?

e Time comparisons?
e Beyond IPs/Domains

o MD5s?



?

e Github
o https://github.com/ChrisTruncer/Just-Metadata

e Chris Truncer

o @ChrisTruncer
o CTruncer@christophertruncer.com




