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Adobe Reader X Code Execution

13 Adobe Shockwave Code Execution

2 Microsoft Office Excel Code Execution
Microsoft Word Code Execution

Internet Explorer Code Execution

2 Solaris 10 Remote Code Execution

3 AIX 5 Remote Code Execution

3 HP-UX 11.11 Remote Code Execution

CUPS Remote Code Execution (All *BSD/Linux)
Apple Quicktime Remote Code Execution

4 Vulnerabilities in MacOS X (Remote and Local)



Since three years ago in Troopers...

I start from the end ;)

wmic OS Get DataExecutionPrevention Available
wmic OS Get DataExecutionPrevention Drivers

6685-8924-9131-1651-931... the last digit is in the last slide...



APT



APT

Advanced Persistent Threat



APT

Advanced-Persistent Threats
ASIAN Pacific
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‘ Raytheon's cyberchief describes 'Come to Jesus'

moment
A rash of attacks following missile sales to Taiwan prompted a major cybersecurity

review
Jeremy Kirk

October 12, 2011 (IDG News Service)

After Raytheon began selling missiles to Taiwan in 2006, the defense company's computer
network came under a torrent of cyberattacks.

Now, the company sees an incredible 1.2 billion -- that's billion -- attacks on its network per day,
Blake said. About 4 million spam messages target Raytheon's users, and the company sees
some 30,000 samples per day of so-called Advanced Persistent Threats, or stealthy malware
that seeks to stay long-term on inf computers and slowly withdraw sensitive information.
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W Raytheon's cyberchief describes 'Come to Jesus'
October 12, 2011 (IDG News Service)

After Raytheon began selling missiles to Taiwan in 2006, the defense company's computer
network came under a torrent of cyberattacks.

Now, the company sees an incredible 1.2 billion -- that's billion -- attacks on its network per day,
Blake said, About 4 million spam messages target Ravtheon' ers, and the company sees

some 30,000 samples per day of so-called Advanced Persistent Threats, gr stealthy malware
» @ computers and slowly withdraw sensitive information.
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some 30,000 samples per day of so-called Advanced Persistent Threats, or stealthy malware
computers and slowly withdraw sensitive information.
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To APT or not to APT?



Infection



Case Study



Case Study
RSA



Hardware  Software  Mobile @ Security @ Research

Between the Lines 8 Mobile

. i £J RSS
Larry Dignan, Andrew Nusca and Rachel King ] Email Alerts

Home / News & Blogs / Between the Lines

EMC: RSA was hit with

sophisticated attack, SecurID data
lifted

By Larry Dignan | March 18, 2011, 5:03am PDT

EMC said that its it was hit with a "sopgisticated cyber attack” that swiped infgrmation related to




Attack Vector



Attack Vector
E-Mail



Target



Target
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APT?



The Attack



E-Mail



Authentication Writlen on Apri1,2011by UriRvner @ Comments (40)
Cloud Security I was on a tour in Asia Pacific when | first heard the news about the attack. The
""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" investigation into this attack continues but I'm eager to share some information with
Compliance you about it.

The attacker in this case sent two different phishing emails over a two-day period.
CybercrimeandFraud The two emails were sent to two small groups of employees; you wouldn't consider

these users particularly high profile or high value targets. The email subject line
Cyberwarfare read “2011 Recruitment Plan.”

The email was crafted well enough to trick one of the employees to retrieve it from

their Junk mail folder, and open the attached excel file. It was a spreadsheet titled
*2011 Recruitment plan.xls.

The spreadsheet contained a zero-day exploit that installs a backdoor through an
gg‘:;l'l‘::::'(g‘;é)& Adobe Flash vulnerability (CVE-2011-0608). As a side note, by now Adobe has
----------------------------------------------------------------------------------------- - released a patch for the zero-day, so it can no longer be used to inject malware

onto patched machines.



\ﬂ g0 e > )7 2011 Recruitment plan - Message (HTML) —
Q @ @ x Qfl Eﬁ % & safe Lists ~ E Y ‘_\) 24 Find

Reply Reply Forward Delete Moveto Other Block -] Not Junk Categorize Follow Mark as Related
to All Folder - Actions~ || Sender . Up~ Unread || W Select~
Respond Actions Junk E-mail ] Options i Find
From: web master [webmaster @beyond.com] Sent: to3.3.2011 18:
To: ——@emc.com
Ce : — = —
Subject: 2011 Recruitment plan (

-4 Message | B8)2011 Recruitment plan.xls

I forward this file to you for review. Please open and view it.




‘\Q ) Y e 9 ) - 2011 Recruitment plan - Message (HTML)
|’ Message |

soe

@ Q x _2] = % &, safe Lists ~

Reply Reply Forward Delete Moveto Other Block L -] Not Junk

Y 3} 34 Find

Categorize Follow Mark as

) Related ~

to All Folder - Actions ~ || Sender Unread || I3 Select~
Respond Actions Junk E-mail i F Find
From: web master [webmaster @beyond.com] Sent: to3.3.2011 13:
To: Te———@emc. com
Cc — e ——
Subject: 20 .

-4 Messf@e | B4)2011 Recruitment plan.xis

3

I fonvaMpen and view it.




The Attachment
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RSA Exploit Just Crashes Excel...



The Malware



Poison lvy



Poison lvy
2006



Poison lvy
2006
- mincesur.com
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Message

File Edit Help

4 J 3 Xl|lowees zaxege acssors BEccaan anm

Reply Reply Forward | Delete
to All Filter: \udp-dstport ==53 \v Expression... Clear Apply

Respond

Miew Go Capture Analyze Statistics Telephony Tools

Source Destination Protocol  Info

AL (), 2 o315 10.100.1.21 DNS Standard guery A good.mincesur.com
10.0.2.15 10.100.1.22 DNS Standard guery A good.mincesur.com
10.0.2.15 10.100.1.21 DNS Standard guery A good.mincesur.com
I G =mc.cor] 10.0.2.15 10.100.1.21 DNS Standard gquery A good.mincesur.com

AS N 10 1A AAN 1T T

You forwarded this message on 10
From: web master [webmas
To:

Cc
Subject:

e et e B T N S B e R b o0

< | &

® Frame 27: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
# Ethernet II, Src: CadmusCo_e7:dd:e6 (08:00:27:e7:dd:e6), Dst: Realteku_12:35:02 (52:54:0(
® Internet Protocol, Src: 10.0.2.15 (10.0.2.15), Dst: 10.100.1.22 (10.100.1.22)

# User Datagram Protocol, Src Port: solid-mux (1029), Dst Port: domain (53)
+ Nmadin hMama Swstam ((nnarsad

e

2011 Recruitment pla

-] Message | E]2011 Recruitme

I forward this file to you for re

0000 52 54 00 12 35 02 08 00 27 e7 dd e6 08 00 45 00 (NS5 5000 - 00000 E.
0010 00 3f 01 ff 00 00 80 11 21 27 0a 00 02 Of Oa &4 3G 000 I rerT: d
0020 01 16 04 05 00 35 00 2b bc Od 23 65 01 00 Q0 Q1  ..... 5.+ ..#e....
0030 00 00 00 00 00 00 04 67 6f 6f 64 08 6d 65 62 63  ....... g ood.minc
0040 65 73 75 72 03 63 6f 6d 00 00 01 00 01 asur.com .....

fault



Poison lvy
2006
-2 mincesur.com
== known bad domain



Going deeper...



SWF File divided in ABC Segments:

abcFile {
ul6 minor version
ul6 major version
cpool info constant pool
u30 method count
method 1nfo method[method count]
u30 metadata count
metadata info metadata|metadata count]
u30 class count
instance info instance[class count]
u30 script _count
script _info script[script count]
u30 method body count
methody body info method body[method body count]



Action Script
Source Code

Adobe Flash
Creation

Products SWE File JIT Machine

(bytecode) Code

trace(“aaaaaaaa’);

A

findpropstric <g>[public]::trace
pushstring “aaaaaaaa”
callpropvoid <g>[public]::trace, 1 params

mov dword ptr [ebp-14], 2BC5732 ; 0x2BC5732 is the
mov eax, dword ptr [edi] ; Atom of “aaaaaaaa”
push ecx

push 1

push edi

call eax ; call to “flash!trace()”

Source: Understanding and Exploiting Flash ActionScript Vulnerabilities, Haifei Li, CansecWest2011



Verification

Process

Process Process

ByteCod>

S passed>[Generation | Passed>( Execution

LExit if failed]

Source: Understanding and Exploiting Flash ActionScript Vulnerabilities, Haifei Li, CansecWest2011



findpropstric <g>[public]::trace pushint 0x41414141
pushstring “aaaaaaaa” > pushstring “aaaaaaaa”
callpropvoid <g>[public]::trace, 1 params callpropvoid <g>[public]::trace, 1 params




Inconsistent stack state after a jump to the incorrect position
Instructions write to the wrong object in the ActiveScript Stack,
overwriting memory:

mov ecx, dword ptr ds:[edx+70] ->
lea edx, dword ptr ss:[ebp-70]

mov dword ptr ss:[ebp-70], eax
mov eax, dword ptr ds:[ecx]

push edx

push 0

push ecx

call eax



Countermeasures



DEP



DEP

Data Execution Protection



DEP

Data Execution Protection
XP SP2 (2006)
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I forward this file to you

(x5 H M a v )5 2011 Recruitment plan - Message (HTML) = =
A -
. Message (7)
_— ) = A @ >3 » . - [ ) Find
% %\’ % x > ey ﬁ % @/Safe Lists ~ v 4 Fin
- - ' ) Related ~
Reply Reply Forward @ Delete Moveto Create Other Block -] Not Junk Categorize Follow Mark as
to All Folder~ Rule Actions~  Sender - Up~ Unread || W Select
Respond Actions Junk E-mail ) Options ) Find ‘
From: web master [webmaster @beyond.com] Sent: Thu 3/3/2011 8:48 AM
To:
Cc
Subject: 2011 Recruitment plan
- Message | E]2011 Recr,
Data Execution Prevention - Microsoft Windows =
FS

To help protect your computer, Windows has closed this program.

Name: a

[Change Settings ] [ Close Message J]

Data Execution Prevention helps protect against damage from viruses or other
threats. Some programs might not run correctly when it is turned on. For
an updated version of this program, contact the publisher. What else should I do?




Microsoft Office 2010



Microsoft Office 2010

Protected View Sandbox



X &d9-™-|s 2011 Recruitment plan [Protected View] - Microsoft Excel non-c8w,

Home Insert Page Layout Formulas Data Review View ,
o Protected View  This file originated as an e-mail attachment and might be unsafe. Click for more details.
Al ~E& 3
A B | ¢ | b | E | F | 66 | H | 1 | J | kK | L | M | N

LN, EWN -




X &d9-™-|s 2011 Recruitment plan [Protected View] - Microsoft Excel non-c8w,

Home  Inset  Pagelayout  Formulas  Data  Review  View p. N ¢
o Protected View  This file originated as an e-mail attachment and might be unsafe. Click for more details. I Enable Editing I
Al -~ (@ I \ )
r A B | C | D | E F G | H | I J K \ L \ M N

LN, EWN -
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Flash O-day
Running

Contained




Microsoft Office 2007



Microsoft Office 2007

Limit Active Content



Microsoft excel

Excel Options

Popular
Formulas
Proofing
Save
Advanced
Customize
Add-Ins
[“Trust center

Resources

Trust Center

2011 Recrutment plan (4)

[Read-Only] [Compatibility Mode] -

Sort & Find &
Filter v Select ~

Trusted Publishers
Trusted Locations
Add-ins

| Activex settings |

Macro Settings

Message Bar

External Content

Privacy Options

ActiveX Settings for all Office Applications

For ActiveX controls in documents not in a trusted location:
(® pisable all controls without notification
O Prompt me before enabling Unsafe for Initialization (UF) controls with additional restrictions and Safe for
Initialization (SFI) controls with minimal restrictions
(O Prompt me before enabling all controls with minimal restrictions
O Enable all controls without restrictions and without prompting (not recommended; potentially dangerous controls
€an run)




110

Excel Options

Popular
Formulas
Proofing
Save
Advanced
Customize
Add-Ins
[“Trust center

Resources

2011 Recrutment plan (4) [Read-Only] [Compatibility Mode] - Microsoft excel

Trust Center

Sort & Find &
Filter v Select ~

Trusted Publishers

Trusted Locations
Add-ins

Macro Settings

Message Bar

External Content

Privacy Options

For ActiveX controls in documents not in a trusted location:
(® pisable all controls without notification
t me before enabling Un e n (UFT) controls with additional restrictions and Safe for
Initia minimal restrictions
(O Prompt me before enabling all controls with minimal restrictions
O Enable all controls without restrictions and without prompting (not recommended; potentially dangerous controls
€an run)
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Excel Options

Popular
Formulas
Proofing
Save
Advanced
Customize
Add-Ins
[“Trust center

Resources

2011 Recrutment plan (4) [Read-Only] [Compatibility Mode] - Microsoft excel

Trust Center

Sort & Find &
Filter v Select ~

Trusted Publishers

Trusted Locations
Add-ins

Macro Settings

Message Bar

External Content

Privacy Options

For ActiveX controls in documents not in a trusted location:
(® pisable all controls without notification
t me before enabling Un e n (UFT) controls with additional restrictions and Safe for
Initia minimal restrictions
(O Prompt me before enabling all controls with minimal restrictions
O Enable all controls without restvidionm recommended; potentially dangerous controls
€an run)




Blacklisting



Blacklisting

Known Malicious Domains



After this, Poison Ivy connects back to its
server at good.mincesur.com. The domain
mincesur.com has been used in similar
espionage attacks over an extended period
of time.

Found 6 RRs in 0.27 seconds.

download.mincesur.com. A 119.70.119.30
good.mincesur.com. A 119.70.119.30

hjkl.wekby.com. A 119.70.119.30
man.mincesur.com. A 119.70.119.30
qwer.wekby.com. A 119.70.119.30

uiop.wekby.com. A 119.70.119.30




Wer this, Poison Ivy connects back to its
serWy’ at good.mincesur.com. The domgs
minceyur.com has been used in sigfllar
espionag®attacks over an extendedg¢Period
of time.

Found 6 RRs in IN27 second

download.mincesur 42om.N\g 119.70.119.30

good.mincesur 4fOm. A 9.70.119.30
hjkl.wekbygfom. A 119.%.119.30
man.mip@esur.com. A 119.70.188.30
qwegdf. wekby.com. A 119.70.119.

- Op."ekbyoma A 1190700119.30




Windows 7



Windows 7
No Active X Flash



Windows 7
No Active X Flash

Alternative OS



To APT or not to APT?



Advanced?

Q\( e



Persistent?






Information Asymmetry
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Community Knowledge
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Thank you
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