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–  Adobe	  Reader	  X	  Code	  Execu0on	  
–  13	  Adobe	  Shockwave	  Code	  Execu0on	  
–  2	  Microso=	  Office	  Excel	  Code	  Execu0on	  
–  Microso=	  Word	  Code	  Execu0on	  
–  Internet	  Explorer	  Code	  Execu0on	  
–  2	  Solaris	  10	  Remote	  Code	  Execu0on	  
–  3	  AIX	  5	  Remote	  Code	  Execu0on	  
–  3	  HP-‐UX	  11.11	  Remote	  Code	  Execu0on	  
–  CUPS	  Remote	  Code	  Execu0on	  (All	  *BSD/Linux)	  
–  Apple	  Quick0me	  Remote	  Code	  Execu0on	  
–  4	  Vulnerabili0es	  in	  MacOS	  X	  (Remote	  and	  Local)	  
	  



Since three years ago in Troopers… 
 

 I start from the end ;) 
 

 
wmic OS Get DataExecutionPrevention_Available 
wmic OS Get DataExecutionPrevention_Drivers 
 
 

 6685-8924-9131-1651-931… the last digit is in the last slide… 
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To	  APT	  or	  not	  to	  APT?	  
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RSA  Exploit Just Crashes Excel… 



	  
The	  Malware	  



	  
Poison	  Ivy	  



	  
Poison	  Ivy	  

2006	  



	  
Poison	  Ivy	  

2006	  
à	  mincesur.com	  





	  
Poison	  Ivy	  

2006	  
à mincesur.com	  

==	  known	  bad	  domain	  



Going deeper… 



SWF File divided in ABC Segments: 
 
abcFile {  

 u16 minor_version 
 u16 major_version 
 cpool_info constant_pool 
 u30 method_count 
 method_info method[method_count] 
 u30 metadata_count 
 metadata_info metadata[metadata_count] 
 u30 class_count 
 instance_info instance[class_count] 
 u30 script_count 
 script_info script[script_count] 
 u30 method_body_count 
 methody_body_info method_body[method_body_count] 

} 



Source:   Understanding and Exploiting Flash ActionScript Vulnerabilities, Haifei Li, CansecWest2011 
 



Source:   Understanding and Exploiting Flash ActionScript Vulnerabilities, Haifei Li, CansecWest2011 
 





Inconsistent stack state after a jump to the incorrect position 
Instructions write to the wrong object in the ActiveScript Stack,  
overwriting memory: 
 
mov ecx, dword ptr ds:[edx+70] -> Program fails here 
lea edx, dword ptr ss:[ebp-70] 
mov dword ptr ss:[ebp-70], eax 
mov eax, dword ptr ds:[ecx] 
push edx 
push 0 
push ecx 
call eax 
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Data	  Execu0on	  Protec0on	  
XP	  SP2	  (2006)	  
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Protected	  View	  Sandbox	  
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Limit	  Ac0ve	  Content	  
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Windows	  7	  



Windows	  7	  
No	  Ac0ve	  X	  Flash	  
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Community	  Knowledge	  



6	  
Thank	  you	  

rbranco@qualys.com	  
@bsdaemon	  


