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Introduction

Who is ERP-SEC

Å Company specialisedin securing SAP systems and infrastructures

Å Regular presenters on SAP Security

Å Research: Reported and credited for dozens of SAP vulnerabilities

Å Developer Protect4S ςSAP Certified Security Analyser for SAPTM

Å SAP Development Partner

Å Our mission is to raise the security of missionςcritical SAP platforms with minimal 
impact on dayςtoςday business. 

Who am I

Å Co-founder ERP-SEC

Å 15+ years background in SAP technology / SAP security (SAP basis)

Å SAP security researcher, credited for 50+ found vulnerabilities



SAP Security

Something about SAP security

Å We see more awareness at customers for SAP security

Å Going from awareness to action is still not the default

Å SAP is working hard to improve security for years now

See for example the SAP Security Baseline 

Å SAP now also has a CSO



SAP Security

Something about SAP security

Å More customers start actively securing their SAP platform

Å Still a large part of SAP running customers, especially the ones outside the Fortune 
1000, lack basic security measures

Å Recently conducted research by the Ponemoninstitute (sponsored by Onapsis) shows  
рс ǇŜǊŎŜƴǘ ƻŦ ǎǳǊǾŜȅŜŘ ǇǊƻŦŜǎǎƛƻƴŀƭǎ άōŜƭƛŜǾŜ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ {!t ǇƭŀǘŦƻǊƳ Ƙŀǎ ōŜŜƴ 
breached an average of two times in the past 24 months."

Å In 100% of our SAP Security assessments we found SAP default accounts.



SAP Security

Whendoing{!t {ŜŎǳǊƛǘȅ ŀǎǎŜǎǎƳŜƴǘǎΧ

Å Needless to say: Most easy way in is still via: username & password

Å Who needs buffer overflows, DEP/ASLR bypasses, XSS, SQLiwhen you have credentials

Two big attack vectors in every SAP system:

ÅSAP RFC gateway 

ÅSAP Default accounts

(and from there RFC pivoting Χύ

Å Hacking SAP systems often comes down to getting access to an account 

Å Sniff / social engineer / phish for accounts

Å Easiest option: Use a default account!!!



Default SAP accounts

KnownSAP default accounts

RISK USER PASSWORD CLIENT REMARK

Very HighSAP* 06071992 / PASS ллмΣлссΣŜǘŎΧHardcoded kernel user

Very HighIDEADM admin Almost all IDES clients Only in IDES systems

Very HighDDIC 19920706 лллΣллмΣΧ User has SAP_ALL
High CTB_ADMINsap123 N.A. Java user 

High EARLYWATCHSUPPORT 066
Has rights to get password hash for SAP* from 
USR02 table and sometimes OS execution 

Medium TMSADM
PASSWORD / 
$1Pawd2&

000, sometimes 
copied to others

A new default password as the old one was too 
well known?

Medium SAPCPIC ADMIN 000,001

Can be used for information retrieval and in 
some cases for vulnerabilities where only 
authentication is needed



Default SAP accounts

UnknownSAP default accounts

[ŜǘΩǎ ƳŜŜǘ ǎƻƳŜ ƴŜǿ ŘŜŦŀǳƭǘ ŀŎŎƻǳƴǘǎϝΥ

RISK USER TYPE PASSWORD SOLMAN SATELLITE
HIGH SMD_ADMIN System init1234 X

HIGH SMD_BI_RFC System init1234 X

HIGH SMD_RFC System init1234 X
HIGH SOLMAN_ADMIN Dialog init1234 X
HIGH SOLMAN_BTC System init1234 X
HIGH SAPSUPPORT Dialog init1234 X X
HIGH SOLMAN<SID><CLNT> Dialog init1234 X

MED/HIGH SMDAGENT_<SID> System init1234 X X
MED CONTENTSERV System init1234 X

MED SMD_AGT System init1234 X

*The list does not include the more recent users like for example SM_<SM-SID> that are created with a custom password



Default SAP accounts

How do these users get created?

Every customer has a SAP Solution Manager.

Transaction SOLMAN_SETUPǎǘŀǊǘǎ ǿƛȊŀǊŘǎ ŦƻǊ ōŀǎƛŎ ǎȅǎǘŜƳ ǎŜǘǳǇ ŀƴŘ ŀŘŘƛǘƛƻƴŀƭ ǎŎŜƴŀǊƛƻΩǎ



Default SAP accounts

How do these users get created?

Class CL_SISE_CONSTANTS contains default attributes for the password



Default SAP accounts

Why do these users get created?

Å The SAP Sƻƭǳǘƛƻƴ aŀƴŀƎŜǊ ǎǳǇǇƻǊǘǎ Ƴŀƴȅ ǎŎŜƴŀǊƛƻΩǎ ŦƻǊ ƳŀƴŀƎƛƴƎ ǘƘŜ {!t ƭŀƴŘǎŎŀǇŜ

Å ²ƘŜƴ ǎŎŜƴŀǊƛƻΩǎ ŀǊŜ ŀŎǘƛǾŀǘŜŘΣ ǎǇŜŎƛŦƛŎ ǳǎŜǊǎ ŀǊŜ ŎǊŜŀǘŜŘ ǇŜǊ ǎŎŜƴŀǊƛƻ

Å {ƻƳŜ ŜȄŀƳǇƭŜǎ ƻŦ ǎŎŜƴŀǊƛƻΩǎΥ
ï Technical monitoring

ï Data volume management

ï Custom code management



Default SAP Accounts

Wheredo they get created?

Å Most user get created in Solution Manager,

Å SMDAGENT_<SID> user also in satellite systems for Solution Manager Diagnostics 
scenario

USER TYPE PASSWORD SOLMAN SATELLITE
SMD_ADMIN System init1234 X

SMD_BI_RFC System init1234 X
SMD_RFC System init1234 X

SOLMAN_ADMIN Dialog init1234 X

SOLMAN_BTC System init1234 X

SAPSUPPORT Dialog init1234 X X
SOLMAN<SID><CLNT> Dialog init1234 X

SMD_AGT System init1234 X
CONTENTSERV System init1234 X

SMDAGENT_<SID> System init1234 X X



Default SAP accounts

Are thoseusers in my system?

Å If you ran SOLMAN_SETUPfirst time 5 years ago or longer; chances are high

Å 5ŜǇŜƴŘƛƴƎ ƻƴ ŎƻƴŦƛƎǳǊŜŘ ǎŎŜƴŀǊƛƻΩǎ ȅƻǳ ƳƛƎƘǘ ƘŀǾŜ ŀƭƭ ƻǊ ǎƻƳŜ ƻŦ ǘƘƻǎŜ users

Å Not in case of recent new installations

Å Customers already run SAP Solution Manager for many years as SAP pushed Solman

as mandatory for SAP support



Impact

{ƻ Ƙƻǿ ōŀŘ ƛǎ ǘƘƛǎΧ

Å If those users exist with the default password? BAD!

Å Some of these users have broad authorisations. 

USER TYPE ROLE SOLMAN SATELLITE
SMD_ADMIN System SAP_J2EE_ADMIN X

SMD_BI_RFC
System

SAP_BI_E2E
SAP_SOLMANDIAG_E2E X

SMD_RFC
System

SAP_BI_E2E
SAP_SOLMANDIAG_E2E
SAP_SOLMAN_ADMIN X

SOLMAN_BTC
System

SAP_SM_BATCH
SAP_BI_E2E X

SAPSUPPORT

Dialog

SAP_BI_E2E
SAP_RCA_DISP
SAP_DBA_DISP
SAP_CV_DIS
SAP_EM_DISPLAY
SAP_SMWORK_BASIC
SAP_SMWORK_CONFIG
SAP_SMWORK_DIAG
SAP_SMWORK_SM_ADMIN X X

SOLMAN<SID><CLNT>
Dialog

SAP_SLD_ADMINISTRATOR
SAP_SV_SOLUTION_MANAGER
SAP_SATELLITE_E2E X

SMD_AGT System SAP_RCA_AGT_CONN X

CONTENTSERV System SAP_SOL_LEARNING_MAP_DIS X

SMDAGENT_<SID> System SAP_IS_MONITOR X X



Impact

Somebad practicescombinedwith broadŀǳǘƘƻǊƛǎŀǘƛƻƴǎΧ

Å In some cases profile SAP_J2EE_ADMIN was added. 

Å Common bad practice to assign a Z_RFCACL role ǘƻ ŀŎŎƻƳƳƻŘŀǘŜ ǘǊǳǎǘŜŘ wC/Ωǎ ǿƘŜǊŜ 
objects S_RFCACL and S_RFC have a *.

Å Some roles need to be tuned for customer specific situations. Again often a * is used.

Å The Solmanis often seen as a technical system, authorisations are therefore 
sometimes handled by the basisteam. 

Å See the SAP Security guide for all created users and roles.



Impact

SAP Solution Manager, right in the middleƻŦ ȅƻǳǊ ōǳǎƛƴŜǎǎ ǎȅǎǘŜƳǎΧ

Å The SAP Solution Manager is the heart of your SAP landscape andconnectsto the
other SAP systems 

Å Oftenseenas theΨ{ǇƛŘŜǊ ƛƴ theǿŜōΩ ƻǊ theΨ!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΩ ƻŦ {!t ƭŀƴŘǎŎŀǇŜǎ

Å Leavesthe entire SAP landscape at risk whencompromised. 

ECC

SRM

Hana

CRM

PI

Mob

BI

EP

Χ



Exploitation

(Combinedwith other Vulnerabilities) these users cando
Å Native SQL execution

Å SMB relay

Å OS commandexecution

Å Creatingnew SAP users

Å Retreivaland bruteforcingof password hashes

Å Etc, etcΧ

All leading to a Full business compromise!



Exploitation

Exploitation Example 1

Å Dialog user SAPSUPPORT / init1234

Å Has many roles, amongst which ZSAP_SM_SA38 Ą execute any ABAP program:

Å Use program RSSAA_CALLEXTERN to inject OS commands



Exploitation



Exploitation

ExploitationExample2

Å System user SMDAGENT_<SID> 

Å Exists not only in Solution Manager but also in

connected satellite systems!

Å Combines aremote enabled function module 

(/SDF/GEN_PROXY ) that acts as a wrapper to 

call local FM (/SDF/RBE_NATSQL_SELECT ) to 

executeSQL

Å RetreiveANY DB tablecontent. 

Å Pwhashes from USR02 -> bruteforceoffline



Exploitation


