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v ERP-SEC Introduction

HARMONMIZING BUSINESS AND SECURITY

Who is EREBSEC

Companyspecialisedn securing SAP systems and infrastructures
Regulampresenters on SAP Security

ResearchReported and credited fatozens of SAP vulnerabilities
Developer Protect48& SAP Certified Securignalyser for SAP™

SAP Development Partner

Our missions to raise the security of missigeritical SAP platforms with minimal
Impact on dagtocday business.

To o o o o Ix

Who am |

A Cofounder ERFSEC

A 15+ years background in SAP technology / SAP security (SAP basis)
A SAP security researcher, credited for 50+ found vulnerabilities

% Bl EeEc SAP°Certified

................ Powered by SAP NetWeaver®
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HARMONMIZING BUSINESS AND SECURITY

@ ERP-SEC SAP Security

Something about SAP security

A We see more awareness at customers for SAP security

A Going from awareness to action is still not the default

A SAP is working hard to improve security for years now
See for example the SAP Security Baseline

A SAP now also has a CSO

SAP Security Baseline Template

Version 1.8

The structure of the template is based on the SAP Secure Operations Map:

Security Security Auct - o Emergency
Compliance Govemance LI EEET) Concept
Secure Users and Authentication and Support Security Review
Operation Authorizations Single Sign-On Security and Monitoring

Communication

Sercure Confiouratinm Nata Securty

WWW.ERP-SEC.COM UTRDUPERS



HARMONMIZING BUSINESS AND SECURITY

¥ ERP-SEC SAP Security

Something about SAP security
A More customers start actively securing their SAP platform

A Still a large part of SAP running customers, especially the ones outside the Fortur
1000, lack basic security measures

A Recently conducted research by tRenemoninstitute (sponsored bnapsi$ shows
pc LISNOSy(d 2F adzNWSe@SR LINRPFSaaAazyl fa
breached an average of two times in the past 24 months."

A In 100% of our SAP Security assessments we found SAP default accounts.
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HARMONMIZING BUSINESS AND SECURITY

¥ ERP-SEC SAP Security

Whendoing{ ' t { SOdzZNA (& |aasSaaySyiaax
A Needless to say: Mostasyway in is still via: username & password
A Whoneedsbuffer overflows DEP/ASLBypasses, XSSQLivhen you haveredentials

Two big attack vectors ievery SAP system:
A SAP RFC gateway
A SAP Default accounts
(and from there RFC pivoting 0

A Hacking SAP systems often comes down to getting accessaiannt

A Sniff/ social engineer / phish for accounts
A Easiest option: Usa defaultaccount!!!
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w ERP-SEC Default SAP account:

HARMONIZING BUSINESS AND SECURITY

KnownSAP default accounts

RISK USER PASSWORD CLIENT REMARK

06071992 | PASS Hardcoded kernel user
IDEADM Almost all IDE8lients|Only in IDES systems

\ery HigDDIC 19920706 nnnsnnmE X |User has SAP ALL

_-__ Has rights to get password hash for SAP* fr¢
High EARLYWAT(SUPPORT USRO02 table and sometimes OS execution

PASSWORD / 000, sometimes A new default password as the old one was
Medium TMSADM  $1Pawd2& copied to others well known?

Can be used for informatiomtrievaland in
some cases for vulnerabilities where only
Medium SAPCPIC ADMIN 000,001 authentication is needed
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w ERP-SEC Default SAP account:

HARMONIZING BUSINESS AND SECURITY

Unknown SAP default accounts

Ve

[ SGQa YS3SiG a2YS8 ySy¢ ill-dsz] I OO02dzy i aF Y

RISK USER TYPE | PASSWORD| SOLMAN |SATELLI
nit1234 | x|

init1234
init1234
nit1234 | 0 0x |
nit1234 | x|
| HIGH |  SAPSUPPORT | Dialog |  init1234
nit1234 | x|
MED/HIGH ~ SMDAGENT_<SID> System | init1234 X X
MED CONTENTSERV ~ System |\ init1234 X

MED SMD_AGT System \ init1234 X

*Thelist does not include the more recent users like for example SM\SEM thagfe createdwvith a custom password
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v ERP-SEC

HARMONMIZING BUSINESS AND SECURITY

Default SAP account:

How do these users get created?
Everycustomer has a SAP Solution Manager.
TransactiorSOLMAN _SETWPI I N1 & &

SAP Solution Manager: Overview

ﬁ —

Initial Configuration Configurations
Status Descripfion
J Initial Configuration
Py Basic Configuration

Basic Configuration

System C

« Related Links

(@]
QX

AT NRa TF2NJ

]

Last Changed on Last Changed by | |
24052011, 21:57:14 SAPADM

10.03.2015 , 16:06:06 SAPADM

SAP Soluti c | LR
Demo
cnmai oo st SAP Solution Manager: Basic Configuration
ShP s Technical System: SSM:001 | Usemalge: SAPADM | System Type: ABAP
Praject Import Note Installation Check User Data Landscape Data Manual Configuration Automatic Configuration

Initial Configuration

Basic Configuration

Managed System Configuration

= Related Links

[ Change |4 Back || Continue || Save |

[ Mintain Connection || Maintain User |

Help

Provide logon information for the following use:

SAP Solution Manager Configuration S-User for SAP-Backend: * 5000
Demo

Default SAP GUI Settings Password: * svaves
Cerltra_l Log Setfings S-User for Communication: = S00062083
SAP Links

SAP Service Markeiplace
SAP Support Portal

SAP Help Portal P

assword: *

Solution Manager Administrator: *

Is Bl installed in a separate

Provide information for your Bl configuration

[] Client?

[] System?

Provide user information

System User:

SAP Support
Usermname

Pazsword: *
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Generate user, generate password

CONTENTSERY,

Generate user, generate password

SOLMAN_BTC

[TTTTTT Y -h

. |Generate user, provide password

SAPSUPPORT

[(TTTTYT YL -h

O TROOPERS




w ERP-SEC Default SAP account:

HARMONMIZING BUSINESS AND SECURITY

How do these users gatreated?
ClasCL_SISE__CONSTANGdi8ains default attributes for the password

Class Builder: Display Class CL_SISE _CONSTANTS
ook (B0 gt S HE o S P [i] & =locl Types [=Implementation = Macros Class documentation

Class Interface |CL_SISE CONSTANTS | Implemented | Active
Properties | Interfaces . Friends /nu]inm ]f Methods | Events . Types - Alases |

[ IFitter

Attribute Level \is... Re... Typing Acsociated Type Description

C_PSWD_INITIAL Consta..Public [] Type KUNCODE
1 -
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v ERP-SEC

HARMONMIZING BUSINESS AND SECURITY

Default SAP account:

Why do these users getreated?

A TheSARR f dzi A2y al yI 3SNI &dzLlL)2 NI &
| S

A 2KSYy
A {2YS SEIYLX Sa&
I Technical monitoring

I Data volume management
I Custom code management

a0SYyl NRA2Qa
2 F

~

~

NE | OGA QI GSR
a0SYlNAR2QAY

SAP Solution Manager Configuration: Overview
“» I

| Help

Personalize

EC|

System Preparation

Basic Configuration
Managed Systems Configurati...
EarlyWatch Alert Management

Technical Monitoring

IT Service Management

With SAP Solution Manager Configuration, you perform the basic SAP Scolution Manager and managed system configuration, az well as the configurafion of a range of scenarios. SAP Solution Manager
Configuration enables you to automate the configuration as much as possible, and provides a constant overview of the configuration progress.

& SAP Solution Manager Configuration scenarios are implemented as guided proced . Each io ts of several steps. A step groups a number of activities that can be performed fogether. An
fivity can be automatic, that is, the system can perform the activity, or it can be manual, that is, you have to perform the activity. For each acfivity, you can display documentation with detailed instructions.

Thy Ovenvisw shows the overall status of SAP Selution Manager Configuration.

Requirements

~

=

Change Request Management

Business Process Monitoring | SER pﬁos |
Business Process Change An... port 4 | | Show: | Al - | | [Expoi To HTML] | Refresh | Filter Settings
Measurement Platform Set Up Stalus | Upda... | Scenario | Last Changed at | Last Changed by Description =]
Data Volume Management i@ ] System Preparation 21.02.2016 15:17:49 SAPADM Preparation and Check of Solution Manager

Custom Code Management @ O Basic Configuration 21.02.2016 15:31:54  SAPADM Basic Cc ion of Solution Manag

Job Management

Service Availability Managem... |:|

rther Configuration / I :
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HARMONMIZING BUSINESS AND SECURITY

v ERP-SEC Default SAP Accounts

Wheredo they get created?
A Most user get created in Solution Manager,

A SMDAGENT_<SID> user also in satellite systems for Solution Manager Diagnosti
scenario

| SMD ADMIN | System | init1234 | @ 0x |
| SMDBIRFC | System | nit1234 | @ 0x | |
| SMDRFC | System | init1234 | x|
| SOLMAN ADMIN | Dialog | init1234 | x |

XX [X

| SOLMANBTC | System | init1234 | x |
| SAPSUPPORT | Dialog | init1234 | X | X
| SOLMAN<SID><CLNT>| Dialog | init1234 | x |
| SMDAGT | System | init1234 | @ 0x |
| CONTENTSERV._ | System | init1234 |  x |
| SMDAGENT <SID> | System | init1234 | X | X

X

X XXX [X
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w ERP-SEC Default SAP account:

HARMONMIZING BUSINESS AND SECURITY

Are thoseusers inmy system?
A If you ranSOLMAN_SETUiRst time 5 years ago or longer; chances are high
A 5S5SLIISYRAYI 2y O2yFATdzZNBR a40SYy | NkersQa &:
A Not in case of recent new installations
A Customers already run SAP Solution Manager for many years as SAP oishad
as mandatory for SAP support

. Maintenance Optimizer
p .
L - k '_ii' - )
; -~

Starting on 2007/04/02, all corrective software

packages* for mySAP Business Suite 2005 and
beyond will ONLY be available via SAP Solution
Manager's Maintenance Optimizer

Detailed information can be found at:
https://service.sap.com/solman-mopz

* Includes support packages (stacks)

© SAP AG 2007, Maintenance Optimizer/s ~ THE BEST-RUN BUSINESSES RUN SAP~ W
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v ERP-SEC

HARMONMIZING BUSINESS AND SECURITY

{2 K2g O0IFR A& GKAAX
A If those users exist with the default password? BAD!
A Some of these users have broad authorisations.

USER ROLE SOLMAN | SATELLIT

SMD ADMIN SAP_J2EE_ADMIN X
SAP_BI_E2E
sz 2l e SAP_SOLMANDIAG E2E X
SAP_BI_E2E
SMD_RFC SAP_SOLMANDIAG_E2E
SAP_SOLMAN_ADMIN
SAP_SM_BATCH
SAP Bl E2E
SAP_BI_E2E
SAP_RCA_DISP
SAP_DBA_DISP
SAP_CV_DIS
SAPSUPPORT SAP_EM_DISPLAY
SAP_SMWORK_BASIC
SAP_SMWORK_CONFIG
SAP_SMWORK_DIAG
SAP_SMWORK_SM_ADMIN
SAP_SLD_ADMINISTRATOR
SOLMAN<SID><CLNT> SAP_SV_SOLUTION_MANAGE
SAP_SATELLITE E2E
SMD AGT SAP_RCA AGT CONN
CONTENTSERV SAP_SOL LEARNING MAP D

SMDAGENT <SID> SAP_IS _MONITOR

SOLMAN_BTC
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v ERP-SEC Impact

HARMONIZING BUSINESS AND SECURITY

Somebad practicescombinedwith broadl dzi K2 NA &l G A 2 y & X

In some cases profilBAP_J2EE_ADMIN was added

Commonbad practice to assign a Z RFCACLIrde | OO2YY 2RI GS G0
objects S RFCACL and S_RFC have a

Some roles need to be tuned for customer specific situations. Again often a * is us

TheSolmanis often seen as a technical system, authorisations are therefore
sometimes handled by thieasisteam

See the SAP Security guideall created users anobles.

o Bo o Do I»

Security Guide for SAP Solution Manager 7.1
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v ERP-SEC Impact

HARMONMIZING BUSINESS AND SECURITY

SAP Solution Manager, right the middle2 ¥ @ 2 dzNJ 60 dza Ay Sa a

A The SAP Solution Managettie heart of your SAP landscaped connectsto the
other SAP systems

A Oftenseenasthe W{ LIA BIENS A@hePINDG A IS 5ANBOG2NEQ

A Leavesghe entire SAP landscape at righen compromised

C
Technical Inffastructure\after SOLMAN_SET}F
SAP Solution Mapfiger and Managed Jystem N\
lana
e olly, || ABAP
7 Java \‘

SAP SAP Solution Manager

ﬁgg
i

+ CRORS

i J
\ introscope Enterprise "’“’y' @ @ ‘
\ /
\ V4

N—
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¥ ERP-SEC Exploitation

HARMONMIZING BUSINESS AND SECURITY

(Combinedwith other Vulnerabilities) these usersando
Native SQkexecution

SMBrelay

OScommandexecution

Creatingnew SAP users

Retreivalandbruteforcingof passwordchashes

Etg etcX

To o To T Io Do

All leading to a Full business compromls
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w ERP-SEC Exploitation

HARMONMIZING BUSINESS AND SECURITY

Exploitation Example 1
A Dialog user SAPSUPPORT / init1234
A Has many roles, amongst which ZSAP_SM_8A&8cute any ABAP program:

SLP SM SA38 OOm Transaction SA3E for Service Delivery
X ©oOm Standard Cross-application Zuthorization Objects
[El—ILOOI E‘e As Standard Transaction Code Check at Transaction Start

E oom 5 Standard Transaction Code Check at Transaction Start

&4 Transaction Code Sh38

—E= 0Om Maintained Basis - Development Envirconment
= oom E‘B As Maintained ABAP: Program Flow Checks

&= oom 5, [ Maintained ABAP: Program Flow Checks

* /’ User action RABAP/4 program Execute ABAP program
* /’ Muthorization group ABAP/4 pro *

A Use program RSSAA CALLEXTERN to inject OS commands

External Call
(&
-
COMMAND II_Emr
PARAM |f5bin,l"r|’c0nﬁg
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v ERP-SEC

HARMONMIZING BUSINESS AND SECURITY

TS SAP Logon 740

Exploitation

|Lnggn WVariable Logon. |D fﬁ‘EﬂﬂE@

+ 3 Favorites HName
+ [3 shortcuts [z, 55M (001)
~ [ Connections
- [ sithL
- BTy
- 3 Trooper#15
- Eua

SID Group/Server
55M 192.168.181.128

Router(s)

[ CamStudie - b
Flle Region Options Tools Effects View Help

U LIELEE

CamStudio

Open Source

Press the Stop Button to stop recording
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HARMONIZING BUSINESS AND SECURITY

Exploitation

Exploitation Example2

A
A

To I

System user SMDAGENT_<SID>

Existanot only inSolution Manager but also in
connectedsatellite systems!

Combines aemote enabled function module
(/SDF/GEN_PROXthat acts as a wrapper to
call local FM @DF/RBE_NATSQL SENECT
executeSQL

RetreiveANY DBable content.

Pwhashes from USRQ2 bruteforceoffline

WWW.ERP-SEC.COM

B Select CAWINDOWS\system32\cmd.exe - m} hs

G:\UserssJorisnCloudStation~Cloud§tationNERP-S8EG DocumentensPresentations 2016 _T
roopersitle e \Puython2bMpython.exe READ_USRB2_UIA_SMDAGENT _SID.py

Host: [192.168.2.191192.168.2_34

Sywtem numhe}.

[SHDRGENT _88M]
rd: [init12341
- 'RESULT": [{'GONTENT’: ’“xef\xbbxhf{?xml version
tabap xmlnz:asx="http:  uuw._sap.comn/abapxnl" s i0 vali
DF_-RBE_NATSQL_SDD_FIELD><POS>1</POS ><TABNAME>USRA2< ~TABNAME >< FIEL)|

2 »15</8CRLEN2 >{SCRLEN3 >28< /§CRLEN3 >{FIELDTEXT >Password Hash Key<{/FIELDTEXT>»{REPT
EXT)PassuuPd(/REPTEXT)(SCRTEHT S)/(/SCRTEHT _S><SCRIEXT_M>Initial passwurd{/SCRTEX
M><{SCR jal password >CKEYFLAG >{LOWERCASE/>{MAG/ ><{GENKEY /|
(NOFORREY/)(URLEKI/)(NORUTHCH/)(SIGN/)(DYNPFLD)H(/DYNPFLD><F4RURILRBL/)(COHPTYPE
>E</COMPTYPE ><LFI ELDNAME>BCODE{/LFI ELDNAME>{LTRFLDDIS ~>{BIDICTRLC/>{/_—SDF_—RBE
NATSQL_SDD_FIELD>< UALUE>< asx:values>{s/asx:abap>’', 'TYPE': 'h

*. 'NAME’: ’FIELD_INFOS
ALUE’: "', {*CONIENT’: *’, *TYPE': 'I

‘. 'MAME’: 'RC ‘., 'UALUE’: '@ '}, {'CONTENI®
H '\xef\xhh\xbf(7xm1 versio i b “n{asx:abap xmlns:as ht t|
p://wuwu.sap.com/abapxml" version -8 alued)(UnLUE><1tam)ﬂ FLAGZ___
[FEERBAORBAN0N. < iten><{item>DDIC, B7F6EE4373E1D28C. {/item>{iten>SAP*,E

CAE, </item><item>SAPADM, 1659EDRAF72C8879 . C /item><item>SAPCPIC, 7D806C248FAIR13D, <
/1§sm)(1tem)SHTHSSH,4217E7EFR@823356.(/}tem)(lten)SH SSH,576031D061446971.(/}tem

CF?3C?7BDE72615E (/1tem>(1tem)CONTENTSERU 166ECI5DBBZE31EY . {/ite

. BPF6EE4373E1D28C, < /iten><item>J2EE_ADMIN, ZANFDDI 29 FAFC204, < item>< il

item>J2EE GUEST HABERBRERAREAREAA, </ iten>{ iten LM HEVTIREL CAE. < /item>{iten>|
SAPADM, 1659EDGAT?: 879.(/1tem)(1tem>SHPCPIC.?DSBEGZ4BFB3S13D,</1tem>(1tem)SRPJS
F.4098301AE46AEL64, < iten>{item>SAPSUPPORT . B8D6DBYE4E4A2DBA . < item>{item>SLDAPIU
SER. SCBEEEIZEBTQD B8, {sitem>{item>SLDDSUSER. 2FHR3EISSCEEEGCB {/item>{item>SMB_SS

. COFFEE@R@BRA0ARA, </ iten>< item >EARLYWAT CH , BDSE494D3ECBFSE2, < /item)]
Kitem>SAPx, DARFF4276DA1E208, < /iten>< VALUE>/asx:ualues < /asx: abap>’ ., TTEPE? : ' My

*, *NAME’: *RES_TAB
*. 'UALUE’': ‘"3, {*CONTENT’: **, ‘TYPE’: ‘I

*NAME” = He Y. fuALl
*32 *>. {’CONTENI’: *’., ‘TYPE" *1

’. ’HAME’ = ’RUNTIME . 'UALUE’: ’B@ ’3. <'CONTENT’:
b, oTyPES:

*. HAME’: ’SQL
| CODE ¥, {"CONTENI’: *’, ’*TYPE

‘. 'MAME’: ‘SqQL_MESSAGE
*. 'UALUE 211

C:\Users~Jori loudStation“CloudStation~\ERP-SEC\DocumentensPresentations~2816_T|
roopersitls
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