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And Now For Something Completely Different

Let's talk about real world virtualization security
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What should I evaluate?

« What is the added risk [WITAR] if I port
my infrastructure to a virtual one?

=WITAR if I expose the interface to the
Internet?

=WITAR if I let/user run their virtual
machines on my system?

= WITAR if I administer the infrastructure
- through my internal network?
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Introducing VASTO
=\/irtualization ASsessmént’if{i'ooIkit
=By /me and Paolo Canaletti

= First beta released today after the talk

= A weaponized set of Metasploit modules

=0Open source penetration test framework

=De-Facto standard
- =Ruby-based, [33t...

By the way, with a mascotte like this one people are going to be frightened...

! \ what about a dog?
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@ . SHODAN - Computer Search Engine - Mozilla Firefox
File Modifica Visualiza Cronologia Segnalibri  Strumenti  Aiuto

Gln«v' e &J {J} Ce)|http://www.shodanhq.com/’?q=esx

7, SHODAN - Computer Searc... x _ Welcome to VMware ESX Serv... = | Welcome to VMware ESX Serv... % s, Caricamento in corso...

SHODAN SearchDirectory Help Bl

Computer Search Engine

Options

» Top countries matching your search  United States

United Kingdom
Australia
Netherlands

82.198.251.17 HTTE/1.0 200 OK
L"i“i""’efe"l' 24- . Date: Mon, 1 Mar 2010 15:57:21 GMT

- Content-Type: text/html
Content-Length: 3155

phr-vmw-

esx-04 synetrixsecurestore.com

216.11.7.1?_ B HTTP/1.0 200 OK

R S AR Date: Fri, 26 Feb 2010 00.46:25 GMT

o= Server: ESX-Web-Server/1.3.3 (Win32)
Last-Modified: Tue, 23 Jul 2002 21: 58:40 GMT
ETag: "0-aa4-3d3dd190"
Accept-Ranges: bytes
Content-Length: 2724
Content-Type: text/html




" : S H O D A N Search Directory  Help

O Computer Search Engine

Options

» Top countries matching your search  United States

European Union
Taiwan, Province of China
Poland

8.21.1724 HTTP/1.1301 Moved Permanently

é“’ RSN Date: Fri, 6 Nov 2009 07 40: 50 GMT

=" Location: https://ESXi-SERVER- 1 localdomain/
Connection: close
Content-Type: text/html

Content-Length: 56
<HTML><BODY><H1>301 Moved Permanently</H1></BODY=></HTML>
195.205.60.2 HTTP/1. 1301 Moved Permanently

:m d on 08.11.2000 Date: Fri, 6 Nov 2009 12:58:31 GMT
Location: https://esxi. inm net. pl/




SHODAN

Computer Search Engine

vmware

Search Directory  Help

Options

» Top countries matching your search  United States

93.175.185.16
Linux recent 2.4

Added on 24.02 2010

vmware-16. virtualdatacenter.nl

93.175.185.15
Linux recent 2.4

Added on 20.02.2010

Brazil
France
Switzerland

HTTP/1.0 301 Moved Permanently
Date: Wed, 24 Feb 2010 17:22:34 GMT
Location: https://93.175. 185. 16/
Connection: close

Content-Length: 0

HTTP/1.0 301 Moved Permanently
Date: Sat, 20 Feb 2010 21:05: 16 GMT
Location: https://93.1765.185. 15/
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Client Server
| |
I 1
GET /client/clients.xml
»
1 Autoupdate URL
RetrieveServicelnstance
2 L
Servicelnstance
RetrieveServiceStatus
»
3 Status
GET /client/clients.xml
4 |
Autoupdate URL
Login




<ConfigRoot>

| 3 <clientConnection id="0000">

<authdPort>902</authdPort>

<version>3</version>

<apiVersion>3.1.0</apiVersion>

</clientConnection>

</ConfigRoot>




<ConfigRoot>

<clientConnection id="0000">

| <authdPort>902</authdPort>

<version>3</version>

<apiVersion>3.1.0</apiVersion>

</clientConnection>

</ConfigRoot>

PS: yes, you might also get the password if you do MITM
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vvnat about the other clients?

_
2

=\/Mware Converter Client

=Doesn't check SSL certificates - MITM
=\VMware Server 1.x

= Doesn't check SSL certificates - MITM
= 0Open Xen Center

=Goes on HTTP (!)
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Kyle Bassman; Re: XenCenterWeb? '@ Reply

Posted: Jul 29, 2009 11:08 AM

‘ 0 users found this post useful
Posts: 167 % in response to: Christopher Ca...

| noticed it was gone as well. You all should correct the security flaws and re-release it.
Its an awesome interface, and | can admin my Xen Farm from my Blackberry.
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Version 50 by Joel Version 51 by Joel
Stocker Stocker
on Apr 28, 2009 11:52. on Jun 08, 2009 11:09.

<< Changes from 49 to 50 Changes from 51 to 52 >>

There are 1 changes. View first change.

h3. Overview

The XenServer Resource Kit is comprised of tools and utilities to help administrators streamline the deployment a
this page as they become available.

{section}{section}{div:style=padding:3px;background-color:$#EEEEEE; layer-background-color:#EEEEEE}

h3. {color:$#00549f)Web-Based Console for XenServer{color}

{div}

This tool is a web interface developed with the XenServer SDK and can be used for managing a XenServer environmen
rights to multiple administrative users.
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\\ !btn_search.png! *Virtual Appliance:* Download the Virtual Appliance [here|http://www.xentube.com/xencenterweb
&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &énbsp; &énbsp; &énbsp; &énbsp; &énbsp; &énbsp; &énbsp
&nbsp; &nbsp; &nbsp; &nbsp; &énbsp; &nbsp; &nbsp;&nbsp; [MDS Checksum|”XenCenterWeb Virtual Appliance.mdS]
!btn_search.png! *Documentation:* Download the Setup Guide [here|”XenCenterWeb Virtual Appliance Setup.pdf]
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\\ {div:style=padding:3px;background-color:#EEEEEE; layer-background-color:#EEEEEE}

{color:#00549f}XenApp Server Virtualization Test Toolkit{color}
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= 'QEI ROOPERS

Trojanizing VMs

= Even with direct access' to the machines,
it's non-trivial '
= Custom disk formats - VMDK, VHD

*Hard to access without breaking the disk
layout

=We do have proprietary libraries we can use

= Bottom line: even one access to the VM
lirary means losing the infrastructure!
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