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Intro 

• AF Cyberspace Operations Officer 

• Germany 

• AF ISR Agency 
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The opinions and statements expressed by 
Robert M. Lee are his own and do not represent 
or constitute an opinion of the United States 
Government, Department of Defense, or AF.  



Takeaways 

• Lessons Learned from Airpower 

• Interim Years of Cyberspace 

• Cyber Capabilities vs FUD 

• Sphere of Influence 

 



Lessons Learned from Airpower 



Interim Years of Airpower 

• Time between WWI and WWII 

• Airshows and developments 

• Advocates and pioneers 



The Bomber Always Gets Through 



Vectored Approach 



Capabilities can = Statements 



Blur the Lines of War 



Education and Tactics 



Aspects of the Interim Years of Cyber 



Interim Years of Cyberspace 

• Cyber capabilities for multiple decades 

• Nation-states testing capabilities/strategies 

• Non nation-state actor involvement 

• Ongoing nation-state operations 

 



“I can tell you that as a 
commander in Afghanistan in the 
year 2010, I was able to use my 

cyber operations against my 
adversary with great impact.  I 
was able to get inside his nets, 

infect his command-and-control, 
and in fact defend myself against 
his almost constant incursions to 
get inside my wire to affect my 

operations.” 
- Marine Lt. Gen. Richard P. Mills 



“The reality is that there is the 
cyber capability to basically bring 

down our power grid to create…to 
paralyze our financial system in this 

country to virtually paralyze our 
country.” 

- US Secretary of Defense Leon 
Panetta 
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Important Issues During Interim Years 

• Understanding/deciding authorities, legalities, 
definitions, and limitations 

• Military, commerce, social media, etc. roles 

• Internet privacy concerns and rights 

• Regardless of your views on the subject 
matter this is a critical time for cyberspace 



Civ-Mil Sharing 

– Varied expertise focused 

– Innovative solutions and 
revolutionary ideas 

 

– Threat Intelligence 

– Protection of basic rights 
and principles  

 



The Seriousness of the Future 



Realism vs. FUD 





Buy My *Insert Latest Tech of Day* 

• Not all technologies are created equally 

– “It’s easy to install and practically protects the 
network itself!” 

• Attackers do their homework, defenders must as well 

• Plenty of people make a business on FUD 

• Are there really this massive spike in “APT”? Is this 
something new? 



More Threats or Better Analysts? 

Education, tools, & skill increases = More Discoveries 

Nation-states testing capabilities = More Threats 

 



“In the last two years, DoD has made 
significant investments in forensics to 
address this problem of attribution, 
and we’re seeing the returns on that 

investment.  Potential aggressors 
should be aware that the United States 
has the capability to locate them and 

to hold them accountable for their 
actions that may try to harm America.” 
- US Secretary of Defense Leon Panetta 



Capabilities We Know Of… 

• Bronze Night – 2007 

• Aurora - 2009 

• Stuxnet – 2010 

• DuQu – 2011 

• Flame – 2012 

• Shamoon – 2012 

• APT1 (Mandiant Report) - 2013 

 



Nation-State Weapons 

• Not single purposed 
– UAVs/F16s/F35s/etc  

– Multiple payloads  

– F35 features include:   
“ground attack, air defense missions, and 

reconnaissance” 



“The Air Force is pursuing cyber-
methods to defeat aircraft”  

- Gen. Norton Schwartz 

“The Russians and the Chinese have designed 
specific electronic warfare platforms to go 
after all our high-value assets.  Electronic 

Attack can be the method of penetrating a 
system to implant viruses.” 

- Deputy Secretary of Defense Ashton Carter 



Hypothetical Attack Scenario 



Industrial Factory 

Industrial Control Systems 

Certificate Authorities 

University/Corporate Research 
Laboratories/AV Companies 

Information 
Stealing 

Cyber Espionage 



Satellite Communication Network 

Key Internet Nodes/ISPs 

Key Electrical Power Grids 

Cyber Attack 
Disruption of 

Communication 



Nation vs. Nation 
Non Nation vs Nation 

Military Conflict 

Coastal Defenses 

Missile Radar/SAM 
Sites/Warning Systems 

Mobile C2 and 
Attack/Defense A/C 



Your Role 

• Education must be the 
long term goal 

• Communicate to 
leadership in their 
terms 

• Use your Sphere of 
Influence 







• hackINT (Hacking Intelligence) 

• Started April 2012 (official 501(3)© Jan 2013) 
– “Cyber professional shortage” but why? 

– Inspired by Salman Khan, Johnny Long, and others 

• ~200 DoD students trained in Germany 

• Free online classes (Youtube + Website) 
coming in Summer/Fall 2013 
– Focuses on: Forensics, Intelligence, Hacking, Defense 

 



Conclusion 

• Apply lessons learned from airpower 
– Military plays a role learn from its past 

• Need to prepare during the Interim Years  
– Not going to get easier 

• Security AND Privacy 

• Must work together 
–  govt/civ/hackers/etc 

– Making the domain darker is not a victory 

• Education is a major long term strategy 
 

 



Questions? 

There is nothing more difficult to take in hand, more perilous to 
conduct, or more uncertain in its success than to take the lead in 

the introduction of a new order of things. 
 

— Machiavelli 

 

My latest papers:  
“The History of Stuxnet: Key Takeaways for Cyber Decision Makers” 

Found at: www.afcea.org/committees/cyber/documents/TheHistoryofStuxnet.pdf 
 

“The Interim Years of Cyberspace” 
Found at: http://www.airpower.au.af.mil/digital/pdf/articles/Jan-Feb-2013/F-Lee.pdf  
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