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IPv6 is on your box!

5

4 Propiedac
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And it works!: ipconfig

Adaptador de Ethernet Conexidén de &rea local:

Sufijo DNS especifico para la conexidn.

Uinculo: direccidon IPv6 local. . . : fe8@::f47c:d2ae:h534:40h2x11
S 192.168.1.2084

Dirveccion IPv4. . . . . . . . . . . .
Mascara de subred . . . . . . - .
Puerta de enlace pledetern1nada olleh =
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255.255.255
192.168.1.1

.8
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And it works!: route print

r

IPve Tabhla de enrutamiento

RButas activas:
Cuando destino de red métrica Puerta de enlace
386 ::1.-128 En vinculo
261 feBA::/64 En vinculo
261 feBB:-:5488:6a23:31ef 3585128
En vinculo
386 ffAA:: .8 En vinculo
261 FfAA:: /8 En vinculo

Hutas persistentes:
Minguno
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And it works!: ping

h:\UsersHuser}ping —a 192.168.8.1

Haciendo ping aj seprver [192 1EB B.11)con 32 hytes de datos:

Respuesta desde L e tiempo=1ms TTL=128
Hespuesta desde 172. 1EH E 1 hyte& =32 tiempo<im TTL=128
Respuesta desde 172.168.8.1: bhytes=32 tiempo<im TTL=128
Respuesta desde 172.168.8.1: bhytes=32 tiempo=3ms TTL=128

Ezstadisticas de ping para 192.168.8.1:
Pagquetes: enviados = 4, recibidos = 4, perdidos = A
(A perdidosd.

Tiempos aproximados de ida v vuelta en milisegundos:
Minimo = Bms,. Maximo = 3ms, Media = ims
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And it works!: ping

E:\Usershuser}ping SEPrvVer

aciendo ping alserver [feBW::LdB6:-f13f: dchi 27%ax121jcon 32 bytes de datos:
Rezpuesta desde - [E 1EmMpo=1ms

Rezpuesta desde PEEE :5dBA6:f13f :dchl: 2?9&!12- tiempo<im
Rezpuezta desde feB@::5dB6:-f13f:dchl:272ax12: tiempo<lim
Rezpuesta desde feBW::5dB6:=f13f:dchl:272ax12: tiempo<lm

Estadisticas de ping para fe8B::5d406:f13f :dchl:27%ax12:
Paguetes: enviados = 4. recibidos = 4. perdidos = @

B perdidos).

Tiempoz aproximados de ida vy vuelta en milizegundos:
Minimo = Bms,. Maximo = ims, Media = Bms
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Te80: :f47c: dZaE b534 :40b2 FFOZ (13

TROOPERS 20013

LLM®MR
LLMRMER.

LLMRMR,

LLM®MR.

standard

63 standard

02 standard

QuUery A sry
QuUery A Sry

QLErsy
QUEry

LA168.1. 202

rP'pDﬂ:e A 192.168.1.202
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And it works!: Neightbors

Ic:\Userssuser>netsh interface ipvh show neighbors

Direccion de Internet

Direccion fisica

Tipo

fefB:-:49c1:a835:2559::63ee
fef@::5dB6:=F13Ff :dchl::279a
ador>

ffa2:=:2
ffA2:-:c
ffA2::16
ffa2:-:1:2
ffA2:-:1:3

FFAZ::1:ff57:63ee
ffA2::1:ffef 3585
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A8-15-5d-5a-17-83
A8-15-5d4-5a-17-85

33-33-80-B0-B0—-A2
33-33-88-B8-88—-Hc
33-33-88-A8-88-16
33-33-88-81-88-82
33-33-88-A1-88-83
33-33-ff-59-63-ee
33-33-ff-ef-35-85

Accesihble

Obsoleto <Enrut

Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
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ICMPv6

* No ARP
— No ARP Spoofing
— Tools anti-ARP Spoofing are useless

* Neighbor Discover uses ICPMv6
— NS: Neighbor Solicitation
— NA: Neighbor Advertisement
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NS/NA

w Adaptador de escritoric Intel(R) PRO/1000 MT  [Wireshark 1.6.0 (SVM Rev 37592 from /ftrunk-1.6]]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

BB aaa

2o 2 ' = X
Filter: Expression...

Destination
== == == ==

Mo, Time Source
0,0, 0,0

LEr'lgth Info

20001::1:2 2001::1:1 ICMPVE 86 Neighbor Advertisement 2001::

Chno Lping) request 7a=UxXUIH
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NA Spoofing

waebic s bic Prokocil Length 'Info
fedd: :fo95c:h7cieasd i daff ICMPY G eighbor Advertisement
esl T4 ,Crdlaerbasd 400, ICMPWE 5 pedghbhar ady isement
LLMMR tandard ¢ f
LLMMR tandard
e:h534 :40h2 LLMMR. : tandard

LLMpR 3 Standard y L
Zae:h534 :40bh2 LLMMR 102 standard guery respons:
ICHMPWYE Destination Unreachably

Add :

ption (Tar
sper Target 1ink

Length: 1 (8 by

TROOPERS 20013

64



NA Spoofing

QC~sp7~C =«

fTeRl: :(fosc:h7cieasd :d3ff feldd::f47c:d2ae

:h534 14 0h2 ICMPW G 86 Meighbor advertisement

LLMMR
:h534 14 0k2 LLMMR: i dard guery
LLMRR: 63 standard gueary :
1:f dZ2ae:b534 :40k2 LLMMR: Standard query respons
fohcih?chieasd (diff ICMPWE Destination uUnreachahkT:
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Evil FOCA

MITM IPv6 MITM IPv4 DoS IPv6 DoS IPvd
DHCP ACK Injection

ARP spoofing | DHCP ACK Inj

- This computsr acts as a rogue

address as pats

Active

Attacker default g

feB0 =

Nuevo libro:
Metasploit para Pentesters

Cémpralo ya!
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Demo 1: Mitm using NA Spoofing
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ICMPv6: SLAAC

o Stateless Address Auto Configuration
* Devices ask for routers
* Routers public their IPv6 Address

* Devices auto-configure IPv6 and Gateway
— RS: Router Solicitation
— RA: Router Advertisement
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DNS Autodiscovery

[, |

oy |

quUEry

quUEry
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And it works!: Web Browser

'.,;3_} about:config - Meozilla Firefox

Archivoe Editar Wer Historial Marcadores Herramientas

about:config x| 4
* about:config
Buscar:  ipvi

Mormbre de la preferencia +  Estado Tipo Valor

network.dns.disablelPvi predeterminado ldgico false
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Windows Behavior

e IPv4 & IPv6
— DNSv4 queries A & AAAA

* |Puv6 Only
— DNSv6 queries A

e |Pv6 & IPv4 Local Link
— DNSv6 queries AAAA
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DNS64 & NAT64

IPv4

WEB
NAT64 =z SERVER

~ - B 192.0.2.1
SYN 64:ff9b::c00:201 _ - v |

-
-

DNS64

AAAA 64:ff9b::c00:201 A 192.0.2.1
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HTTP-s Connections
e SSL Strip

— Remove “S” from HTTP-s links

e SSL Sniff
— Use a Fake CA to create dynamicly Fake CA

* Evil FOCA does SSL Strip (so far)
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Demo 2: Windows behavior
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Demo 2: hachetetepé dos puntos
SLAAC SLACC

TROOPERS 20013

64



IPub Address.
IPv6 Address.
IPu6 Address.
IPu6 Address.
IPu6 Address.
IPuv6 Address.
IPv6 Address.
IPv6 Address.
IPvb Address.
IPv6 Address.
IPv6 Address.
IPv6 Address.
IPv6 Address.
IPv6 Address.

TROOPERS

SLAAC D.O.S.

f:\windous\system32>ipconfig
!

20013

Connection—-specific

indows IP Configuration

DNS

Suffix

. LI I Rk ORA LI I ) . .
LI I O SN P HEE BN . - JNEE
A N LT
(LR LB L B L L L L L L L L L

Ethernet adapter Local Area Connection:

localdonain

4:1:1:0:156d:9e7e:48d3 :704e
B:156d:9e7e:48d3 :784e
:156d:9e7e:48d3 : 704e
:156d:9e7e :48d3 :704e
156d:9e7e :48d3 :704e
156d:9e7e:48d3:704e
156d:9e7e :48d3 : 784e
156d:9e7e:48d3:704e
156d:9e7e :48d3:704e
:156d:9¢7e¢ :148d3:781¢
:156d:%9e7e:48d3:784e
:156d:9e7e:48d3:784e
:156d:9¢7¢:148d3:784¢

1
1
1
1
1
1
1
1
: 156d:9e7e :48d3:784e

2
3
1
5
6
?
8
9
1
1
1
1
1

A:1
1:1
2:1
3:1
4:1

64



Conclusions

* |Pv6 is on your box
— Configure it or Rill it (if possible)
* |Pv6 is on your network

— IPv4 security controls are not enough
— Topera
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Conclusions

FEAR (the EVIL) FOCA!
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Thanks to

 THC (The Hacking Choice)
— Included in Back Track

— Parasite6
— Rediré6
— Flood_router6

* Scappy
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interface ethl

AdvSendAdvert on;
AdvOtherConfigFlag on;
MinRtradvInterval 3;
MaxRtradvInterval 10;

prefix 2001::/64

{
AdvOnLink on;
Advautonomous on;
AdvRouteraddr on;
+i
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Ouestions?

chema@informatica64.com
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