The Truth About
Outsourcing [In]Security




Disclaimer

This Presentation is intended for educational purposes
only and do not replace independent professional
judgement. Statements of fact and opinions expressed
are those of the presenter individually and, unless
expressly stated to the contrary, are not the opinion or
position of my employer or the conference sponsors. No
warranties or guarantees are implied or otherwise in
effect. The speaker assumes no responsibility for the
content’s accuracy or completeness of the information
presented. Have a nice day.




Outsourcing Defined

“Outsourcing is the practice of
utilizing 3rd parties to perform
business functions once performed
by internal entities.” - BKF 2010




Types of Outsourcing

* Augmenting Expertise (Consulting)

% Hosting

* Managed This & That

* Application Development (Offshoring)
% Applications As A Service (ASP)

% Total IT (Partnering)




Our Focus - Partnering

% Total IT Outsourcing: The practice of using 3rd
parties to deliver all Information Technology
services; Network, Application, Compute, Storage
and End Point.

TWO PATHS:

* Organic - Measured, Planned & Strategic
(Natural Evolution)

% Big Bang - (“Instant Gratification”)




Big Bang: The Players

% Organizational Leadership
* The Vendor(s)
* The Subject Matter Expert (SME)

* End Users
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\Viotivation by Actor

Organizational Leadership
% Reduce Cost = Force Reduction
* Simplification

% Shareholder Value

* Transfer Risk







\Viotivation by Actor

The SME’s

% Status Quo
* “Quality”

% Self-Preservation




\Viotivation by Actor

End User

% Positive User Experience (Transparent)
% Cost Effective (Value For Money)

* Relevant & Expansive Service Catalog (Choice)




Stages of “Partnering”

* Pursuit
*As Is Where Is
* Transformation

* Business As Usual




The Pursuit







Transformation




Business As
Usual
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* Policy Lifecycle Management

Many Have Signed SLAs with Their Service Providers

3% 5 - -
When it comes Yo SLAs, 48% of erter
i set sign SLAS with their service pros

only 2% say they intend 1o. More enl
o Bave signed SLAS wilh MTNL 2ed e
BSNL. Emerprises feel the service pe
Plansing the SLA requiremeat 5 commitied b

b 2ad ensuring network svailabisey

ONERALL SNL I NRTEL VSHL
s Wl W s nse

MTTR in Minutes
In Time Between Failures) (Mean Time to Repair)

k Assessment + Self-Assessments
k Scores + Technical Controis
k Monitoring & Analysis * Business Process Contrg

MINC  ARRTEL  VSAL BSNL MINL A SN MINL  AWRIEL
k Mitigation ¢ Integrated Compliance §

s the highest snd number of repeat trouble 13 the lowest i Alrted which coefd have resulted the highest satsstaction i oveeall sassiacti
mong a other servioe providers

WHY OUTSOURCING GOES BAD




THE DECK IS STACKED AGAINST YOU




Be An Impact
Player




The Pursuit

* Request For Proposal
(RFP)

* |n the beginning there
was the contract...
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“As Is Where |s”

* Contractual
Obligations

* Discovery
* Project Management

* Regulations, Policy,
Practices and
Standards

* “Service Catalog” ABSOLUT CHAOS.




Transformation

% Agile Security and
Relevant Risk
Management

* Reporting & Metrics:
“The Truth Will Set
You Free”

* Alternate
Compensating

Controls




Business As Usual

. rusted Advisor

* Constant Improvement

% Control Optimization
and Alignment

* Advanced Threat
Intelligence

Creature — Human Advisor = B

Your maximum hand size is increased
by two
* BUS|neSS Intelllgence Ml At the beginning of your upkeep,

returm a blue creature you control to its
owner's hand.,

W Some of Mmameo's sindents daimed he tas
% Become A...

W as old as the knowledge he dispensed
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