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FDA, facing cybersecurity
threats, tightens medical-
device standards
By Lena H. Sun and Brady Dennis, Updated:
Thursday, June 13, 9:01 AM

The Food and Drug Administration is tightening standards
for a wide range of medical devices — from fetal monitors
used in hospitals to pacemakers implanted in people —
because of escalating concerns that the gadgets are
vulnerable to cybersecurity breaches that could harm patients.

Increasingly, officials said, computer viruses and other malware are infecting equipment such as hospital
computers used to view X-rays and CT scans as well as devices in cardiac catheterization labs.The security
breaches cause the equipment to slow down or shut off entirely, complicating patient care. As more devices
operate on computer systems that are connected to each other, the hospital network and the Internet, the
potential for problems rises dramatically, they said.

“Over the last year, we’ve seen an uptick that has increased our concern,” said William Maisel, deputy
director of science and chief scientist at the FDA’s Center for Devices and Radiological Health. “The type
and breadth of incidents has increased.” He said officials used to hear about problems only once or twice a
year, but “now we’re hearing about them weekly or monthly.”

The FDA, in an effort to reduce the risks, for the first time is directing device manufacturers to explicitly
spell out how they will address cybersecurity. On Thursday, the agency issued draft guidelines that, when
finalized later this year, will allow the agency to block approval of devices if manufacturers don’t provide
adequate plans for protecting the gadgets and updating their security protections over their commercial
lifetimes. The FDA is also issuing a safety communication to manufacturers and hospitals.

The Department of Homeland Security, which is working with the FDA to reduce these vulnerabilities,
recently received reports from two researchers that found potential weaknesses in 300 medical devices
produced by about 50 vendors, an official said. The department also is planning to release an advisory on
medical devices Thursday.

Government officials and patient safety advocates say they do not know of any cases in which patients have
been directly injured because of a device compromised by a computer virus. And there is no evidence any
implantable devices have been corrupted by viruses or other malware. Nor is there evidence that hackers have
deliberately targeted a hospital network or medical device for malicious cyberattacks.

2013
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Semmelweis to Software Sepsis
1.   Implantable medical devices should be trustworthy 
2.   Improved security will enable medical device innovation

6

Dr. Ignaz Semmelweis  
1818-1865

Dr. Charles Meigs  
1792-1869

Physicians 
should their wash 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.
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What are the benefits of 
software in medical devices?
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Benefits of Medical Device Software

8

“Recent reports show 
improvement over 
the earlier model 

mechanical hearts”

ComputerJuly 19, 2010

Source: NY Times, Thoratec
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Without software,  
many medical treatments 

could not exist.
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Medical Devices 101: 
A 10-minute residency 

“Nurse, get on the Internet, go to 
SURGERY.COM, scroll down and click on 

‘Are you totally lost?’ icon.”
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Networking + 
Wireless !

Photos from: 
Medtronic



Photo by Kevin Fu @ Medtronic museum
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Wireless Makes Everything Better?
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Eliminative 
induction: variety of 
reasons for doubt  
(Baconian thinking)  
- John Goodenough
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“Safe, secure, and reliable wireless 
medical device systems require...  

focus on wireless performance, 
security, and EMC.”!

-Don Witters, FDA CDRH
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> Energy spent on radio & 
computing, etc. 

overhead!

< Energy  
for pacing!

Pacemakers: Regulate heartbeat
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How Much SW in Medical Devices?
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! 1983-1997 
" 6% of all recalls attributed to SW  

! 1999-2005 
" Almost doubled: 11.3% of all recalls attributed to SW 
" 49% of all recalled devices relied on software (up from 24%) 

! 1991-2000 
" Doubled: # of pacemakers and ICDs recalled because of SW 

! 2006 
" Milestone: Over half of medical devices now involve software 

! 2002-2010 
" 537+ recalls of SW-based devices affecting 1,527,311+ devices
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Overconfidence in Software
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``...the machine could not 
possibly over treat a patient 
and ... no similar complaints 
were submitted...”  
[Leveson & Turner, 1993]



Type to enter text

spqr.eecs.umich.edu   •  Prof. Kevin Fu  •   Medical Device Security

Accumulative Risks of...

18

Accidents

Sabotage

Threat-o-meter

Unsafe 
Practices
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Symptom: Implementation Errors
! Infusion pump: Underdosed patient experienced 

" increased intracranial pressure  
" followed by brain death 

! Factor: Buffer overflow shut down infusion pump 
" Failure difficult to reproduce during service 
" Software upgrade tickled the coding error 

! Caused failure of drug infusion 
" propofol (sedation/anesthetic)  
" levophed (blood pressure)  
" insulin  

! Organs donated

19
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What about human 
factors and software?
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Infusion Pump UI and Software
! Used safely and effectively every day, but... 
! Linked to 500+ deaths and 56,000 adverse events

21

Pump

Me
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Pump+SW Problems=Deadly Cocktail

! “... 710 patient deaths linked to problems 
with the devices ... either because a 
hospital worker entered incorrect 
dosage data into a pump or because the 
device’s software malfunctioned.”  
 
[Barry Meier, NY Times, 4/23/2010]

22
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User Interface: Timing is Everything

23

FDA: “...software... did not provide a label 
for the hours/minutes/seconds fields; the 
new software has this labeling.”
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HCP: “discovered a bolus was given in 
20 min versus the intended 20 hrs”
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Credit: DigitalGlobe

"These days, everything is much safer.   
It is easier to navigate thanks to modern 
technical instruments and the Internet."!

  

-Captain Schettino, Captain of Costa Concordia

Shipwreck 
as seen 
from 
space.
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Accumulative Risks of...
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Accidents

Sabotage

Threat-o-meter

Unsafe 
Practices
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Managerial issues: 
Diffusion of responsibility
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Dirty Secrets: SW Maintenance
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! Health Information Technology (HIT) devices globally 
rendered unavailable 

! Cause: Automated software update went haywire 
! Numerous hospitals were affected April 21, 2010 

" Rhode Island: a third of the hospitals were forced ``to postpone 
elective surgeries and stop treating patients without traumas in 
emergency rooms.” 

" Upstate University Hospital in New York:  2,500 of the 6,000 
computers were affected.

Software Update Woes
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Users are Helpless

30
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Still Not It: Hospitals, Manufacturers

32
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Managerial issues: 
Diffusion of responsibility 

"

Who’s covered when 
Secure Health IT hits the fan?



Type to enter text

spqr.eecs.umich.edu   •  Prof. Kevin Fu  •   Medical Device Security

Foreseeable Cybersecurity Risks...

34

Accidents

Sabotage

Foreseeable risk-o-meter

Unsafe 
Practices
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Device Programmer

Implantation of Defibrillator

1.  Doctor sets patient info 
2.  Surgically implants 
3.  Tests defibrillation 
4.  Ongoing monitoring

Home monitor

Photos: Medtronic;  Video: or-live.com
35



Privacy??
DiagnosisImplanting 

physician

Hospital

Also:!
Device state!
Patient name!
Date of birth!
Make & model!
Serial no.!
... and more
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! 402-405 MHz MICS band, nominal range several meters 
! Command shock sends 35 J in ~1 msec to the T-wave 
! Designed to induce ventricular fibrillation 
! No RF amplification necessary

37

Wirelessly Induce Fatal Heart Rhythm

[Halperin et al., IEEE Symposium on Security & Privacy 2008]







Hanna,%et%al.!The!case!for!So,ware!Security!Evalua5ons!of!Medical!Devices,!USENIX!HealthSec

AED!Firmware!Replacement
• Device!accepts!unauthen5c!
firmware!updates!
"

• How!do!risks!change!when!AEDs!
become!wireless!with!InternetI
based!so,ware!updates?

DEVICE%COMPROMISED
40
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Hospitals & Malware
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 Internet Connection, there is 
no filtering of traffic performed 
at this layer

At the Handoff from the providers border 
router provides basic filtering of the 
incoming “noise”    

Security Tools 
System

In-line IPS

 

 

Spanned
data

Incoming:   Only Our Addressing

Outgoing:   No action taken

Incoming:   Block non-routing IPS 
                   Block ICMP select ports
Outgoing:   Block outbound various high  ports

1 gig hub

Insertion Point
Core -A

Insertion Point
Core -B

! " Web Servers
! " Email Servers
! " FTP Servers
! " DNS Servers

Protected by firewall 
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Protected by:  Firewall
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                        Border rtr ACLs          
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WAF 

General System Counts

Systems with AV…...6398
Printers……………...2074
Medical equipment...905
Misc………………….2460
--------------------------------------
Total Devices:……..11837

OS Makeup – Medical 

Windows 95………..1
Windows 98 ……….15
Windows 2000……..23
Windows CE………..9
Windows Vista……...0
Windows XP………..600
Windows XP SP1…..0
Windows XP SP2….15
Windows XP SP3…..1
--------------------------------------
Total……………….. 664

Average Time to Infection

Clinical Systems , 510K, no AV..: 12 days
Systems running AV/Patches…..: 300+ days

 
Ideally:   FDA 510K is updated to include a requirement for the provision 
of industry accepted security controls for devices utilizing embedded 
operating systems or other controllers associated with a medical device

Alternatively:  The FDA issues a clear statement to the community that 
FDA 510K is not jeopardized by permitting Anti-Virus or Operating 
System patching to the supporting systems associated with a certified 
medical device

Hospitals Stuck With Windows XP

42
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Last security 
patch: 2007
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Factory-installed 
malware?

More common than you might think!
• Vendors with USB drives!
• Vendors repairing infected machines!
• Product assembly line
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Shoot P0wn Foot w/ Software Update

44
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Waiter, there’s a virus in my SW!

45

5982-6691-4332-1458-0338
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Don't worry sir, they don't eat much!

46
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But According to FDA...

47

Center for Devices and  
Radiological Health 

3 

The burning question… 

Q.  Is FDA policy degrading network security and 
performance by impeding the timely 
implementation of security and other maintenance 
patches in commercial off-the-shelf (COTS) 
software used in network connected medical 
devices? 

A.  No.  But there seems to be some confusion over 
what is required, and mistaken interpretations 
of FDA policy (and the law) may be 
contributing to the problem. 

“Virtual Patient 
Safety: Worms, 
Viruses and Other 
Threats to 
Computer-Based 
Medical 
Technology” by Al 
Taylor of FDA 
CDRH 

Unspecified manufacturers 
have reportedly told hospital 
IT staff that they can’t install 
security patches “because of 

FDA rules.”

Biomedical engineering 
staff need to report SW 

security problems to FDA 
for things to change!!!



Homework 
prevents me 
from passing 

class.

FDA rules 
prevent 
software 
updates.

BUL
LSH

IT.

eHarmony 
prevents me 
from getting  

dates.

Get with the program. 

Distribute software updates regularly to address 
known vulnerabilities in Windows XP.

blog.secure-medicine.org



spqr.eecs.umich.edu   •  Prof. Kevin Fu  •   Medical Device Security

How significant are 
intentional, 
malicious 

malfunctions 
in software?
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21 CFR 211.132 and Security

50

(a)General. The Food and Drug Administration has the 
authority under the Federal Food, Drug, and Cosmetic Act 
(the act) to establish a uniform national requirement for 
tamper-evident packaging of OTC drug products that will 
improve the security of OTC drug packaging
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The Tylenol Scare of 1982

51

[Source: truTV crime library]
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Bad People Do Exist: Vandals

52
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19 Days in April 2012

Pre-April 2012:   
No Mac threats, 

therefore never will be.

Oh, Crap.
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Security of 156 VA Med. Centers
! Every 8 seconds, the VA still finds usernames and 

passwords unprotected in networks 
"

! VA has ~600,000 connected computing devices, of 
which 50,000 are considered medical devices 

! VA implemented VLANs with 3,270 different ACLs 
"

! Manual maintenance of ACLs prone to human error 
! ACLs broke network security tools that detect intrusions

55
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Disease to Malware:Days to Hours
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   Halo of Improved Security on Horizon!

57
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"This is an 
evolution from 

having to think about 
security and safety 

as a healthcare company, and 
really about keeping people 
safe on our therapy, to this 

different question about 
keeping people safe 
around criminal or 
malicious intent."

Catherine 
Szyman  
President, 
Medtronic 
Diabetes  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Security Built In: A New Hope?
! Slide 

excerpt 
from 
Boston 
Scientific  

! (not me)

58

CRM-92205-AA JUN2012 

Security Risk Assessment Process 

Security Risk process 
parallels safety risk 
•  Driven by IEC 14971 

Cross-functional analysis, 
maintained across 
development lifecycle 
•  Starting at concept phase 

Broad list of threat classes 
and protectable assets to 
consider 
Risk axes 
•  Attractiveness (likelihood) 
•  Impact (severity) 

39 Copyright © 2012 by Boston Scientific Corporation or its affiliates.  All rights reserved. 



Power Analysis of Medical Devices
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Power Analysis of Medical Devices
! Power analysis for good! 
"

"

! Detect malware on medical 
devices that cannot run 
conventional anti-virus SW 
" “WattsUpDoc: Power Side Channels to Nonintrusively Discover 

Untargeted Malware on Embedded Medical Devices” by Clark et al.  
In USENIX HealthTech, 2013.  

" “Potentia est Scientia: Energy Proportionality Enables Whole-
System Power Analysis” by Clark et al.  In USENIX HotSec, 2012.

60



Denis Foo Kune, GhostTalk

The cardiac cycle

American Heart Association, August 2012

61



Denis Foo Kune, GhostTalk

Cardiac devices and sensor interference?

• Pacemakers, defibrillators

• Electrocardiogram machines

62
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Cardiac devices vulnerable to baseband EMI

• Filter high frequency

• 800MHz and GHz range: attenuation of 40dB to 60dB 


• Can’t filter baseband
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Experimental setup: Simulators

64

Synthetic humanSaline bath



Denis Foo Kune, GhostTalk

Experimental setup: Devices and emitters

65

Cardiac 
device

Curved 
leads

Transmitting 
antenna

Transmitting 
antenna

Waveform 
source and 

amplifier

Programmer 
head over 

device
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Results: Waveforms and responses

66
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Semmelweis to Software Sepsis
1.   Implantable medical devices should be trustworthy 
2.   Improved security will enable medical device innovation

67

Dr. Ignaz Semmelweis  
1818-1865

Dr. Charles Meigs  
1792-1869

Physicians 
should wash their 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.

Medical 
devices should be 

secure.

Doctors are 
gentlemen and therefore 

their computers are 
always secure.
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←Ways Forward ➚
Security should 
be designed in

not bolted on
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Pixie Dust to Solve Security...ugh
! What design controls address cybersecurity risks? 

" Using wireless?  Radio?  USB port?  Networking?  Cloud? 
" A manufacturer can not claim unawareness of security risks 

! How often are software updates issued to customers? 
" Windows XP has several critical security flaws per year 
" Engineers need resource$ to regularly issue software updates 

! Oxymorons that raise my eyebrows.  Watch out for: 
!

" Windows XP security 
" Cloud security 
" Wireless security 
" Unbreakable cryptography
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!
" Firewall-based security 
" Proprietary security 
" Private networks

http://www.crypto.com/bingo/pr
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Economics of Security
!Hacked medical devices = collateral damage 
!Spammers just want your bandwidth 

" It takes 1 response out of 12,000,000 spam 
emails to turn a profit 

" Botnets are sold on the black market 
!

!Idea: Find technical approaches that make 
your devices worthless for spammers and 
botnets.
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Cybersecurity: A Foreseeable Risk
! Biggest risk at the moment:  

" Hackers breaking into medical devices 
" Wide-scale unavailability of patient care 
" Integrity of medical sensors 

! Security can’t be bolted on.   
" Build it in during manufacturing 
" Don’t interrupt clinical workflow 
" Plan ahead: V&V for patches of foreseeable risks 

! Hospitals should 
" Procurement processes: Require meaningful cybersecurity  

(ask how quickly vendor will patch new Windows XP vulnerabilities) 
" Report near misses via voluntary MedWatch Form 3500 
" Read blog.secure-medicine.org
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