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Virtual Forge GmbH - http: //thualforge de

,GmbH" since 1.1.2006, headquarters in Heidelberg
Long-lasting consulting experience
Application security, focus SAP from day 1

Code Profiler, http://www.codeprofilers.com
SAP audits and code reviews

Book: ,Sichere ABAP- Programmlerung“ http://sap-press.de/2037
Trainings
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Agenda

= ABAP development - risks in Web applications (example)
- ABAP/BSP vs. OWASP Top 10

= Examples of vulnerabilities in custom coding
= Business Server Pages

» Inline ABAP in HTML
» HTMLB-Tag-Library
= Open SQL
» Dynamic Open SQL
» SQL-Injection
Conclusion
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ABAP In a Nutshell

= Exists since ~30 years
= COBOL-like syntax
= “grown language”

— several programming paradigms at the same time
— very context sensitive, no reserved keywords

= DB-independent SQL-dialect built in

= Code is stored in DB

= Development environment developed in ABAP
- Code stored on server

Access via transaction SE80
Transport management
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ABAP and Open Source (but not free!)

= Sourcecode is completely available in a SAP installation
» ,OAP standard” code plus custom coding
= Customers can change code

» Copy, rename, and modify code
» Change SAP standard code (,modification®)
= ABAP allows several development frameworks

» Customers write their own code in order to adapt the
standard to their needs (,customizing®)

» Custom development for non-standard business
processes

» 3rd party add-ons

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Frontend-

echnologies
Dynpro

» Written in ABAP

» Requires proprietary Ul (SAP GUI)
» Similar to X11 paradigm

= Internet Transaction Server (ITS)
» 1st Web-Technologie of SAP

» Development almost stopped, but widely used

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Frontend-

echnologies
= Business Server Pages (BSP)

» HTML with embedded ABAP (similar to JSP)
» Several programming paradigms incl. MVC
» Widely used, customers still build new applications

= Web Dynpro (ABAP | Java)
» Ul-independent framework, ,point & click® programming for
Ul design

» Developer can‘'t embed his own HTML/JavaScript

» Developer can't cause a vulnerability. But he also can't
avoid them
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Frontend-

echnologies
= Web GUI

» HTML-version of regular Dynpros (SAP GUI)

» Earlier version on top of Internet Transaction Server
» Today as plugin of SAP Web Application Server

external systems (via JCo or RFC), Adobe Flash, Microsoft
Silverlight, PHP, Phython, etc
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Further Technologies

File access
= Database access (OpenSQL, Native SQL)
= Remote access

HTTP, FTP, Email, ...

Messaging (PI/XI)

Web Services (SOAP)

RFC - Remote Function Call

= Whatever you need — SAP has it, but be aware of the little
differences
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SAP Web Technology

SAP NetWeaver Web Application Server (Web AS):
= Supports Single Sign On (SSO)
SSO-ticket stored in cookie (MYSAPSS02)

» By default issued for path / and domain.tld
» By default neither httpOnly, nor secure

= Development of your own HTTP-Handler possible
» BSP, Web Dynpro, WebGUI are HTTP-Handler

= Configuration via profile parameter (report Rz11) and transaction
SICF

= Blacklist implementation filters <script, %00 and other patterns

VIRTUALFORGE
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Business Server Pages (BSP)

Finding BSP applications:

=  http://Iwww.qoogle.de/search?g=inurl:/sap/bc/bsp/
r MNure/sap/pcibsps - Loogle-suche - Mozl mrefnx ‘
File Edit Yiew History  Bookmarks Tools  Help

6 - I l-' hitkps ) fraenm, google, defsearchrg=inurl: fsap/bcfbspf ’ﬂf - |

| l;:l = Google

P

J l;:,' inurl:;/sap/bc/bsp, - Google-Suche I - |

Web Bilder %ideos Maps News Shopping E-Mail Mehr

sucheinstellungen | Anmelden

GO[}g[e inurl:fsap/bcibspd | Suche | Enveiterte Suche

Suche: ® Dasweb O Seiten auf Deutsch O Seiten aus Deutschland

Web [# Optionen anzeigen. .

Ergebnisse 1- 10 von ungefaty 80.100 fir inurl:/'sap/be/bsp/. (0,22 Sekunden)

Done

v
| auto: de-DE | FoxwProxy: Disabled | @ [ g gws -
27N\
=] VIRTUALFORGE
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mentor.com

erco.org

sap-ag.de
beiersdorfgroup.com
mybayerjob.de
heraeus.com
wacker.com
heidelberg.com
knorr-bremse.com
ottopersonalsysteme.de
skyguide.ch
eads.com

bsr.de

kuka.de

kpmg.de

daad.de
euhreka.com

umdasch.com
celesio.com

pflegedienst-
navigator.de

oebb.at
salzburg-ag.at
whirlpool.com
volkswagen.de
pharma.com
wa.gov
brucepower.com
jetblue.com
suzukiautoco.com
singaporepower.com
kaufland.de
clavis-bonn.de
albatha.ae
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Business Server Pages (BSP)

vodafone.com

iom.int

wlw.de
erecruiting-randstad.de
lieferantensuchmaschine.com
audi.de

blanco.de

festo.com

vhv.de

otto.de

abb.de

ruv.de

holcim.com
mannheim.de
softsurvey.de
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Business Server Pages (BSP)

OWASP Top 10 Potentially
vulnerable?

Al — Cross-Site Scripting (XSS) Yes

A2 - Injection Flaws Yes

A3 - Malicious File Execution Yes

A4 - Insecure Direct Object Reference Yes

A5 - Cross Site Request Forgery (CSRF) Yes

A6 - Information Leakage and Improper Error Handling n/a

A7 - Broken Authentication and Session Management n/a

A8 - Insecure Cryptographic Storage n/a

A9 - Insecure Communications n/a
%; A10 - Failure to Restrict URL Access n/a _
& = VIIXI UALI Uitk
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= ABAP development - risks in Web applications (example)
- ABAP/BSP vs. OWASP Top 10
= Examples of vulnerabilities in custom coding
= Business Server Pages
» Inline ABAP in HTML
» HTMLB-Tag-Library
= Open SQL
» Dynamic Open SQL
» SQL-Injection
= Conclusion

Agenda
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Business Server Pages

Preventing Cross-Site Scripting by Encoding/Escaping
= In Plain-HTML-Pages
» ABAP-Encoding-Functions (CL. HTTP UTILITY)
» BSP-Page Attribute (forceEncode)
= In Pages with HTMLB-Taglib
» Tag-Attribute (forceEncode)

ﬁ? VIRTUALF ORGE
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Business Server Pages — Plain HTML
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<%@page language="abap" %>
<% DATA: name TYPE string.
name = request->get form field( 'name' ).
>
<html>
<head><title>HTML mit eingebettetem ABAP</title></head>
<p>Hello <%= name %> </p>
<body>
</body></html>

o\°

we harden your software

<=_I7 VIRTUALFORGE



alROOPER

v, IT-Security Conference & Worksho

Page 17

Business Server Pages — Plain HTML

1 <html>

2 <head><title>HTML mit eingebettetem ABAP</title>

</head>
<body>
<p>Hello Guest</p>

3
4
5 </body>
6 </html>

File Edit Wew History Bookmarks

Tools  Help

Gt N v |; [:] iZiPTAwWMQ==)bc/bsp/sap/zvf_example/exampled.htm?name=Guest ‘f} .

J |_] HTML mit eingebettetem ABAP

= B

Hello Guest

Done

en-Us | FoxyProxy: Disabled @ S5 sap |

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Business Server Pages — Plain HTML

Cross-Site Scripting Vulnerability:

http://.../example0.htm?name=<img src="abc" onerror="
alert (document.cookie) ;">

o b w N

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH

<html>

<head><title>HTML mit eingebettetem ABAP</title></head>

<p>Hello <img src= onerror="alert (document.cookie) ;"> </p>

<body>
</body></html>

'@ HTML mit cingebettetom ABAP - Mozilla Firefox

Eile Edit Mew History  Bookmarks  Tools  Help

6 « 1 hepegf |isap(bD1kzZSZiPT AwMG==]{bc/bsp/sapfzvf_ 5.7 v|

J %, HTML mit eingebettetem ABAP I + | F

Hello

(
The page at http:/} [says:

y v sap-appoontext=cZFwlENlc3Mpb2SpZ TSUGIMZFETEI0 ITHhdnMwWMFSTUDEf MO AIMZFZR 0dSav Wil
(__Ij' a3d%a3d

TransFe
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Business Server Pages — Plain HTML

1 <%@page language="abap" %>

2 <% DATA: name TYPE string.

3 name = request->get form field( 'name' ).

4 name = CL HTTP UTILITY=>escape html( name ).

4 %>

5 <html>

6 <head><title>HTML mit eingebettetem ABAP</title></head>
7 <p>Hello <%= name %> </p>

8 <body>

9 </body></html>

<=_I7 VIRTUALFORGE
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Business Server Pages — Plain HTML

Prevented Cross-Site Scripting Schwachstelle:

" http://.../example0.htm?name=<img src="abc" onerror="
alert (document.cookie) ;"

1 <html>

2 <head><title>HTML mit eingebettetem ABAP</title></head>

3 <p>Hello &lt;img src="abc" onerror="alert (document.cookie) ;
"egt; </p>

4 <bOdy> mit eingebettetem - Moz1 refox
File Edit Wiew Hiskory Bookmarks Tools  Help

6 AiE

v -
J |j HTML mit eingebettetem ABAP I =+ |

5 </body></html>

Hello <img sre="abc" onerror="alert{document cookie);"=

Done

en-US | FoxyProxy: Default | r | SAP
Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Business Server Pages — Plain HTML

= Encoding of data by
o CL_HTTP_UTILITY=>escape_html()
o CL_HTTP_UTILITY=>escape_javascript()
o CL_HTTP_UTILITY=>escape_url()
o <%HTML=$VAR %>, <%URL= ... %>, <% ...
= Pro:
» Prevents XSS-Vulnerabilities
= Contra:

» Every single output must be encoded according to the HTML-
context

» High effort, error prone

Page 21
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Business Server Pages — Plain HTML

O O I o U1 b w DD -

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH

<%@page language="abap" forceEncode="html"
DATA: name TYPE string.

name = request->get form field( 'name' ).
>

<html>

<head><title></title></head>

<p>Hello <%= name %> </p>

<body>

</body></html>

we harden your software
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Business Server Pages — Plain HTML

Preventing Cross-Site Scripting by

<%page forceEncode="{html|url|javascript}’”>
= Global encoding via page attribute

= All output is encoded in the same way, no distinction between
HTML-context (JavaScript, URL, ...)

Counterexample:

<a href="<%= request->get form field( 'user' ). 3>">
Link</a>

http://.../test.htm?user=javascript:document.write (

£N
(== VIRTUALFORGE
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Business Server Pages — H

1 <%@page language="abap" %>

2 <%W@extension name="htmlb" prefix="htmlb" %>

3 <% DATA: name TYPE string.

4 name = request->get form field( 'name' ). %>

5 <htmlb:content design="design2003">

6 <htmlb:page title = "HTMLB ohne forceEncode">

7 <htmlb:form>

8 <htmlb:textView text = "Hello <%= name 3%>"
9 design = "EMPHASIZED" />

10 </htmlb: form>

11 </htmlb:page>
12 </htmlb:content>

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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w HTMLB ohne forceEncode - Mozilla Firefox

Business Server Pages — H

name=<img src="abc" onerror="alert (document.cookie) ;">

=B/

File Edit Wiew  History  Bookmarks Tools Help

é ~ || httpy {sap(bD1kZSTIPTAwMO==){bc/bspjsar 1 7 -
J ;:-HTHLB ohne forceEncode | + | |T
Hello @

The page at http:ﬂ

Says:

TransFerring daka from

¢ sap-appoonkexk=c2PwlEMIc3Mpb2SpZ0 TSUQIMEFET RO ITHRdRMNWMFITUDEFM
q_Ii‘." e 3d%%3d

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Business Server Pages — HTMLB

1 <%@page language="abap" %>

2 <%W@extension name="htmlb" prefix="htmlb" %>

3 <% DATA: name TYPE string.

4 name = request->get form field( 'name' ). %>

5 <htmlb:content design="design2003" forceEncode="ENABLED">

6 <htmlb:page title = "HTMLB mit forceEncode">

7 <htmlb:form>

8 <htmlb:textView text = "Hello <%= name %>"
9 design = "EMPHASIZED" />

10 </htmlb: form>

11 </htmlb:page>
12 </htmlb:content>

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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" name=

Business Server Pages — H

<img src="abc" onerror="alert (document.cookie) ;">

E HTMLB mit forceEncode - Mozilla Firefox ||;|||§|E
File Edit ‘iew Hiskory  Bookmarks  Tools  Help
G « || hetpuf isapibD1kZSZPTAWMG==){bc/bsp/sar .7 ~
|j| HTMLB mit forceEncode | - | F
Hello <img sre="abc¢" onerror="alert{document.cookie);">

Done en-1J5 FoxwProoey: Default | e | SAP |
=7 VIKTUALT ORGE
Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH \\_// we harden your software



Business Server Pages

Preventing Cross-Site Scripting in Plain-HTML
= Encoding with methods (CL. HTTP UTILITY)
» High effort, error prone

= Encoding via page attribute (forceEncode)

» Not speficic for HTML-context, no complete coverage of
attacks

Preventing Cross-Site Scripting in HTMLB

= Tag-attribute forceEncode per default deactivated, must be
set explicitly

Page 28
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= ABAP development - risks in Web applications (example)
- ABAP/BSP vs. OWASP Top 10
= Examples of vulnerabilities in custom coding
= Business Server Pages
» Inline ABAP in HTML
» HTMLB-Tag-Library
= Open SQL
» Dynamic Open SQL
» SQL-Injection
= Conclusion

Agenda

£N
(== VIRTUALFORGE
Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH \\_//

we harden your software



Open SOQL

= Open SQL built in ABAP
Internally converted to prepared statements
SQL-statement and user data separated, no SQL-Injection

S w N |

Page 30

possible

SELECT * FROM ZCCINFO
INTO 1 zccinfo

WHERE uname = 1 uname
AND ta date = 1 date.

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Dynamic Open SQL - Example

-
oW YOUr recent transactons - Mozl mrelox
File  Edit  Mjew  History  Bookmarks  Tools  Help
6 - I; ﬁ drtualforge. de:3000)sapibD1kZSZiPTAWMO==)/bc /bsp/sap/zwf_ccdata_demo/details. him7input_wear=2008%input_month=00 ’f_‘}‘ - |
J ﬁ Show your recent transactions | + | |T
Please select year and month to filker your transactions: -
Year| 2008 || Month
Results:
4149255627 344525 | 1109 FPETER JACKSON JDRUG STORE 65,00 15,01 . 2005
41492553627 344525 | 1109 FPETER JACKSORM |PLAMNE TICKET &0,00 19.01 2005
41492553627 344525 | 11509 FPETER JACKSORM | THARK Y OU FOR SHOPPIMNG AT WaALMART 180,00 05,02, 2005 =
41492553627 344525 | 11509 PETER JACKSORM |BhdY OSTER SAY'S THANK YO FOR YOUR WISIT 25¥0,00 12.02.2005
41492553627 344525 | 11509 PETER JACKSON JCRAFTSMAMN BILL 420,00 14.03. 2005
4149253627 3445225 | 11409 PETER JACKSORM [JLACOSTE STORE SA%S THAMK YOU 360,00 27032008
4149253627 3445225 1109 PETER JACK=OM JBAKERY 8,00 07y .04 2008
4149253627 3445225 | 1109 PETER JACK=OM (fFLELROP FLOWWER ORDERING an,00 10.04 2008
4149253627 3445225 1109 PETER JACKSORM fAMATON SAYS THARMK YOU FOR PURCHASIMNG A DD PLAYER 123400 18.04 2008
4149253627344523 | 11409 PETER JACK=OR |(JOPTICIAN 230,00 04.05.2008
— BE Hs -
&
(]
o)) Done | en-US | FaxyProscy: Default | ofe | SAF | .:
8 LIRTUALFORGE
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Open SOQL

sttem ﬂilfe
& | 10 EH eEQ DHE HDOon BE @ m
Anweisung

SOL-Anwedsung

SELECT
“HANDT" “Ta_ID"

, "UNAME" | “"CC_NUMBER®

“TR_AMOUNT® | “TA_DATE" |, "TE_DESCRIFTION"
FROK

"ZCCINFO"
WHERE

"UNGHME" = 7 AWD “TA_DATE" LIKE 7
ORDER BY

“Th_DATE"

, "CC_EXPIRE" , "CC_NWAME"

Wariabhle

A0 (CH,12)
A1 (CH, 5

WFORGE
2008% D&
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Dynamic Open SQL

= [nterprets String literal as SQL-Statement
= No encoding functions

» User data can't be separated from SQL-commands

» SQL-Injection very likely, when user data is part of
dynamic SQL-Statement

1 SELECT (1 felder) FROM (1 table)
2 INTO 1 zccinfo

3  WHERE (1 where).

AN
7 VIRTUALFORGE
Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Dynamic Open SQL - Example

oy

‘h Business Server Page (BSP) Fehler - Mozilla Firefox M

File  Edit  %ew History Bookmarks Tools  Help

6 - I: |j irtualforge. de:8000) sapibD 1 kZSZPT amMQ==]bc/bsp/sapizvf_ccdata_demojdetails, hkmzinput_year=20058dnput_month=00¢ 1:? *|

J |j Business Seryer Page {BSP) Fehler | + ‘ F
)

Business Server Page (BSP) Fehler

Was ist passiert?

Der Aufruf der BSP-Seite wurde aufgrund eines Fehlers abgebrochen.

Hinweis

B Folgender Fehlertext wurde inn S¥stem prozessierk:
Eine Exception wom Typ Cx_3Y_DYMAMIC_OS0L_SYRTAX isk aufgetreten, worde aber weder lokal behandelk noch durch eine RATSIMNG-Klausel

deklatiert.
Exception-Klasse o SY_DYMAMIC OS50l SYMTAR
Fehlername SAPSCL_WHERE_PAREMTHESES
Programim CL_02FYCPIZMBCE0HYLYYZQIUIZEFLCP
Include CL_02FYCPIZMBCE0HYLYYZQIUIDEFLCMONS L)
ABAP-Klasse CL_027YCPIZMBOEOHYLYYZ2GIUISERFL
Methode _OMREQUEST
BSP-Applikation ZYF_CCDATA_DEMD
BSP-5Seite CETAILS.HTM M

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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Dynamic Open SQL - Example

ow your recent transactions - Mozi refox
File  Edit  %ew History Bookmarks Tools  Help
6 - II\ 0fsap(bD 1kZSTPTAMMO==)/bcibspisapizvf_ccdata_demo/details. htminput_vear=20088nput_month=00/0R mandt LIKE =8 < - |
J ﬁ Show your recent transactions I =+ ‘ F
Please select year and month to filker your transactions: ~
‘Year 2008 [+ Month
Results:
4130865326190251 1110 SARAH BLAMKS THE DRUGSTORE SA%S THAMNK w'aU 24,00 03.01 2008
2810491793517364 | 0203 LIMGw&, QKE IMAGE MODE SA%S THARK YOL 45,00 04.01. 2003
2810418361048230 | 10)03 (I e THAI STORE 120,00 06.01.2008
S110252427041850 | 1212 ABRAHAM SMITH | HOSPITAL ACCOUNT 490,00 07.01.2005
SOG739201 7603901 | 0510 PETER MARSHALL = FODYS SAYS THAMK oL 89,00 07.01.2005 |
31045327308174926 | 0603 LISA WEIC THE FITMESS COMPANY S2%S THANK YOU FOR Y¥OUR WISIT | 45,00 07 .01 2008
MM OEAM 6205915295 | 0510 BEM LAKNDS HAIRDRESSER 120,00 07 .01.2008
4820184626318 | OTH2 TOM STAMSFIELD | DELL S&%'S THAMK YOl FOR % OUR ORDER 140000 11.01.2008
G206194916490153 | 04412 PIERRE CARDIM CRAFTSMARN BILL 4930,00 12.01.2005
S194025301639615 | 10,03 DAVID GARNER FLEUROP FLOWWER ORDERING 50,00 12.01.2005
o 5104734134783216  10M1 JOHM DOE DERMTAL BILL 1750,00 12.01 2008
2 A /M RARP9IRA1E | AT 2 Tk STARMSFIF D | STARALICKS FRARMKELIET 17 00 1301 2008
(@) Done | en-US | FaowyProxy: Default | SAP
2 oot [ 5% L RTUALFORGE
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Dynamisches Open SQL

=4

aystern  Hilfe

& | 1A H e CDHE DDLOD BRE @

Anweisung

SELECT

“MANDT® , “TA_ID" , “UMWSME" | “CC_MWUMBER" , "CC_EXFIRE" , "CC_HWAME"
“TA_BMOUNT™ | “TA_DATE"™ |, "TA_DESCRIPTION"
FROM

"ZCCINFO"

l "UNAME" = % AWD “"TA_DATE"™ LIKE % OR "MANDT" LIKE 7

| Y
1=

"Ta_DATE"

YFORGE
2008

oat1% Dﬁ

=
—
—
[y
I
=
o

Im mn n

Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH
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& IF:Security Conference & Worksho
summary Open SQL

= Dynamic Open SQL can easily lead to SQL-Injection-
Vulnerabilities
» No encoding functions
» Prepared-Statement-Injection

= Avoid dynamic Open SQL in ABAP whenever possible

AN
=] VIRTUALFORGE
Unbreakable ABAP — Markus Schumacher — Virtual Forge GmbH —
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Conclusion: Covered Topics

OWASP Top 10

Al - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

A6 - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage

A9 - Insecure Communications

A10 - Failure to Restrict URL Access
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Conclusion: Take Aways

= SAP-Web-Frontends as example

= Widely used, processing of business-critical data
= SAP-Web-Frontend-Technologies covered in this talk:

» Business Server Pages (BSP)
» X Web Dynpro
» X Internet Transaction Server

» X  Own HTTP-Handlers
> ...

= High efforts for writing secure ABAP code!

Step 1: Understand how known vulnerabilities relate to SAP
Step 2: Understand what to do

7 N\
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Questions

aIROOPER
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Literature

= “Sichere ABAP-Programmierung”- SAP Press, 2009
Wiegenstein, Schumacher, Schinzel, Weidemann

http://www.sap-press.de/2037
= “SAP Documentation” - http://help.sap.com/

= “Secure Programming — ABAP” - SAP AG, 2004

http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/17a4f828-0b01-0010-
8dal-d18bb60ec2bf&overridelayout=true

= “Security Scanner for ABAP” - hitp://codeprofilers.com/

= ‘YMovie: Security Knowledge on Stage”
http://secure-abap.de/media
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