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Who Am I?

● IT Security researcher with a special interest in 
IPv6 (in)securities. 

● Several related findings, discovered 
vulnerabilities, and talks in various IT Security 
conferences.  

● Author of Chiron. 
● Twitter: @AntoniosAtlasis
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Some Background Information
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Cisco Labs Measurements

IPv6 AS in Germany: 
➢ IPv6 transit AS : 

81.07%
➢ IPv6 enabled transit 

AS : 92.08%

(as of February 2016)
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“Protecting Your 
Core”

Source: http://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html 

http://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html
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Structure of an IPv6 Datagram
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An Example of an IPv6 
Fragmentation

Unfragmentable part Fragmentable part

Unfragmented packet

Fragment 1

IPv6 header + some of the extension headers

Unfragmentable part Fragment
Header

Fragment 2Unfragmentable part Fragment
Header

Fragment 3Unfragmentable part Fragment
Header

time
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Testing Environment
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Tested Devices

● Cisco: 
➢ Cisco CISCO1921/K9 (revision 1.0), C1900 Software (C1900-

UNIVERSALK9-M), Version 15.4(3)M, REL)
● Hewlett-Packard:

➢ HP A5800 JC100A layer-3 switch
● Alcatel

– TimOS

But the (root cause of the) problem is (almost) vendor neutral. 
– Implementation and mitigation techniques may differ. 
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Lab Set-Up

Attacker Router Target2001:db8:1:1::/64 2001:db8:1:2::/64
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Use Case A
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The Need for Device Management

● Devices need to be managed, many times even 
remotely. 

● Some services (e.g. SSH) need to be open for 
administration purposes.

● ACLs are used to “protect” them (block their 
access from the “wild”).
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IPv6 ACL Example

Source: http://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html 

This entry ensures that all IP 
protocols are permitted through 
the core and that customers 
can continue to run applications 
without issues

http://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html
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Use-Case A: SSH is Blocked and 
a “Default Allow” Rule is Used

Router#show ipv6 access-list

IPv6 access list protect_infrastructure
    deny tcp any any eq 22 sequence 10
    permit ipv6 any any sequence 20

The attacker’s goal is to reach the target’s SSH 
port as well as the SSH port of the router itself. 
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Use Case A(1): Evasion of the 
ACL at Cisco Devices

● Two Fragments: 
– One Extension Header in the fragmentable part of 

the 1st fragment.

– Layer-4 Header in the 2nd fragment.

● Wait, this is not new…
– But did you know that this Extension Header can be 

anything (even a Type-0 Routing Header) except 
from a Hop-by-Hop Header.
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Use Case A(2): Evasion of the 
ACL at HP Device

● Three IPv6 Extension Headers (any) in a row. 
● NO FRAGMENTATION IS NEEDED.
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Use Case A(3): Evasion of the 
ACL at Alcatel Device

● We had to try harder:
– Six (6) IPv6 Extension Headers (e.g. six Destination 

Option Headers or different ones) in an 
UNFRAGMENTED IPv6 datagram.

– One (1) Extension Header (e.g. a Destination 
Option Header) and split the datagram in two 
fragments.
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Use Case B
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RFC 2460
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Use-Case B: A HbH Header is 
Allowed and “Default Deny” Rule 
IPv6 access list myrule2

permit hbh any any (1 match) sequence 10
deny tcp any any eq 22 (1 match) sequence 20

The goal of the attacker is to reach any service 
(like SSH) which is nevertheless blocked by the 
default deny rule.



 aatlasis@secfu.net

Use Case B: Evasion of the ACL 
when HbH is Allowed

● ALL tested devices:
– Simply add a Hop-by-Hop header 

– Fragmentation is Optional.

● Similar results can be obtained if a different 
Extension Header is Allowed.
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Use Case C
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Allow Fragmentation and Block 
ALL the rest

● We assume that an ISP must support and provide 
fragmentation capabilities to its customers.
– We need it, right?

● Spare me the details: 
– Alcatel:

● Any TCP port number at the target can be reached if 
the datagram is simply split in two fragments (without 
adding any Extension Header). 

● This technique can also be used against other ports 
or protocols which are explicitly blocked.



 aatlasis@secfu.net

How To Reproduce The 
Discussed Attacks
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Mitigation Efforts
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Some (Desperate) Attempts

● Simply didn't work:
– Blocking No Next Headers

– Use of Cpm Hw Filters
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RFC 7112
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Cisco “Undetermined Transport”

● It is not a “panacea”. 

Source: http://docwiki.cisco.com/wiki/FHS#.22undetermined-transport.22_keyword_support_on_various_platforms 

http://docwiki.cisco.com/wiki/FHS#.22undetermined-transport.22_keyword_support_on_various_platforms
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An Alternative to 
Undetermined Transport

Source: http://docwiki.cisco.com/wiki/FHS#.22undetermined-transport.22_keyword_support_on_various_platforms 

Is this feasible?

http://docwiki.cisco.com/wiki/FHS#.22undetermined-transport.22_keyword_support_on_various_platforms


 aatlasis@secfu.net

Going one Step Further!

● Block explicitly unneeded IPv6 Extension 
Headers:
– In the Cisco world: 

deny 43 any any

deny 60 any any

etc.

● Do not accept fragmented packets:
– In the Cisco world: 

deny ipv6 any any fragments
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What Else Could Work 
(for handling Use Case B)?

    permit tcp any any eq www sequence 10
    permit tcp any any eq www hbh sequence 20

In the above example, we do not  allow hbh on its own. 

It cannot be evaded, but it creates a few problems.

1. Combinations must be repeated for all the services that we want 
to allow, as well as for all the corresponding Extension headers. 

2. False alarms are triggered:

   e.g. if we add a Destination Options Header and 
fragment it in two fragments, these are blocked even when we try 
to reach the www service.
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Conclusions

● There is no silver bullet to protect infrastructure IPv6 
routers from ACL evasion attacks. 
– Root cause: Combination of the core network routers and 

IPv6 “flexibility”

● RFC 7112 certainly to the right direction.
● Vendors' implementation issues makes matter worse. 
● The same debate is raised again and again (blocking 

or not of IPv6 Extension Headers and/or 
fragmentation). 
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Our Take Away

● Don't take anything for granted in the IPv6 
world. 
– Things has changed

– Including the protection measures that we need to 
take for the Core networks…

● Test, test, and test :-) 
– Chiron can become your friend 
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Questions?
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