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Common situation for Information Security Officers 
Overview of Information Security in projects in Allianz SE 

Overall IT-project status 

1. in budget þ 

2. in time þ 
3. in senior-management expectations þ 

4. in required security level ?  

Ø Request for “Security approval” just before already communicated rollout 

Different options to “lose”: 
a) Ask for security investigation and try to postpone rollout 
b) Escalate and blame project manager for ignoring security 
c) Approve rollout and pray 

Situations like that have to be prevented proactively! 
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Security Objectives within projects 
Overview of Information Security in projects in Allianz SE 

Key security requirements to achieve objectives 
a) Early allocation of security resources – budget and time (Objective 1 + 2) 
b) Alignment business to security requirements (1+2+3) 
c) Review/Definition of security concept (3) 
d) Fixation of security level/measures in detail (1+2+3) 
e) Performance of security test (3) 
f) Identification of security vulnerabilities (3) 

g) Management of risks (1+2+3) 
h) Costs for vendor-caused security vulnerabilities to be taken over by vendors (1) 

General objective: Setup of IT Systems  
1.  in budget 
2.  in time 
3.  in required security level 
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Process to achieve IT-System security at a glance 

Security 
Requirement 
Assessment 

Security and continuity 
attachments to SLA/ 

Contract 

Definition of 
business and 

security 
requirements 

Development 
and assessment 

of security 
concept 

Definition of measures 
to achieve requirements 

Regular review of business-
needs and security status 

Sign off 
Contract/ 

SLA 

Accountable 

Security 
Test 

Accountable 

IT-System in 
production 

Accountable Allianz SE:   Accountable 

Security Pre-
study 

Overview of Information Security in projects in Allianz SE 

Imple- 
mentation 

Informed 
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Overview Allianz SE / ISO-D tools within process 

Project 
approval tool 

Overview of Information Security in projects in Allianz SE 
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Project approval tool 
Overview of Information Security in projects in Allianz SE 

Description Most common alternative 

Information Security will be involved 
“later” 

Project approval 
process requires 
involvement of 
Information Security 

•  Clarification of responsibilities 
•  Business Impact Analyses 
•  High-level system description 

•  Recommendation for resource 
requirements (based on rules) 

•  Security Requirement 
agreement 

Most critical! 
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Project approval tool - samples 
Overview of Information Security in projects in Allianz SE 

Input (samples) Output (extract) 

Binding 
agreement 
between 

Security and 
business 
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Overview Allianz SE / ISO-D tools within process 

Project 
approval tool 

Alignment  
 for security 
resources 
- time 
- budgets 

BIA 
RIA 

(high 
level) 

* In small projects RFP Tool can be used 
instead of Security Pre-study tool 

Security 
Pre-study 

tool* 

RFP 
Tool* 

Overview of Information Security in projects in Allianz SE 
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Security Pre-study tool 
Overview of Information Security in projects in Allianz SE 

Description Most common alternatives 

•  Request of security information by 
vendor 
⇒  Information are in 95% very 

poor 
•  Check for compliance (e.g. ISO 

27001, TÜV-Certificate) 
⇒  No certificate guarantees a 

secure product (experiences 
from many penetration tests) 

•  No contract with detailed security 
specification of all components 
⇒  Risks that vulnerabilities will be 

classified as Change-Requests 

Collection of 
required information 
(questionnaire) 

•  Fill in by involved parties 
(mostly vendors) 

Most critical success factor: 
Qualification of PSO 

C
larifications / 

N
egotiations 

•  Sign off of all collected 
information in contract / SLA 

•  Assessment of answers 
•  Identification of measures 
…by Project Security Officer 

(PSO) 

•  Final negotiation by Information 
Security/Business 

Binding 
agreement with 

vendors 
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Samples for vendor security descriptions 
Overview of Information Security in projects in Allianz SE 

That’s all about the application, 

But at least there is anything. 

But by far not enough 

Encryption is 

mentioned always! 

But poor details. 

A TÜV-certificate in the 
folder “security” 

Two of the best security 
descriptions 

… but unfortunately 

only for energy-

efficient operations… 
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Certification as sufficient security description for IT systems? 
Overview of Information Security in projects in Allianz SE 

Pros 
-  Saving potential for security concept and penetration test 
Cons 
-  No detailed  contractual agreement with provider (Risks of costly CRs for security 

updates) 
-  Most certifications do not guarantee a secure product 

Certification on 
company level 

D for IT systems 
(multiple proofs 

already discovered) 

Multiple different 
certificates 

To be verified 
case by case 

Sufficient, but 
very rare 
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Well known and highly trusted organizations a reference 
customer 

Overview of Information Security in projects in Allianz SE 

“The system is also used in [Brands, organizations with very trustworthy name]. 
Do we really need to care about Information Security in this case?” 
 
Experiences 
- Rule of thumb: The more this argument is used the less secure is the product 
 
Reasons 
- ??? 
 
Assumptions 
- No other arguments 
- Systems are used in other environments (separated LAN, other data, ..) 
- Also Information Security departments in organizations with a very trustworthy name 
sometimes have no full control about all IT-systems 
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Security Pre-study tool- samples 
Overview of Information Security in projects in Allianz SE 

Input (samples) Output (extract) 

Application 
Description Security Investigation Assess 

ment 
To be filled by Softw. 
vendor 

Response Provider Comment PSO/ISO PSO 

Input / Output 
validation 

      

Which protective 
measures are taken 
to prevent cross-site 
scripting? 

We only allow 
trustworthy users 
access to the 
application 

180.000 users will 
get access to the 
application. We need 
a countermeasure 

not O.K 

Do these measures 
ensure that cross-
site scripting isn't 
possible? 

No, but this is not 
necessary 

It is necessary not O.K 

Which protective 
measures are taken 
to prevent SQL-
injections? 

We recommend to 
secure the database 
against injection 
attacks with a firewall 
in front of the 
database-server 

Please look up in 
Wikipedia about 
"SQL-Injection" 

not O.K 

Do these measures 
ensure that SQL-
injection isn't 
possible? 

Yes, if a firewall will 
be installed 

as above not O.K 

How the system 
reacts if input is 
getting rejected 
during validation? 

The user is getting 
logged out and the 
session will be 
destroyed 

We need an error 
message 

not O.K 

Description	
   Response / Warranted 
description	
  

Which protective 
measures are taken to 
prevent cross-site 
scripting?	
  

We escape all XSS-related 
characters by converting all 
applicable characters to HTML 
entities (e.g. “>” => &gt;)	
  

Do these measures ensure 
that cross-site scripting 
isn't possible?	
  

Yes	
  

Which protective 
measures are taken to 
prevent SQL-injections?	
  

All database queries are done 
via “prepared statements”	
  

Do these measures ensure 
that SQL-injection isn't 
possible?	
  

Yes	
  

How the system reacts if 
input is getting rejected 
during validation?	
  

We provide an custom error 
message which e.g. explains that 
no special character are allowed	
  

Contract Annex IT Security 

No costs for 
security patches 

Binding 
agreement with 

vendors 
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Overview Allianz SE / ISO-D tools within process 

Project 
approval tool 

Alignment  
 for security 
resources 
- time 
- budgets 

BIA 
RIA 

(high 
level) 

* In small projects RFP Tool can be used 
instead of Security Pre-study tool 

Security 
Pre-study 

tool* 

RFP 
Tool* 

Security 
concept 

Security 
Tests 

Vendor 
Security 

description 

Security test 
approval (by 

vendor) 

Overview of Information Security in projects in Allianz SE 

Security 
Contract 
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Vulnerabilities in IT-systems after initial installation 
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Number of detected security risks in latest security-tests in 
Allianz SE after initial installation

extreme (65)
high (133)
medium (94)
Low (45)
in total (337)

§  80% of 
Products in 
use at 
other 
globally 
acting 
enterprises 

§  60% of all 
software 
were 
already 
"security 
tested" by 
the vendor 

Major challenges 

to solve issues 

until rollout! 

- after first pre-production installation 

You never can expect a secure IT-system without quality 
assurance by a security test 

Year end statistic from a previous year 
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Overview Allianz SE / ISO-D tools within process 

Project 
approval tool 

Alignment  
 for security 
resources 
- time 
- budgets 

BIA 
RIA 

(high 
level) 

* In small projects RFP Tool can be used 
instead of Security Pre-study tool 

Security 
Pre-study 

tool* 

RFP 
Tool* 

Security 
concept 

Security 
Tests 

Vendor 
Security 

description 

Security test 
approval (by 

vendor) 

Overview of Information Security in projects in Allianz SE 

Security 
Contract 

Transfer of not 
necessary 

security costs 
to vendor 
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Necessity for detailed Security Contract 
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Overview of Information Security in projects in Allianz SE 

Average experiences of security quality of vendors 

Gap to be closed but 
who pays? 

 
 Reality 

 2
nd

 S
ec

ur
ity

  
te

st
 

“Transfer of 
not necessary 
security costs 

to vendor” 
only ensured 
if all security 

relevant  
details are 
included in 

contract 
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Overview Allianz SE / ISO-D tools within process 

Transfer of not 
necessary 

security costs 
to vendor 

Project 
approval tool 

Risk 
assessment 

tool 

Alignment  
 for security 
resources 
- time 
- budgets 

BIA 
RIA 

(high 
level) 

* In small projects RFP Tool can be used 
instead of Security Pre-study tool 

Security 
Pre-study 

tool* 

RFP 
Tool* 

Security 
concept 

Security 
Tests 

RIA 

Vendor 
Security 

description 

Security test 
approval (by 

vendor) 

Overview of Information Security in projects in Allianz SE 

Security 
Contract 
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Overview Allianz SE / ISO-D tools within process 

General Output 
Projects 
- in budget 
- in time 
IT-Systems 
- in required 
security level 

Transfer of not 
necessary 

security costs 
to vendor 

Project 
approval tool 

Risk 
assessment 

tool 

Alignment  
 for security 
resources 
- time 
- budgets 

BIA 
RIA 

(high 
level) 

* In small projects RFP Tool can be used 
instead of Security Pre-study tool 

Security 
Pre-study 

tool* 

RFP 
Tool* 

Security 
concept 

Security 
Tests 

RIA 

Vendor 
Security 

description 

Security test 
approval (by 

vendor) 

Risk 
Acceptance 

Overview of Information Security in projects in Allianz SE 

Security 
Contract 

Risk 
Acceptance 

tool 
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Mapping Key security requirements - Tools process steps 
  

a)  Early allocation of security 
resources – budget and time 

b)  Alignment business to security 
requirements Review/
Definition of security concept 

c)  Fixation of security level/
measures in detail 

d)  Performance of security test 
e)  Identification of security 

vulnerabilities 

f)  Management of risks 
g)  Costs for vendor-caused 

security vulnerabilities to be 
taken over by vendors 

a) 

c) 

d) e) f) 

g) 

b) 

Overview of Information Security in projects in Allianz SE 
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Process Added value Required 

! Security Awareness for Service 
Provider 

•  Pre-study 
•  Testing 

IT-system on required security 
level 

•  All process 
steps 

IT-system on required continuity 
level 

•  All process 
steps 

Alignment with Business 
 

•  All process 
steps 

€ Heavily reduced risk of 
unplanned security costs 

•  Contract/SLA 

Heavily reduced risk of internal 
escalations 

•  Contract/SLA 
•  Testing 

Heavily reduced risk of external 
escalations (e.g. Top-
management with media) 

•  Testing 

21 
Security within the lifecycle of an IT-Product 

Added-value to Allianz at a glance 

Overview of Information Security in projects in Allianz SE 
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Summary with the 3 most critical process-steps 

Overview of Information Security in projects in Allianz SE 

Adequate 
budget and 
staff to be 
involved 

Test your 
systems with 

qualified 
testers! 

Part of 
enterprise 
processes 
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Thank you very much for your attention! 
 
Any questions? 

Overview of Information Security in projects in Allianz SE 

Hope to see you tonight for a beer! 


