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What do startups and Security
have in common

http://www.cigital.com/silver-bullet/show-106/
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"I couldn’t sleep, | had cold
sweats, | threw up, and | cried’
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20 years ago:
Management don't buy In!!

http://blog.thinkst.com/2011/03/our-upcoming-security-apocalypse.html
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"‘But one of the often unspoken truths of
security I1s that large areas of It are
currently unsolved problems. We don't
know how to write large applications
securely yet. We don't know how to
secure entire organizations with
reasonable cost effective measures yet.”

thinkst
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“IThe honest answer to almost any
security question Is: "it's complicated!”.
But there Is no shortage of gung-ho
salesmen In expensive suits peddling
their security wares and no shortage of
clients wiling to throw money at the
problem (because doing something must
be better than doing nothing, right”?)”

thinkst
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“Wrong. Peddling hard in the
wrong direction doesn't help
Just because you want it to”
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If our industry is so broken, why are you still in it? Become a cook or

a truck driver then! #infosec
Expand < Reply 13 Retweet ¥ Favorite
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“You must never confuse faith that you will prevail
in the end—which you can never afford to lose—
with the discipline to confront the most brutal facts
of your current reality, whatever they might be”

Admiral James Stockdale



(un)fortunately we don’t have to
convince people anymore
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Lulzsec hacks embarassed the sec
community by showing we were outclassea
as defenders. NSA leaks show we were

outclassed as attackers too
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3:12 PM - 7 Sep 2013
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“I'm here to tell you that your cyber systems
continue to function and serve you not due to
the expertise of your security staff but solely due
to the sufferance of your opponents”

Brian Snow - 2012
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different people have raised thelr
explanations for our woes
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focus on the bug parade
VS
secure engineering




RICHARD BEJTLICH
Chscf Security Stmteguc.t FireEye
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You don’t have a malware problem
You have an adversary problem
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horrible abuse of Venn
Diagrams!
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We have some genuinely haro
oroblems to solve..
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Schneier on Security

A Plea for Simplicity

You can't secure what you don't understand.
Bruce Schneier

Information Security
November 19, 1999

Ask any 21 experts to predict the future, and they're likely to point in 21 different directions. But
whatever the future holds--IP everywhere, smart cards everywhere, video everywhere, Internet
commerce everywhere, wireless everywhere, agents everywhere, Al everywhere, everything
everywhere--the one thing you can be sure of is that it will be complex. For consumers, this is great.
For security professionals, this is terrifying. The worst enemy of security is complexity. This has been
true since the beginning of computers, and it's likely to be true for the foreseeable future.

We all know the amount of testing that goes into any major software product, and we all know the
number of bugs that still slip through. The testing process--implement, test, fix, test, repeat--is
imperfect, but it's the best we've found. Security doesn't lend itself to this process, because security
properties cannot be "tested" in the same way as functional properties. Products are useful for what
they do, while security products are useful solely because of what they prevent from being done. A
security product may work fine, but you have no idea if it is secure. No amount of beta testing can
uncover a security flaw. Ever.

The only way to evaluate the security of a system is to analyze it. This is a time-consuming and
expensive process, and almost no one bothers to go through it. If they did, they would quickly realize
that most systems are far more complex to analyze, and that there are security flaws everywhere.

We've seen security bugs in almost everything: operating systems, applications programs, network
hardware and software, and security products themselves. This is a direct result of the complexity of
these systems. The more complex a system is--the more options it has, the more functionality it has,
the more interfaces it has, the more interactions it has--the harder it is to analyze. Everything is more
complicated: the specification, the design, the implementation, the use. And everything is relevant to
security analysis.

This complexity isn't limited to single systems, but includes interactions between systems as well. For
years we knew that Internet applications like sendmail and rlogin had to be secure, but the recent
epidemic of macro viruses shows that Microsoft Word and Excel need to be secure too. Rogue printer
drivers can compromise Windows NT. Malicious attachments can tunnel through firewalls.
Maintenance ports on routers can compromise networks, as can random modems. DSL and satellite
modems can completely compromise security. So can Java or Microsoft Outlook. Or your recycling

The networks of the future will be necessarily more complex, and therefore less secure. The
technology industry is driven by the demand for features, for options, for speed. There are no
standards for quality or security, and there is no liability for insecure software. Hence, there is no
economic incentive to build in high quality. In fact, it's just the opposite. There is an economic
incentive to create the lowest quality the market will bear. Unless customers demand higher quality
and better security, this will never change.

| see two alternatives. The first is to recognize that the digital world will be one of ever-expanding
features and options, of ever-faster product releases, of ever-increasing complexity and of ever-
decreasing security. This is the world we have today, and we can decide to embrace it knowingly.

The other choice is to slow down, simplify and try to add security. Customers won't demand this--the
issues are too complex for them to understand--so a consumer advocacy group is required. This
solution might not be economically viable for the Internet, but it is the only way to get security.

BRUCE SCHNEIERi/s CTO of Counterpane Internet Security Inc., a company trying to bring managed
security solutions to complex networks. He writes the CryptoRhythms column for Information Security,
and is the author of Applied Cryptography and the Blowfish and Twofish encryption algorithms.

Predictions
« As systems get more complex, security will get worse.
As systems become more interconnected, security will get worse.
Unless manufacturers are held liable for security failures, security will get worse.

The only long-term solutions are to either embrace insecurity or eschew "Internet-years" style
complexity.

In the short term, the best course of action for enterprises is to outsource security to companies
that have the expertise to understand the systems being secured.

Categories: Business of Security, Computer and Information Security
Tags: Information Security

@ HELike O | W Tweet DR+

« DVD Encryption Broken The 1999 Crypto Year-in-Review —

Photo of Bruce Schneier by Per Erviand.
Schneier on Security is a personal website. Opinions expressed are not necessarily those of Resilient Systems, Inc.

I've been writing about security issues on
my blog since 2004, and in my monthly
newsletter since 1998. | write books,
articles, and academic papers. Currently,
I'm the Chief Technology Officer of
Resilient Systems, a fellow at Harvard's
Berkman Center, and a board member of
EFF.
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We've seen security bugs in almost everything: operating systems, applications programs, network
hardware and software, and security products themselves. This is a direct result of the complexity of
these systems. The more complex a system is--the more options it has, the more functionality it has,

the more interfaces it has, the more interactions it has--the harder it is to analyze. Everything is more

complicated: the specification, the design, the implementation, the use. And everything is relevant to
security analysis.
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The networks of the future will be necessarily more complex, and therefore less secure. The
technology industry is driven by the demand for features, for options, for speed. There are no
standards for quality or security, and there is no liability for insecure software. Hence, there is no
economic incentive to build in high quality. In fact, it's just the opposite. There is an economic
incentive to create the lowest quality the market will bear. Unless customers demand higher quality
and better security, this will never change.

| see two alternatives. The first is to recognize that the digital world will be one of ever-expanding
features and options, of ever-faster product releases, of ever-increasing complexity and of ever-
decreasing security. This is the world we have today, and we can decide to embrace it knowingly.

The other choice is to slow down, simplify and try to add security. Customers won't demand this--the
issues are too complex for them to understand--so a consumer advocacy group is required. This
solution might not be economically viable for the Internet, but it is the only way to get security.
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A Plea for Simplicity

You can't secure what you don't understand.

Bruce Schneier
Information Security

November 19, 1999
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INnux kernel
1991 - 10,239 (loc)

In a Nutshell, Linux Kernel... Languages

... has had 569,762 commits made by 13,912 contributors 94% [ 16 Other
representing 17,284,904 lines of code

... is mostly written in C

with an average number of source code comments _
Lines of Code

... has a well established, mature codebase
maintained by a very large development team
with stable Y-O-Y commits

... took an estimated 5,618 years of effort (COCOMO model)
starting with its first commit in February, 2002
ending with its most recent commit 5 days ago

Kernel 3.3 shipped on 18 March, 2012, and in the 13 months since, 3,172 developers have contributed
some 68,000 change sets into the mainline kernel. The kernel is now 1.53 million lines bigger than it was
a year ago.

researc

ister.co.uk/2013/04/17/state of linux 2013/
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Chrome

In a Nutshell, Chromium (Google Chrome)... Languages

... has had 533,479 commits made by 3,347 contributors I G+ 58% I C 1%

representing 16,271,549 lines of code
| JavaScript 9% || 26 Other 22%

... is mostly written in C++
with an average number of source code comments

.- has a well established, mature codebase Lines of Code
maintained by a very large development team
with decreasing Y-O-Y commits Code: 16,271,549

e Comments: 2,985,928
... took an estimated 5,160 years of effort (COCOMO model) Blanks: 2,928,826

starting with its first commit in July, 2008 .
ending with its most recent commit 2 months ago oM

January 2015

2009 2010 2011 2012 2013 2014 2015
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& TROOPERS

//www.troopers.de/troopers/

O TROOPERS  Make the world a safer place!

Agenda  Trainings Arrival Accomodation  Contribute  Packetwars  10KRun  Pricelist  Partners

Welcome to TROOPERS, your favorite IT-Security
Conference.

Troopersl5is the eighth edition of the great IT-Security Conference, where
the world's leading IT-Security experts and Hackers present their latest
research.

ks from the industry, academia and the research community to exchange
talk about their work. Again, Troopersl5 is going to be an event unlike most other

SLOT

\ lks, just high-end workshops with hands-on
experiences and most importantly: You'll get real answers and practical benefits to meet today's and

tomorrow's threats.
One week of InfoSec - Expect:

O Two days of and hands on experience on Monday & Tuesday.
QO Two days of on Wednesday and Thursday.

QO Round tables to discuss current IT-Security topics on Friday.

9 Socializing with interesting people.

Y

Alot of fun.
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'..;.-l-'

sudo mount /dev/sdal /mnt

jeroen@spritesws:~/hddfw$
jeroen@spritesws:~/hddfw$ echo 'HD, live' > /mnt/home/jeroen/dummy
jeroen@spritesws:~/hddfw$ cp linux/kernel.sect /mnt/home/jeroen/
jeroen@spritesws:~/hddfw$ cp linux/initrd.sect /mnt/home/jeroen/
jeroen@spritesws:~/hddfw$ sync

- jeroen@spritesws:~/hddfw$ echo 'HD, lnx!' > /mnt/home/jeroen/dummy
jeroen@spritesws:~/hddfw$ .

.data : 0x29128000 - 0x29133dcO@ ( 48 kB)
bss : 0x29133dc0 - 0x2915b7e8 ( 159 kB)
R_IRQS:16
sched _clock: 32 bits at 100 Hz, resolution 10000000ns, wraps every ds
Console: colour dummy device 80x30
console [tty0] enabled
Calibrating delay loop... 0.13 BogoMIPS (1p)=669)
- pid_max: default: 32768 minimum: 301
‘Mount-cache hash table entries: 512
Failed to create a rootfs
msgmni has been set to 90
Serial: 8250/16550 driver, 4 ports, IRQ sharing enabled
Warning: unable to open an initial console.
Freeing init memory: 60K
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SD Card Hacking

The Exploration and Exploitation of an
SD Memory Card

bunnie & xobs
30c3

http://bunniefoo.com/bunnie/sdcard-30c3-


http://bunniefoo.com/bunnie/sdcard-30c3-pub.pdf

Solution: managed Flash

* Small embedded controller in every
“managed Flash” device

- 8051 or ARM7 CPU

- 4-8mm~2 silicon = ~$0.15-%0.30 cost
add-on

— Compare to Flash die area = 100mmA2,
$2.90 cost

- Compare to test cost, wafer-scale tester
= $1mm = ~$0.45 for a 30 second test
(assuming 24 month lifetime and usage
24x7x365)




Wrap-up

e SD cards contain fully programmable
microcontrollers

 Controller program modifiable via special
host commands

— Potential for MITM attack scenarios @

— Potential for extremely cheap microcontroller
for fun projects ©



“You have dropped into the abyss
and you may never get out.”
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In a quite similar fashion, computer security developed other focal points at which to
implement security. The guiding principle in this case was usually one of minimally
invasive measures, applied ad hoc to a specific system along with other needs. These
measures were applied 1n a surgical manner to only a very few places, which had been
the most common vectors of attacks, so no other ‘critical’ specified function was
disturbed.

This approach, however, is dangerously flawed from the outset. Attackers are not
like natural catastrophes. They can analyze their targets for vulnerable elements.
[solating single, selected vectors only shifts them onto a different, less observed, and
less protected vector.

An example 1s encryption. Even today lay people and encryption technology
salesmen tend to think that encryption can solve everything—if simply everything
could be encrypted, everything would be safe. This reasoning, again, pays little heed to
the composite nature of information technology. Encryption can only protect certain
content under certain conditions. It will not protect the operating system in charge of
the encryption process and in charge of holding the keys. Thus, selling encryption as a
critical guard at a critical gate for overall system protection is clearly mistaken, just like

In a composite system, there

-labs.com/content/pub/Lindner Gaycken-Back-to-Basics. th 11N kSt

applied research
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Verify signatures
on all userspace
binaries

Baseline checks

Verify signatures
on all kernel
space binaries

Verify signatures
on all device
firmwares

Verify signatures
on all BIOS
components

.//www.slideshare.net/hashdays/wh

Verify signatures
on the Intel ME

code

Verify that the signers
know about their

signatures

Verify origin of
privileged scripts

-johnny-cant-tell-if-he-is-compromised
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Baseline checks

space pinaries components

ifv si res VerfiLsi res Veri ners
ol FAILURE |e onl FAILURE ME krl FAILURE pir

iIrmwares code

Vj FAILURE |°f
pri pts

.//www.slideshare.net/hashdays/why-johnny-cant-tell-if-he-is-compromised
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Faillure on all levels

Given modern infrastructure, it is nearly
Impossible to determine if a machine is
compromised

It is also nearly impossible to “un-infect” a
machine once it has been infected

http://www.slideshare.net/hashdays/why-johnny-cant-tell-if-he-is-compromised
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porovably bad at writing secure
software at scale
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" ILOYEYOU - Message [Plain Text)

” File Edit View Insert Format Tools Actions Help

“Q&&eply ‘ €% Reply to Al ’ &€ Forward ’ = (] l v |[P_1,* X ’ -9~ 2

i You replied on Thursday, May 04, 2000 9:13 AM,

From: [ hame removed to protect sender | Sent: Thu 5/4/00 8:39 &M
To: [ Wictim ]

Cc:

Subject: ILOYEYOU

kindly check the attached LOVELETTER coming from me.

LOVE-LET...
(10KB)
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” File Edit View Insert Format Tools Actions Help
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i You replied on Thursday, May 04, 2000 9:13 AM,

From: [ hame removed to protect sender | Sent: Thu 5/4/00 8:39 &M
To: [ Wictim ]

Cc:

Subject: ILOYEYOU

kindly check the attached LOVELETTER coming from me.

LOVE-LET...
(10KB)
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--—-Qriginal Message-----

From: Bill Gates

Sent: Tuesday, January 15, 2002 2:22 PM
To: Microsoft and Subsidiaries: All FTE
Subject: Trustworthy computing

Every few years | have sent out a memo talking about the highest
priority for Microsoft. Two years ago, it was the kickoff of our .NET
strategy. Before that, it was several memos about the importance of
the Internet to our future and the ways we could make the Internet
truly useful for people. Over the last year it has become clear that
ensuring .NET is a platform for Trustworthy Computing is more
important than any other part of our work. If we don’t do this, people
simply won't be willing — or able — to take advantage of all the other
great work we do. Trustworthy Computing is the highest priority for all
the work we are doing. We must lead the industry to a whole new
level of Trustworthiness in computing.

When we started work on Microsoft .NET more than two years ago,
we set a new direction for the company — and articulated a new way
to think about our software. Rather than developing standalone
applications and Web sites, today we're moving towards smart clients
with rich user interfaces interacting with Web services. We're driving
the XML Web services standards so that systems from all vendors
can share information, while working to make Windows the best client
and server for this new era.

There is a lot of excitement about what this architecture makes
possible. It allows the dreams about e-business that have been
hyped over the last few years to become a reality. It enables people
to collaborate in new ways, including how they read, communicate,

However, even more important than any of these new capabilities is

ars - ....“ Alaa ATS N ALda ala LY ais - [I. y

applied research
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Microsoft Security Bulletin
Summary for February 2015

[ local copy |

applied research
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FLOSS to the Rescue 7

‘given enough eyeballs, all bugs are shallow”
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Wize

-1. ShellShock
'.,’ {bashbug}
\/“




even people with every incentive
to do 1t right...



THIS PHONE IS AN NSA-FREE, SECRET-STORING
BLACK BOX

MEET THE BLACKPHONE, BROUGHT TO YOU BY THE CREATOR OF ENCRYPTION SERVICE PGP.

By Colin Lecher Posted January 15, 2014

With $50M Boost, Silent Circle Aims Blackphone At
Enterprise Securlty

Natasha Lomas (@riptar

THE BLACKPHONE 2 IS AN ULTRA-SECURE
SMARTPHONE MADE FOR SECRET AGENTS

World’s most secure Android phone vows to
‘replace’ and ‘dominate’ BlackBerry
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While exploring my recently purchased BlackPhone, | discovered that
the messaging application contains a serious memory corruption
vulnerability that can be triggered remotely by an attacker. |f exploited

successfully, this flaw could be used to gain remote arbitrary code
execution on the target's handset. The code run by the attacker will have
the privileges of the messaging application, which is a standard Android
application with some additional privileges. Specifically, it is possible to:

http://blog.azimuthsecurity.com/2015/01/blackpwn-blackphone-silenttext-type.html
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Mark Dowd Is clearly a genius,
our:.



multiple critical vulnerabilities in sophos products

From: Tavis Ormandy <taviso () cmpxchg8&b com>
Date: Mon, 5 Nov 2012 16:14:17 +0100

List, I've completed the second paper in my series analyzing Sophos
Antivirus internals, titled "Practical Attacks against Sophos
Antivirus”. As the name suggests, this paper describes realistic
attacks against networks using Sophos products.

The paper includes a working pre-authentication remote root exploit
that requires zero-interation, and could be wormed within the next few
days. I would suggest administrators deploying Sophos products study
my results urgently, and implement the recommendations.

I've also included a section on best practices for Sophos users,
intended to help administrators of high-value networks minimise the
potential damage to their assets caused by Sophos.

The paper is available to download at the link below.

https://lock.cmpxchg8b.com/sophailv2.pdf
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IV. Conclusion

As demonstrated in this paper, installing Sophos Antivirus exposes machines to considerable risk. If Sophos do not
urgently improve their security posture, their continued deployment causes significant nisk to global networks and
infrastructure.

In response to early access to this report, Sophos did allocate some resources to resolve the 1ssues discussed, however
they were clearly ill-equipped to handle the output of one co-operative, non-adversanal security researcher. A

sophisticated state-sponsored or highly motivated attacker could devastate the entire Sophos user base with ease.

Sophos claim their products are deployed throughout healthcare, government, finance and even the militaryé. The chaos
a motivated attacker could cause to these systems 1s a realistic global threat. For this reason, Sophos products should
only ever be considered for low-value non-critical systems and never deployed on networks or environments where a
complete compromise by adversaries would be inconvenient.

The author 1s often asked what he recommends existing Sophos users migrate to. The author currently recommends
Parity Suite, from Bit9 software’, an easily defensible solution.
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(5] Retweeted by Ben Nagy

Joxean Koret ©'matalaz - 30m
It took me longer to install your AV, Comodo, than finding the first bug on it.

Thanks for playing, wait for results...

RETWEETS FAVORITES 4
: 4 AileS3AE

2:02 PM - 25 Aug 2014 - Details
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Software Sub-segment Performance on First Submission

B Acceptable B No: Acceptable

Qverall

Secunty Products and Services

Operations

Content Management and
Collaboration Software

Financial

Customer Suppor:

Other 50% 50%

0% 10% 20% 30% 40% 50% 60% 0% 80% 90% 100%

Figure 28: Software Sub-segment Performance on First Submission

https://info.veracode.com/state-of-software-security-report-volume3.html



http://www.icodesecurity.com/wa_files/V-SOSSR-v3.pdf
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http://www.icodesecurity.com/wa_files/V-SOSSR-v3.pdf

Enigmail PGP plugin forgets to encrypt mail
sent as blind copies

"Such functionality is missing in version 1.7. Even when marked to be encrypted, an email with only BCC
recipients is sent in plain text!"

The email was sent in plaintext after users check boxes to encrypt their message.

http://www.theregister.co.uk/2014/09/09/enigmail encryption error prompts plaintext panic/



http://www.theregister.co.uk/2014/09/09/enigmail_encryption_error_prompts_plaintext_panic/
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One of our great (possible)
contributions to the world
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/ ° Receive our top stories daily

A
PUBLICA Journalism in the Public Interest SUBSCRIBE

Home  Our Investigations Data MuckReads Get Involved About Us £

The World’s Email Encryption Software Relies on One Guy,
Who is Going Broke

Werner Koch’s code powers the email encryption programs around the world. If only somebody would pay him for the work.

by Julia Angwin

. H .
ProPublica, Feb. 5, 2015, 11:24 a.m. 262 Comments | '&' Print

Connect with Facebook to share articles you read on
ProPublica. Leamn more »

[ Enable Social Reading
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RISK ASSESSMENT ~ SECURITY & HACKTIVISM

Once-starving GnuPG crypto project gets a
windfall. Now comes the hard part

With project understaffed for a decade, code has fallen into disrepair. What now?

by Dan Goodin - Feb 6, 2015 9:35pm SAST




It's encouraging to see the GnuPG project benefitting from similar largess. But it also raises the
question: how is the money best spent? Matt Green, a professor specializing in cryptography at Johns

Hopkins University, said he has looked at the GnuPG source code and found it in such rough shape
that he regularly assigns chunks of it to his students for review.
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Pen-Testing Companies
a “market for lemons”

http://hydrogen.its.ucdavis.edu/eec/education/EEC-classes/eeclimate/
class-readings/akerlof-the%20market%20for%20lemons.pdf
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800 % Twitter / telegram: 4.95

C | & Twitter, Inc. [US]|https://twitter.com/telegram/status/437743435395514368

‘0 Home

@ Connect

# Discover

® Me

O Telegram Messenger xv

4.95 million people signed up for
Telegram today. Telegram is #1 most
downloaded iPhone app in 48
countries. To the bad news...

4 Reply 43 Retweet v Favorite <++More

978 276 FOEBE &G

H Millions Flock to Telegram Messaging App After WhatsApp Outage
WhatsApp-kaupat olivat onnenpotku kilpailevalle sovellukselle

B This Messaging App Added 5 Million New Members One Day After

telegram

#SMAr™ Reynald Lelong ] »
’.g. telegram Very bad news.. A
4 Reply 43 Retweet % Favorite

i1 h L 19XC lmlll e S
telegram We need a BB version plz!
4 Reply 43 Retweet % Favorite
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e O 0 / b TextSecure Private Messe

C | 8 https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms&hl=en Fx S

X

L~

My apps
Shop

Games
Editors' Choice

My wishlist

Redeem

Using TextSecure, you can communicate instantly while avoiding SMS fees, create groups so that you can chat in real time with all your friends at once, and share media
or attachments all with complete privacy. The server never has access to any of your communication and never stores any of your data.

% Private. TextSecure uses an advanced end to end encryption protocol for all of your messages that provides privacy for every message every time.

% Open Source. TextSecure is Free and Open Source, enabling anyone to verify its security by auditing the code. TextSecure is the only private messenger that uses
open source peer-reviewed cryptographic protocols to keep your messages safe.

% Group Chat. TextSecure allows you to create encrypted groups so you can private conversations with all your friends at once. Not only are the messages encrypted,
but the TextSecure server never has access to any group metadata such as the membership list, group title, or group icon.

% Group Chat. TextSecure allows you to create encrypted groups so you can private conversations with all your friends at once. Not only are the messages encrypted,
but the TextSecure server never has access to any group metadata such as the membership list, group title, or group icon.

% Fast. The TextSecure protocol is designed to operate in the most constrained environment possible. Using TextSecure, messages are instantly delivered to friends.

Please file any bugs, issues, or feature requests at:
https://github.com/whispersystems/textsecure/issues
More details:

Read more

ReVieWS # Write a Review

Silent failure When it works, it works 9 Awesome Awesome. Just live it,

- well: this is as user-friendly an especially alder new visual Ul refresh.
4 4 encryption system as I've ever set It's lovely and works great. Well dc

Phillip de Wet # % Dominik Bieszczad # # % % %

Great so far, just a few suggestions! Fairly easy to use. Love the
I'm loving it so far, just a couple of encryption. Ui could New update:
suggestions: 1) Add a '+' for better look but the color green shc
Ben Silber # % % % Jeremy Wiedemann # # % %

What's New

Changes in 2.0:

% Support for push messages.

% Encrypted group chat.

% Large visual refresh.

Changes in 1.0.6:

% Display notifications for encrypted messages even when not default messaging app on KitKat+.
% Fix for MMS messages that could get dropped on KitKat in some cases.

% Minor style adjustments and improvements.

Additional information

Updated Size Installs Current Version Requires Android Content Rating
February 24,2014 3.6M 100,000 - 500,000 20 2.3andup Everyone

NAantant Navalanar
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C [ www.computerworld.com/article/2861737/are-you-using-the-most-secure-and-private-web-browser.html @1 @ =

' ) ’ ' ’ ' Popular Now:
|| 1YY UL
NEWS ANALYSIS

Are you using the most secure and private web
browser?

MORELIKETHIS ——

The paranoid's survival guide,
part 1: How to protect your
personal data

you (anymore), it's Yahoo

Modzilla tells Google, it’s not

& Aviator.
e most web browser onli PPN 5 clouds for building mobile
AFFTn,  apps

o TR

tom'sGUIDE S o FHE

Android Security Wearables Apps Gaming TVs Cameras Smartphones Tablets Software 3D Printing More ¥

Aviator: Hands-On With the Most Secure Web
Browser

By Jill Scharr FEBRUARY 12, 2014 5:00 AM




R Tavis Ormandy @taviso - Jan 9

Well that didn't take long ;-)
github.com/WhiteHatSecuri...
google.com/;/Applications...

149 118 View summary

e Justin Schuh
Shared publicly

You probably shouldn't be using the WhiteHat Aviator browser if you're concerned
about security and privacy.

| want to be clear that I'm very happy people can take Chromium and build
something better on top of it. That's a big part of why Chromium is open source—
to encourage community contributions and third-party innovation. And | want to
commend WhiteHat on releasing the source to their fork, because that allows more
honest discussion and the potential for shared innovations. But | also feel
compelled to stress that building a safe browser is a very hard thing to do, which is
why Chrome Security has roughly 30 full-time members and Chrome Privacy has
another dozen or so themselves—and none of us are ever short on work.
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https://www.google.com/;/Applications/Calculator.app/Contents/MacOS/Calculator;:Error138?gws_rd=ssl

a Tavis Ormandy @taviso - Jan 9

Well that didn't take long ;-)
github.com/WhiteHatSecuri...
google.com/;/Applications...

149 118 View summary

6 Justin Schuh
*  Shared publicly - Jan 9. 2015

You probably shouldn't be using the WhiteHat Aviator browser if you're concerned
about security and privacy.

| want to be clear that I'm very happy people can take Chromium and build
something better on top of it. That's a big part of why Chromium is open source—
to encourage community contributions and third-party innovation. And | want to
commend WhiteHat on releasing the source to their fork, because that allows more
honest discussion and the potential for shared innovations. But | also feel
compelled to stress that building a safe browser is a very hard thing to do, which is
why Chrome Security has roughly 30 full-time members and Chrome Privacy has
another dozen or so themselves—and none of us are ever short on work.
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halvarflake o
halvarftiake

Managers get promoted by shipping
software. By the time horrific security debt
becomes evident, years have passed.

4 VIV"..' ) r:._“ F' “',.( erE:L\' a n g “ . H 8 Q
- \ .

6:56 PM - 13 Feb 2015
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Emile Trombetti “ EmileTrombetti - 4h

Oracle’s data redaction security trashed at Defcon 22
siliconangle.com/blog/2014/08/1...

Retweeted by Frank Koehntopp and 1 other

larce @4Dgifts - Aug 7

Oracle isnt unbreakable but it consistently wins every race to the bottom there
IS in infosec disclosures.house.gov/Ild/Idxmireleas...

No Pwnie for this?

Expand

Followed by Tom Keetch and 1 other
Threatpost “threatpost - Aug 7
Oracle Database Redaction ‘Trivial to Bypass’ - threatpost.com/oracle-databas

Expand

Retweeted by David Litchfield
DennisF @DennisF - Aug 7
The triumphant return of @dlitchfield threatpost.com/oracle-databas...

Expand 4 Reply 4¢3 Retweet % Favorite <+« More




Retweeted by Stefano Zanero and 2 others

) David Litchfield “dlitchfield - Aug 6
~ I'll be discussing why Oracle get a F for security (with demos) at 2:15pm in

Lagoon K. Swing by if you're interested. #blackhat
Expand
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: Dheeraj Pandey Share £X  +% Follow
B @trailsfootmarks

One of the best comebacks in tech history.
#Oracle

4 Reply €3 Retweet % Favorite ees

YAHOQ! Finance Q

After Hours 41.69 0.00 (0.00%) 5:51PM EDT
As of 4:00PM EDT

ORCL w i 41.69

Oracle Corporation -0.24 -0.57%

YTD
Prev Close High
Open Low
Volume 52 WK High

Mkt Cap 52 Wk Low

iz 7 OVOREEENERE

11:51 PM - 4 Aug 2014 Flag :
- ’ applied research
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Impact on Company Stock following Data Breaches

luly 21, 2(

Over the years I've seen a disturbing trend, where there must be a school where vendors and
information security professionals are taught to invoke fear into business leaders by claiming that an

incident will have a severe impact on its stock price. Considering most companies and its leaders are
measured on the stock price, this is a very strong statement. I've personally never quite believed this
and decided to take some time out to dive into the stock impact of some breaches to see if this truly is
a concern. Keep in mind there is nothing scientific about this data and it doesn't take into account
repercussions over the long haul from incidents stemming related to nation state espionage (Perhaps
that is another research endeavor).

http://seanmason.com/2014/07/21/impact-on-company-stock-following-data-breaches/


http://seanmason.com/2014/07/21/impact-on-company-stock-following-data-breaches/

Breach Announcement Week After Today

Company % Change Close % Change % Change
RSA/EMC 3/17/2011 1.08% 26.53 26.11

Lockheed
Sony ("11)
Google
LinkedIn
Adobe

Target

eBay

JP Morgan
Home Depot
Staples
Sony ('14)

https://docs.google.com/a/thinkst.com/spreadsheets/d/

3/17/2011
4/20/2011
1/10/2012
6/6/2012
10/3/2013
12/18/2013
5/21/2014
8/27/2014
9/2/2014
10/20/2014
11/24/2014

81.49
30.26
301.93
96.35
52.48
63.59
52.46
59.95
93.31

12.6799

22.05

11JYWaJlLJ8IPTcjabUr1d4Z0OaNeHnlbcwgufaQgl tKgE/edit#gid=0

200.24
25.71 14.70%
554.16
258.17
77.98
80.44
59.79
61.63
115.93
16.01
25.71
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Monday, June 06, 2011

Ehe Washington Post

Economy

Home Depot’s profits rise, suggesting data
breach hasn’t led customers to flee

Get Today's Headlines
Daily updates delivered just for you.

RETAIL

Home Depot reports increased profits

' . Adverti t
Home Depot’s third-quarter profit rose 14 percent as comparable-store vertisemen




The “Snappening’ Had No Impact On Shapchat
Growth, Usage Or Engagement

Sarah Perez (@sarahintampa

531 | n L 4 m E ﬂ

e

SNAPCHAT
U.S. REACH T/PARK
o OCTOBER 2013 — NOVEMBER 2014 DATA

30% == jOS

&% = Android

20%

15%
10%
5%

0%
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov
2013 2013 2013 2014 2014 2014 2014 2014 2014 2014 2014 2014 2014 2014

Data: Monthly active users (MAU) of SnapChat as a percentage of millions of IOS and Android users in the U.S. between October 2013 and November
2014. Data sources Include Mobidia.

7Park Data's App Intelligence Platform |leverages international panels of millions of anonymous i0OS and Android device users to deliver meaningful and
actionable insights into mobile app usage and engagement with unparalleled granularity and scale. Sourced from independent data providers and cross-
referenced to ensure quality and accuracy, businesses around the world rely on exclusive 7Park Data intelligence to inform strategic business decisions,
Learn more at www.7parkdata.com,
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For people accustomed to think that plans of
campaign and battles are made by generals—as any one
of us sitting over a map in his study may imagine how
he would have arranged things in this or that battle—
the questions present themselves: Why did Kuttzov
during the retreat not do this or that? Why did he not
take up a position before reaching Fili? Why did he not
retire at once by the Kaluga road, abandoning Moscow?
and so on. People accustomed to think in that way
forget, or do not know, the inevitable conditions which
always limit the activities of any commander in chief.
The activity of a commander in chief’s does not at all
resemble the activity we imagine to ourselves when we
sit at ease in our studies examining some campaign on
the map, with a certain number of troops on this and
that side in a certain known locality, and begin our
plans from some given moment. A commander in chief
is never dealing with the beginning of any event—the
position from which we always contemplate it. The
commander in chief is always in the midst of a series of
shifting events and so he never can at any moment
consider the whole import of an event that is occurring.
Moment by moment the event is imperceptibly shaping
itself, and at every moment of this continuous,
uninterrupted shaping of events the commander in
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A commander in chief’s business, it would seem, is
simply to choose one of these projects. But even that he
cannot do. Events and time do not wait. For instance,

on the twenty-eig]
the Kaltga road, |

nth 1t is suggested to him to cross to
out just then an adjutant gallops up

from Miloradovich asking whether he is to engage the
French or retire. An order must be given him at once,
that instant. And the order to retreat carries us past the
turn to the Kaltga road. And after the adjutant comes
the commissary general asking where the stores are to

be taken, and the
wounded are to

chief of the hospitals asks where the
go, and a courier from Petersburg
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Most parts of the business cant
evaluate the risks (because they
don’t know whats possible)
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reporting breach costs by social
security numbpers lost



security Is often hilariously bad
at business thinking
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RISKY.BIZ

It's a jungle out there




» US Edition

Newsweek .. ... ... .

Why the Web Won't Be Nirvana

BY CLIFFORD STOLL 2/26/95 AT 7

Chifford Stoll youTuBE
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Visionaries see a future of telecommuting workers, interactive libraries and
multimedia classrooms. They speak of electronic town meetings and virtual
communities. Commerce and business will shift from offices and malls to
networks and modems. And the freedom of digital networks will make
government more democratic.

Baloney. Do our computer pundits lack all common sense? The truth in no
online database will replace your daily newspaper, no CD-ROM can take the

place of a competent teacher and no computer network will change the way
government works.

» US Edition
Newsweek U.S. WORLD BUSINESS TEC!

Why the Web Won't Be Nirvana




most everyone shouts, few listen. How about electronic publishing? Try
reading a book on disc. At best, it's an unpleasant chore: the myopic glow of a
clunky computer replaces the friendly pages of a book. And you can't tote that
laptop to the beach. Yet Nicholas Negroponte, director of the MIT Media Lab,
predicts that we'll soon buy books and newspapers straight over the Intenet.
Uh, sure.

@ US Edition

Newsweek .. ...

Why the Web Won't Be Nirvana
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the bigger problem, Is that you
never really know what you have’
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openssl is wil
openssl is written by monkeys
openssl| wrong number of fields on line 1

openss| wrong final block length
openssl wrong version number

Press Enter to search.
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Please Put OpenSSL Out of Its Misery - ACM Queue

queue.acm.org/detail.cfm?id=2602816 ~
by PH Kamp - Cited by 3 - Related articles

Apr 12, 2014 - The OpenSSL software package is around 300,000 lines of code, ... If
those bugs were unique to your computer, that wouldn't be too bad.

OpenSSL code beyond repair, claims creator of “LibreSSL ...

lwn.net/Articles/595639/ ~
Apr 22, 2014 - Since the goal of LibreSSL is thoroughly overhaul OpenSSL code it may

well be ...... OpenVMS also is blamed for bad code in OpenSSL.

Post-Heartbleed: Is it time to kill OpenSSL?7 - TechRadar
www.techradar.com/.../post-heartbleed-is-it-time-to-consider-an-alternati... ~

May 12, 2014 - "And that brings me back to OpenSSL — which sucks. The code is a
mess, the documentation is misleading, and the defaults are deceptive.

OpenSSL insecure and has been for two years. - Industry ...

vpsboard.com » vpsBoard » Industry News ~
Apr 8, 2014 - 8 posts - 8 authors

Should be new updates for OpenSSL pushed out today... and other ... Just call it a
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0@ /9 Justin Schuh (@justinschu % |

Haroon ’

€ - C @ Twitter, Inc. [US]| https://witter.com/justinschuh

OO 1 @ =

‘0 Home Q Notifications p Messages # Discover L 4 Search Twitter Q m

Justin Schuh

@justinschuh

| work on Google Chrome Security.
(Disclaimer: My views are my own, but
they are available for license under
FRAND terms)

¢ Silicon Valley
& google.com/+JustinSchuh
(Y Joined September 2009

8 234 Followers you know

TWEETS FOLLOWING FOLLOWERS FAVORITES
1,001 223 3,170 102 3

Tweets Tweets & replies Photos & videos

Justin Schuh @justinschuh - 4h

~Wow, yahoo.com went HSTS. Had to switch
to microsoft.com for a captive portal login
#HTTP4EVER

16 27

(5] Justin Schuh retweeted
| John Lambert @JohnLaTwC - Mar 15

If you hide your analysts from your competition, remember that you share
adversaries. Cooperate on adversaries, compete on business.
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Tweets Tweets & replies Photos & videos
RSnake

@RSnake

RSnake @RSnake - Mar 16
Computer security enthusiast, defender

of others' privacy, VP of labs, often found Some thoughts on Al and if humanity should

joldng. pursue It:
¢ Austin, TX |
&' detectmalice.com Can we guarantee that no person with bad intentions,

@ Joined July 2008 corporations with profit motives or dangerous
governments will ever re-design it's behavior or hack it?

(£, Tweet to RSnake | Yes
Can we guarantee that it will never be in a bad mood, No N ity should not
2 492 Followers you know get depressed, get jealous, get angry or get revenge? 0, humanlly should not.
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TWEETS FOLLOWING FOLLOWERS FAVORITES

23.5K 270 58.1K 58

. Tweets Tweets & replies Photos & videos
Jeremiah Grossman

@jeremiahg FOLLOWS YOU

’ J ! E} Jeremiah Grossman retweeted
Founder & iCEO of WhiteHat Security, chenxi wang @chenxiwang
Hacker, Black Belt in Brazilian Jiu-Jitsu,

and Off-Road Race Car Driver.

¢ Maui, Hi
& facebook.com/jeremiahgrossm...
() Joined March 2008

* NOW

@jeremiahg This is an "imply" op. Imply is only true if the contraposition is
true. U can see clearly the contraposition of this isn‘t true.

1 1 View conversation

(5] Jeremiah Grossman retweeted
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The Scarcity Problem

SMOLOYOR SCACly 1S the arm that doescr bes emplayers baing unabile

o recrut! sufSaie alent ina grven ricke 10 Sl e roguremerts
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DeerTs are Nl Indlucea n s anayss

WITH MORE THAN ONE MILLION
CYRERSECUNITY POSITIONS
UNFILLID WORLDWIDE,
CLMRENTLY-IDEN TS D S8CU-
RITY NEZCDS COULDN'T BE MET
IFEVERY EMPLOYER AT GM
CosTco, Mame Deror, Deira,
AND PROCTIR & GAMDLE
BECAME SECUNITY BXPe
TOMNOE2OW
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http://www.leviathansecurity.com/wp-content/uploads/Value-of-Cloud-Security-Scarcity.pdf

...With more than one million cyber
security positions unfilled worldwide,
currently 1dentifled security needs
couldn’t be met If every employee at
GM, Costco, Home Depot, Delta,
and Procter & Gamble became
security experts tomorrow.
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Surviving on a Diet of Poisoned Fruit
Reducing the National Security Risks
of America’s Cyber Dependencies

By Rachard J. Danag

| Center fora
I New American
J/  Security

thinkst

http://www.cnas.org/sites/default/files/publications-pdf/CNAS PoisonedFruit Danzgy 0.pepfied research



http://www.cnas.org/sites/default/files/publications-pdf/CNAS_PoisonedFruit_Danzig_0.pdf
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We |lose great people:
- leave the Industry

- to offense

- to “the scene”
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defenders need to give a ot of
bad news
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We |lose great people:
- leave the Industry

- to offense

- to “the scene”
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we have a huge part to play In
the whole NSA/IC mess

applied research



conference talks
&
stunt hacking



the Oday rule
(instead of the golden rule!)

applied research



XSS - Lame!
STUXNET - Lame!
Client Side Exploits - Lame!

applied research
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We have really hard problems..

from fundamental computer
sclence problems,

to pathological market failure

to deep rooted sociology
oroblems

applied research



‘| think Information security Is quite
possibly the most intellectually
challenging profession on the planet”

-Dan Geer

applied research



“but you are probably conning
yourself If you think this applies to
what you are doing!”

-me

applied research
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iINnfosec can pe really hard..
&&
INnfosec can be really important..



but many of us are not working on
the problems that are really hard or
really Important

applied research



the problems we chose to focus
on, are not necessarlily the
oroblems we needed to focus on



dopamine hits with conference
talks

http://thinkst.com/stuff/44Con 2013/talk about talks.pdf th | N k st
https://www.youtube.com/watch?v=BIVjdUkrSFY applied research



https://www.youtube.com/watch?v=BlVjdUkrSFY
http://thinkst.com/stuff/44Con_2013/talk_about_talks.pdf

feeling good about ourselves
doing pen-testing

http://www.youtube.com/watch?v=GvX52HPAfBk t h | N k S t
http://thinkst.com/resources/slides/44con-final.pdf applied researc h
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http://www.youtube.com/watch?v=GvX52HPAfBk

but we are not significantly moving
the needle on the real problems



Conducted a Pen-Test in
the past 2 years ?

ARI




How many 0-days would |
need to access your crown
jewels?

44L0N




Most Common Answer: 1

L4CON thinkst
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we need to get over our
entitlement
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we need to refocus some
research
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Killing the Rootkit

By Shane Macaulay

Cross-platform, cross-architecture DKOM detection

To know if your system is compromised, you need to find everything that could
run or otherwise change state on your system and verify its integrity (that is,

check that the state is what you expect it to be).

“Finding everything” is a bold statement, particularly ir
security, rootkits, and advanced threats. Is it possible
the short answer is no, it's not. Strangely, the long an

By defining the execution environment at any point in
through the use of hardware-based hypervisor or virtu
verify the integrity of that specific environment using ¢
hashing.

Process-based Page Table Detection

Any given page of memory could be a page table. Typically a page table is
organized as a series of page table entries (PTEs). These entries are usually
traversed by selecting some bits from a virtual address and converting them into
a series of table lookups.

The magic of this technique comes from the propensity of all OS (at least
Windows, Linux, and BSD) to organize their page tables into virtual memory.
That way they can use virtual addresses to edit PTEs instead of physical
memory addresses.

7:kd> formats FFFFF6FB7DBEDF68 s
Binary: 111111111111111111110110183890810#111101101111101101111101101000

Sign extend 1111111111111111

PML4 offset 111101101 == Ox1ED

PDP offset 111101101 == Ox1ED

PD offset 111101101 ==(0x1ED

Page table offset 111101101

Physical page offset 111101101000 == 0xF68 (0xF68 / 8 == OX1ED)




there Is a beautiful gap In the
market here!

applied research



between the customers we
have and ones we wish we had



we need to bulld the tools that
solve actual user problems



this gives us an opportunity to
make a difference & be relevant



£ Pinned Tweet
Dino A. Dai Zovi @dinodaizovi - Aug 16

"You never change things by fighting the
existing reality. To change something, build a

new model that makes the existing model
obsolete.”

41
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back In 1999.. it was cool

today..

applied research



our future _Is_ currently being
decided



We are at an important inflection point

We simultaneously face a crisis of
relevance and a crisis of confidence

We have important problems that
need solving

Our best ad brightest shouldn't be
spending their time creating

sideshows to distract and entertain

the rest (o

applied researc h



we need you to show up anad
Cchoose a side..
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Questions?

@haroonmeer
http://thinkst.com
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