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Positioning	
  ENISA	
  activities
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Significant	
  physical	
  disasters	
  affecting	
  CIIs

Complex	
  networks	
  and	
  services

Low	
  quality	
  of	
  software	
  and	
  hardware

Asymmetric	
  threats	
  allowing	
  remote	
  attacks	
  to	
  CII

Increasing	
  organised	
  cybercrime	
  and	
  industrial	
  
espionage

Lack	
  of	
  international	
  agreements	
  and	
  regimes

Lack	
  of	
  well	
  functioning,	
  international	
  operational	
  
mechanism

The	
  road	
  to	
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  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
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Emerging	
  Threat	
  Environment
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EU	
  Policy	
  Context

EU	
  Cyber	
  Security	
  Strategy	
  (COM)	
  þ
eIDAs Directive	
  – article	
  19	
  þ

EU	
  Cloud	
  Computing	
   Strategy	
  
and	
  Partnership	
  (COM)	
  þ

Telecom	
  Package	
  – Article	
  13a,	
  Article	
  4	
  þ

ENISA	
  II	
  – new	
  mandate	
  þ

The	
  NIS	
  Directive	
  C

EU’s	
  CIIP	
  action	
  plan	
  þ

The	
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  to	
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  |	
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  Cédric	
  LÉVY-­‐BENCHETON	
  |	
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The	
  NIS	
  Directive

The	
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  to	
  secure	
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  @clevybencheton
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FinanceTransport

Secure	
  Infrastructure	
  and	
  Services
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  to	
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  Smart	
  
Hospitals
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  networks:	
  Critical	
  Information	
  
Infrastructure	
  and	
  Internet	
  Infrastructure
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Manufacturers	
  have	
  an	
  economic	
  interest

• Data	
  collection	
  and	
  processing	
  
• New	
  business	
  models:	
  data	
  reseller,	
  targeted	
  ads,	
  etc.
• Competitors	
  do	
  IoT,	
  hence	
  we	
  must	
  do	
  IoT
• Competitors	
  don’t	
  do	
  IoT,	
  let’s	
  be	
  the	
  first	
  one!

Customers	
  have	
  their	
  own	
  interests	
  (do	
  they?)

• Connectivity	
   is	
  needed,	
  mobility	
  is	
  important
• Statistics	
  and	
  remote	
  control
• Convergence	
  and	
  interconnection	
  with	
  devices	
  and	
  services
• More	
  functionalities	
  than	
  non-­‐IoT product,	
  reasonable	
  price
• Non-­‐connected	
   version	
  is	
  not	
  available

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Everything	
  becomes	
  connected

Connected	
  products	
  are	
  the	
  new	
  normal
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No	
  device	
  is	
  fully	
  secured
• Reliance	
  on	
  third-­‐party	
  components,	
  hardware	
  and	
  

software
• Dependency	
  to	
  networks	
  and	
  external	
  services
• Design	
  of	
  IoT/connected	
  devices
• Vulnerabilities	
  in	
  protocols

IoT security	
  is	
  currently	
  limited
• Investments	
  on	
  security	
  are	
  limited
• Functionalities	
  before	
  security
• Real	
  physical	
  threats	
  with	
  risks	
  on	
  health	
  and	
  safety
• No	
  legal	
  framework	
  for	
  liabilities

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Why	
  IoT security	
  matters?

IoT brings	
  smartness	
  and	
  new	
  security	
  challenges

Cyber
System

Physical
System
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An	
  increasing	
  number	
  of	
  threats
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Definition	
  of	
  the	
  perimeter
• Devices
• Data	
  exchange	
  (including	
  network	
  infrastructure)
• Local	
  and	
  remote	
  services	
  (e.g. Cloud,	
  etc.)

ENISA	
  develops	
  expertise	
  to	
  secure	
  IoT
• Evaluation	
  of	
  threats
• Promotion	
  of	
  security	
  good	
  practices
• Stakeholders	
  engagement
• Awareness	
  raising
• Community	
  expert	
  groups
• Liaison	
  with	
  policy	
  makers

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

ENISA	
  and	
  IoT security

ENISA	
  provide	
  guidance	
  to	
  secure	
  IoT against	
  cyber	
  threats

SCADA
and	
  Industry	
  4.0

eHealth

Smart	
  Homes

Intelligent
Public	
  Transport

Smart	
  Cities

Smart	
  Cars

Smart	
  Airports
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Threat	
  taxonomy	
  for	
  IoT
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Smart	
  Cars	
  improve	
  drivers	
  and	
  passengers	
  experience
• Safety	
  (collision	
  avoidance,	
  eCall)
• Convenience	
  (keyless,	
  assisted	
  parking)
• Entertainment	
  (On-­‐board	
  multimedia,	
   Internet	
  access)
• Economical	
  advantage	
  (adaptive	
  insurance)

Some	
  advantages	
  of	
  Smart	
  Cars
• Statistics	
  for	
  drivers	
  and	
  third-­‐parties
• Embedded	
   Internet	
  access
• Satisfaction	
  of	
  driving	
   “the	
  latest	
  technology”

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Smart	
  Cars	
  integrate	
  IoT in	
  Cars

Smart	
  Cars	
  are	
  leading	
  the	
  adoption	
  of	
  IoT
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Technical	
  challenges
• Reliance	
  on	
  third-­‐party	
  components,	
  hardware	
  

and	
  software:	
  “over	
  100	
  M	
  lines	
  of	
  code”
• Lack	
  of	
  basic	
  security	
  for	
  cars	
  (CAN	
  Bus,	
  ECU	
  

authentication)
• Patching	
  a	
  car	
  is	
  more	
  difficult	
  than	
  it	
  seems

Safety	
  challenges
• Liabilities	
  are	
  unclear
• Data	
  exchange	
  with	
  external	
  providers	
  with	
  no	
  

experience	
  in	
  car	
  safety
• Integrity	
  of	
  messages	
  which	
  influence	
  driving?

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Challenges of	
  Smart	
  Cars
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More	
  challenges	
  linked	
  to	
  Smart	
  Cars

Low	
  price	
  of	
  OBDII	
  Wi-­‐Fi	
  scanners

Easy-­‐to-­‐open	
  keyless	
  cars

Inaccurate	
  Sat-­‐Nav

Unsecure	
  APIUnclear	
  liabilities
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ENISA	
  to	
  highlight	
  good	
  practices
• Understand	
  the	
  threats	
  and	
  the	
  critical	
  assets
• Secure	
  the	
  entire	
  life	
  cycle	
  of	
  smart	
  cars
• Security	
  measures	
  go	
  beyond	
  technical	
  (organisation,	
  

policy)

Possible	
  solutions	
  from	
  other	
  IoT sectors
• Raise	
  awareness	
  of	
  manufacturers	
  and	
  suppliers
• Develop	
  information	
  exchange	
  on	
  threats	
  and	
  risks
• Promote	
  a	
  common	
  cyber	
  security	
  framework
• Reuse	
  existing	
  good	
  practices	
  from	
  other	
  domains

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Possible	
  solutions

Secure	
  Smart	
  Cars	
  to	
  ensure	
  the	
  safety	
  of	
  citizens
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European	
  Commission

• Collaborative	
  ITS	
  Deployment	
  Platform	
  (C-­‐ITS)
• Alliance	
  for	
  IoT Innovation	
  (AIOTI)

ENISA	
  CaRSEC Expert	
  Group

• Exchange	
  on	
  threats,	
  challenges,	
  solution
• Contribute	
  and	
  review	
  ENISA	
  study
• Participation	
  is	
  free	
  and	
  voluntary

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Cyber	
  Security	
  initiatives	
  in	
  the	
  EU

Apply	
   to	
  ENISA	
  CaRSEC:	
  https://ec.europa.eu/eusurvey/CaRSEC
Terms	
  of	
  References	
  available	
  on	
  ENISA	
  website



Securing	
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in	
  Smart	
  Homes
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Connected	
  devices
• Data	
  acquisition	
  and	
  processing
• Actions	
  on	
  the	
  environment

Connected	
  users
• Interface	
  for	
  command	
  &	
  control
• Adaption	
  to	
  the	
  environment

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

What	
  is	
  a	
  Smart	
  Home?

Towards	
  an	
  automation	
  of	
  the	
  home
for	
  an	
  improved	
  quality	
  of	
  life	
  (comfort,	
  energy	
  reduction…)
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Challenges	
  for	
  products	
  and	
  services
• Manufacturers,	
  retailers	
  are	
  not	
  expert	
  in	
  

security
• End-­‐users	
  are	
  not	
  security	
  administrators
• Certification	
  not	
  needed	
  by	
  the	
  industry
• Functionalities	
  before	
  security
• No	
  incident	
  reporting	
  schemes

Challenges	
  linked	
  to	
  the	
  connectivity
• Data	
  exchange	
  with	
  remote	
  services,	
  some	
  

not	
  hosted	
  in	
  the	
  EU
• Resilience	
  in	
  case	
  of	
  outage?
• Ubiquitous	
  connectivity	
  on	
  multiple	
  networks

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Challenges	
  to	
  the	
  Smart	
  Home

Smart	
  Home	
  present	
  a	
  real	
  risk	
  to	
  the	
  safety	
  and	
  privacy	
  of	
  citizens
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  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Update	
  on	
  threats
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Good	
  practices

• Secure	
  the	
  entire	
  lifecycle	
  of	
  IoT devices	
  and	
  
services

• Do	
  not	
  use	
  in-­‐house	
  encryption!
• Rely	
  on	
  Smart	
  Home	
  architecture	
  for	
  security

ENISA	
  recommends	
  all	
  actors	
  of	
  Smart	
  Homes	
  to:

• Support	
  security-­‐driven	
  business	
  models
• Integrate	
  cyber	
  security	
  in	
  R&D	
  projects
• Establish	
  an	
  evaluation	
  framework	
  for	
  security

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Securing	
  Smart	
  Homes

All	
  stakeholders	
  must	
  cooperate	
  to	
  enhance	
  IoT security	
  in	
  Smart	
  Homes



Securing	
  IoT in
Intelligent	
  Public	
  Transport
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Improve	
  the	
  Quality	
  of	
  Life	
  of	
  citizens

• Efficiency:	
  real-­‐time	
  schedules,	
   shared	
  farecard
• Fun:	
  on-­‐board	
   infotainment,	
   public	
  Wi-­‐Fi
• Environment:	
   reduced	
  noise,	
  pollution

Generate	
  new	
  business	
  opportunities

• Quality	
  of	
  Service:	
  traffic	
  adaption
• Monitoring:	
   pre-­‐emptive	
  maintenance
• Marketing:	
  data	
  exchange	
  with	
  other	
  operators

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Intelligent	
  Public	
  Transports

Intelligent	
  Public	
  Transport	
  is	
  a	
  key	
  component	
  in	
  Smart	
  Cities
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Organisational challenges
• Awareness	
  level	
  is	
  low
• Security	
  is	
  not	
  well	
  integrated	
  in	
  organisations
• Unwillingness	
  to	
  collaborate	
  and	
  exchange	
  

information	
  on	
  cyber	
  security	
  
• Low	
  spending	
  for	
  cyber	
  security

Technical	
  challenges
• Safety	
  does	
  not	
  integrate	
  security
• Slow	
  phasing	
  out	
  of	
  legacy	
  systems
• Lack	
  of	
  framework	
  to	
  assess	
  IoT security

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Challenges	
  towards	
  a	
  more	
  secure	
  IoT

Cyber	
  incident	
  have	
  an	
  impact	
  on	
  the	
  real	
  world!
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ENISA	
  good	
  practices

• Secure	
  organisation,	
  people,	
  processes
• Secure	
  third-­‐party	
  dependencies
• Applicable	
  before,	
  during	
   or	
  after	
  an	
  incident

ENISA	
  recommends	
  operators	
  and	
  deciders	
  to:

• Develop	
  a	
  clear	
  definition	
   of	
  security	
  requirements	
  
• Integrate	
  cyber	
  security	
  in	
  corporate	
  governance	
  
• Promote	
  public/private	
  collaboration	
  on	
  cyber	
  security	
  

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Good	
  practices	
  to	
  secure	
  Intelligent	
  
Public	
  Transport

To	
  be	
  efficient,	
  good	
  practices	
  require	
  support	
  by	
  all	
  actors	
  
(manufacturers/vendors/service	
  providers/other	
  operators…)
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Objective:	
  enhance	
  security	
  of	
  Public	
  Transport

• Exchange	
  on	
  threats,	
  challenges,	
  solution
• Contribute	
  and	
  review	
  ENISA	
  study
• Participation	
  is	
  free	
  and	
  voluntary

Group	
  applications	
  are	
  open	
  to:

• Operators	
  and	
  infrastructure	
  owners
• Manufacturers	
  or	
  integrators
• Suppliers	
  and	
  developers	
  of	
   transport	
  HW	
  and/or	
  SW
• Associations	
  and	
  not-­‐for-­‐profit	
   organisations
• Relevant	
  authorities,	
   academia,	
  standardisation bodies	
  

and	
  policy	
  makers

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

ENISA	
  TRANSSEC	
  Expert	
  Group

Apply	
   to	
  ENISA	
  TRANSSEC:	
  https://europa.eu/!TW93uf
Terms	
  of	
  References	
  available	
  on	
  ENISA	
  website



Conclusion
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For	
  IoT manufacturers	
  and	
  end-­‐users

• Express	
  and	
  validate	
  security	
  requirements
• Security	
  “by	
  design”	
  goes	
  beyond	
   the	
  design	
  phase
• Do	
  not	
  redevelop	
  security	
  functions!	
   Test	
  your	
  security!
• Keep	
  up-­‐to-­‐date	
  with	
  the	
  latest	
  security	
  news

Cyber	
  security	
  is	
  not	
  only	
  technical

• Develop	
  awareness	
  and	
  training	
  on	
  IoT threats	
  and	
  risks

• Assume	
  that	
  dependencies	
   are/can	
  be	
  compromised
• Anticipate	
  future	
  regulation
• Make	
  security	
  a	
  feature!

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Good	
  practices	
  to	
  secure	
  IoT

Critical	
  sectors	
  must	
  become	
  leader	
  in	
  IoT security
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A	
  harmonised	
  multi-­‐sector	
  approach

• Promote	
  collaborations	
  on	
  cyber	
  security	
  across	
  Europe	
  and	
  
beyond

• Integrate	
  security	
  in	
  business	
  processes	
  (trade-­‐off	
  
risk/investment)

• Establish	
  new	
  approaches	
  to	
  risk	
  management	
  and	
  trust
• Define	
  minimum	
  security	
  requirements

Ensuring	
  security	
  of	
  citizens

• Integration	
  of	
  security	
  in	
  research	
  projects	
  (H2020,	
  industrial)
• Evaluation	
  framework	
  for	
  IoT security	
  (“5	
  stars”	
  framework)
• EU	
  regulation	
  is	
  coming	
  (NIS	
  Directive,	
  GDPR,	
  sector	
  specific	
  

regulation)

The	
  road	
  to	
  secure	
  Smart	
  Cars:	
  ENISA	
  approach	
  |	
  Dr.	
  Cédric	
  LÉVY-­‐BENCHETON	
  |	
  @clevybencheton

Possible	
  steps	
  to	
  enhance	
  security

IoT security	
  is	
  not	
  an	
  option!
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IoT security	
  in	
  general

• Security	
  by	
  default	
  is	
  a	
  must
• IoT vendors	
  must	
  secure	
  the	
  entire	
  lifecycle	
  of	
  products
• Harmonisation	
  of	
  minimum	
   security	
  features	
  needed

ENISA	
  on	
  the	
  road	
  to	
  secure	
  Smart	
  Cars

• Focus	
  on	
  security	
  for	
  safety
• Engage	
  and	
  foster	
  collaboration	
  with	
  manufacturers,	
  

developers,	
  users
• Reuse	
  IoT security	
  good	
  practices	
  from	
  other	
  domains
• Secure	
  the	
  entire	
  lifecycle	
  of	
  products	
  and	
  services

Conclusion
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ENISA	
  promotes	
  a	
  pragmatic	
  approach	
  of	
  security



PO	
  Box	
  1309,	
  710	
  01	
  Heraklion,	
  Greece

Tel:	
  +30	
  28	
  14	
  40	
  9710

info@enisa.europa.eu

www.enisa.europa.eu

Thank	
  you
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Prepare	
  for	
  secure	
  autonomous	
  
vehicles

Autonomous	
   Vehicles
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Societal	
  critical
• Elements	
  affecting	
  the	
  quality	
  

of	
  life	
  of	
  the	
  citizens	
  and	
  their	
  
daily	
  experience	
  of	
  transport

• Environment,	
  safety	
  and	
  
security,	
  privacy…

• Sustainable	
  urban	
  mobility
• Passenger	
  safety	
  and	
  security
• Data	
  protection	
  and	
  privacy
• Sustainable	
  environment

Example	
  of	
  assets:	
  safety	
  systems,	
  radio	
  
communications,	
  power	
  distribution	
  grid…

Business	
  critical
• Elements	
  contributing	
  to	
  

business	
  execution	
  and	
  
sustainability

• Impact	
  on	
  revenue,	
  service	
  
provision,	
  operations,	
  brand	
  
and	
  image	
  of	
  organisation…

• Traffic	
  and	
  vehicle	
  management
• Transportation	
  safety	
  and	
  security
• Sales,	
  fees	
  and	
  charges
• Resilient	
  management	
  structure
• Energy	
  and	
  environment

Example	
  of	
  assets:	
  networking	
  &	
  
communication	
  components,	
  payment	
  
systems…

Secure	
  critical	
  assets	
  in	
  Intelligent	
  
Public	
  Transport
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Example:	
  Application	
  of	
  good	
  practices
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