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IPv6 in Wireshark
*IPv6 - a bit more than basics

* Wireshark basics

* Wireshark color rules, display filters,
columns, configuration profiles, and

packet annotation
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IPv6 — a bit more than basics

*Quick IPv6 history

*IPv6 Address basics

*IPv6 Address Autoconfiguration
*IPv6 in applications

IPv6 Brief History

* Fall 1992 - IPv4 addresses will run out someday

®* Oct 1993 - DHCP - RFC 1531 - easier IPv4 address
management

* Dec 1993 - IPng - RFC 1550 - basic specification
for next version IP

* May 1994 - NAT - RFC 1631 - temporary solution
before IPng available

* Dec 1995 - RFC 1883 - Basic specifications of IPv6
* Feb 1996 - RFC 1918 - Private Iv4 addresses

* Dec 1998 - RFC 2460 - Full IPv6 defined

* May 2005 -~ RFC 3927 - APIPA (tpv4)
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* IPv4 addresses 232 = 4,294,967,296
* IPv6 addresses 2128 =
340,282,366,920,938,463,463,374,607,431,768,211,456

« which is 340 undecillion
— 340 trillion trillion trillion

«79,228,162,514,264,337,593,543,950,336 times
more v6 addresses than v4

* If IP addresses weighed one gram each:
« IPv4 = half the Empire State Building
« IPv6 = 56 billion earths

What is an IPv6 Address?

* IPv6 addresses are very different than IPv4
addresses in the size, numbering system, and
delimiter between the numbers

« 128bit -vs- 32bit

» colon-hexadecimal -vs- dotted-decimal

- colon and double colon -vs- period (or “dot” for the real
geeks)

Valid IPv6 addresses are comprised of hexadecimal
numbers (0-9 & a-f), with colons separating groups
of four numbers, with a total of eight groups

(each group is known as “quibble” or “hextet"”)

« 2001:0db8:1010:61ab:f005:bal11:00da:11a5

Copyright © 2016 Jeffrey L. Carrell
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IPv6 default for subnet

* Based on the default definition an IPv6 address is
logically divided into two parts: a 64-bit network
prefix and a 64-bit interface identifier (IID)

* Therefore, the default subnet size is /64
N gOOl:OdbS:1010:61ap:5005:ba11:OOda:11a§/

! t 1

|64bits for Network Identifier| |64bits for Interface Identifierl |Prefix Lengthl

64
v

* A single /64 network yields 18 billion-billion
possible addresses

IPv6 shorthand notation
Option 1 2001::a52:0:0:0:3d16

|Consecutive Zerosl ‘Leading ZerN
/_H

f__\ /—/% f__\ Ve A N

2001:0000:0000:0a52:0000:0000: :3d16

;Y_I H‘\_/ \ﬂ_l ~ ){ / H_J
A\

|Leading Zeros‘ ‘Consecutive Zeros

— A A A
Option 2 2001:0:0:a52::3d16
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Incorrect shorthand notation

2001:0000:0000:0a52:0000:0000:0000:3d16

X /
NConsecutive Zeros| I ‘Consecutive Zeros‘

Leading
Zeros

2001::a52::3d16

\ /

How many bits are represented by each “::"?

Address types

Address Type IPv4 IPv6
- One-to-one communication
Broadcast Yes No
- One-to-many communication local
- One-to-many communication local/remote
- One-to-many communication nearest

10
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Address scopes

Address Scope IPv4 IPv6
Link-Local (is telf Ao ves
Unigue LOCR! wran | ‘REC 1018 | RFC4193

11

Address Type IPv4 IPV6
Default Route 0.0.0.0/0 ::/0
Unspecified 0.0.0.0/32 1:/128
Loopback 127.0.0.1/8 ::1/128
Multicast 224.0.0.0/4 ff00::/8
Link-Local 169.254.0.0/16 fe80::/10
Global Unicast All others 2000::/3
10.0.0.0/8
Unique Local 172.16.0.0/12 fc00::/7
192.168.0.0/16
192.0.2.0/24
Documentation 198.51.100.0/24 2001:db8::/32
203.0.113.0/24

12
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IPv6 well known multicast addresses
Address Description Scope
ffo1l::1 All nodes address Interface-local
ff02::1 All nodes address Link-local
ff01::2 All routers address Interface-local
ff02::2 All routers address Link-local
ff05::2 All routers address Site-local
ff02::4 DVMRP routers Link-local
ff02::5 OSPF drothers Link-local
ff02::6 OSPF designated routers Link-local
ff02::9 RIPNng routers Link-local
ff02::a EIGRPV6 routers Link-local
ff02::d All PIM routers Link-local
ff02::16 ALL MLDv2 routers Link-local
ff02::1:2 DHCPv6 servers/agents Link-local
ff02::1:3 DHCPv6 servers/agents Site-local
ff02:: 1:ffixx:XxXX Solicited node address Link-local

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 13

Interface ID from MAC add?éss

Company ID  Manufacturer Data

- 64 | 3F | 00 IEEE 48-Bit MAC Address

Expand to EUI-64
m Fi | FE | 64 | 3F | 00 (IEEE Extended Unique ID)
,_L —_—

00000000 OXFFFE inserted

00000010 7t bit inverted - Local/Global bit

ﬁ’_/

m 64 | 3 [ 00 | invert the Local/Global Bit
. . . Modified EUI-64
02 1 9 [ ] 7 1ffl fe [ ] OInItIeerface ID

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 14
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* RFC4941 - Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

* Initial IID is derived based on mathematical
computation to create a “random 64bit number”
and appended to prefix to create a GUA

* An additional but different 64bit number is
computed, appended to prefix, and tagged
“temporary” for a 2" GUA

* Temporary GUA should be re-computed on a
frequent basis

* Temporary GUA is used as primary address for
communications, as it is considered “more secure”

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 15

Lifetime states of an IPv6 a:dd?éss

Valid

Tentative Preferred Deprecated Invalid

» Time
Preferred Lifetime |

Valid Lifetime

* Tentative - address is in process of verification for uniqueness and is
not yet available for regular communications

* Valid - address is valid for use in communication based on Preferred
and Deprecated status

* Preferred - address is usable for all communications

* Deprecated - address can still be used for existing sessions, but not
for new sessions

* Invalid - an address is no longer available for sending or receiving

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Comparing IPv4 & IPv6 v =
Neighbor Discovery Protocols

IPv4 IPv6

ARP Request Neighbor Solicitation
ARP Reply Neighbor Advertisement
Router Solicitation Router Solicitation

Router Advertisement |Router Advertisement

Duplicate Address
Detection

ARP Cache Neighbor Cache

Gratuitous ARP

17
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IPv6 Neighbor Discovery Protocol

* Neighbor Discovery Protocol (NDP) is
defined in RFC 4861

* NDP provides the following basic IPv6
functions per node
 Discover what link they are one
Learn link prefix addresses
Discover the on-link router
Discover on-link neighbors
Keep track of active neighbors

18
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NDP ICMPv6 message typeé‘

* ICMPv6 type 133 - Router Solicitation (RS)

* ICMPv6 type 134 - Router Advertisement (RA)

* ICMPv6 type 135 - Neighbor Solicitation (NS)

* ICMPv6 type 136 - Neighbor Advertisement (NA)

19
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Duplicate Address Detection (DAD)

* When a node initially assigns an IPv6 address to its
interface, it must check whether the selected

address is unique
* If unique, the address is configured on interface

* To verify uniqueness, the node sends a multicast
Neighbor Solicitation message with the:
« dest MAC of 33:33:<last 32bits of IPv6 mcast addr>
- dest IPv6 addr of ff02::1:ff<last 24bits of proposed
IPv6 addr>
« source IPv6 of “::” (IPv6 unspecified addr)

20
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IPv6 autoconfiguration options

Address ICMPv6 ICMPv6 Prefix Interface ID Other
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration

Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info

A Flag L Flag
Link-Local Internal M-EUI-64
(always configureay | WA | NA ] NAT WA (regoi) | or Privacy TR 1
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
M-EUI-64 ;
-EUI- (LL, IPv6,
SLAAC Off Off On On RA or Privacy Manual IPv6
temp)
Stateful 2
On N/R Off On DHCPv6 DHCPv6 DHCPv6 (LL,
(DHCPvV6) DHCPV6)
Statel M-EUI-64 3
ateless -EUI- (LL, IPv6,
DHCPV6 Off On On On RA or Privacy DHCPv6 1Pv6
temp)
-EUI- 4
Combination RA 24,’ EE\II:: (LL, IPv6,
Stateless & On N/R On On and o] Y DHCPv6 1Pv6
DHCPv6 DHCPv6 temp,
3 Y® | DpHCPve DHCPV6)

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 21

IPv6 address autoconfiguras»io/n

* Assigning an IPv6 address:
- Link-Local (automatically assigned when IPv6 is enabled)
- Based on prefix fe80::/10, assigned as fe80::/64

- Interface ID (64 bit host portion) derived from either:
- Modified IEEE EUI-64 format (RFC 4291)
- Derived from MAC address
- Privacy format (RFC 4941)
- Derived from random number generator

**NOTE: Requires no routers, no DHCPv6 servers,
no additional network systems support

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 22
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Link-Local address basics

* Each interface must have one (and only one)
link-local address (generally autoconfigured by 0OS)

* Can/may be same on any/all interfaces

* Zone ID or Scope ID is used to differentiate which
interface is to be used for outbound communications

* Zone ID is appended to link-local address when used
for outbound communications
ping fe80::22c:8a5c:12ab:370f%vlanl - switch
ping fe80::22c:8a5c:12ab:370f%12 - Windows
ping fe80::22c:8a5c:12ab:370f%eth0 - Linux
Adestination host to ping ~intf to go out

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Link-Local address status (Wiﬁ?)

Windows 7 example:
C:\>ipconfig /all |more

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . : example.com

Description . ... .......:Intel(R) 82579LM Gigabit Network Connection
Physical Address. . .......:00-9C-02-8F-61-F4

DHCP Enabled. . .........: Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address ... .. : fe80::a120:9e8f:ac0a:69b2%12(Preferred)
IPv4 Address. .. ........:10.1.1.105(Preferred)

Subnet Mask . ..........:255.255.255.0

C:\>netsh int ipv6 show address interface=12

Address fe80::a120:9e8f:ac0a:69b2%12 Parameters

Interface Luid : Local Area Connection
Scope Id 1 0.12
Valid Lifetime : infinite

Preferred Lifetime : infinite

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Link-Local neighbors (Win7)

* Windows 7 example:
C:\>netsh int ipv6 show neighbors interface=12

Interface 12: Local Area Connection

Internet Address Physical Address Type
2001:470:1f0f:ee7::1 00-09-0£f-db-04-d3 Stale (Router)
fe80::209:fff:fedb:4d3 00-09-0£f-db-04-d3 Stale (Router)
££02::1 33-33-00-00-00-01 Permanent
££02::2 33-33-00-00-00-02 Permanent
££02::c 33-33-00-00-00-0c Permanent
££02::16 33-33-00-00-00-16 Permanent
££02::fb 33-33-00-00-00-fb Permanent
££02::1:2 33-33-00-01-00-02 Permanent
££02::1:3 33-33-00-01-00-03 Permanent
££02::1:££00:1 33-33-ff-00-00-01 Permanent
££02::1:££07:101 33-33-ff-07-01-01 Permanent
££f02::1:£f0a:69b2 33-33-ff-0a-69-b2 Permanent
££f02::1:££15:d7a3 33-33-ff-15-d7-a3 Permanent
££f02::1:£ffdb:4d3 33-33-ff-db-04-d3 Permanent

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 25

Link-Local usage (Win7)

* Windows 7 example:
C:\>ping fe80::209:fff:fedb:4d3%12
Pinging fe80::209:fff:fedb:4d3%12 with 32 bytes of data:

Reply from fe80::209:fff:fedb:4d3%12: time<lms
Reply from fe80::209:fff:fedb:4d3%12: time<lms

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 26
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Link-Local address status (Mag) “

* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ifconfig -L en0
en0: flags=8963<UP,BROADCAST,SMART,RUNNING,PROMISC,SIMPLEX,MULTICAST> mtu
1500

options=27<RXCSUM, TXCSUM,VLAN_MTU,TSO4>
ether 00:23:32:¢9:f3:c4
inet6 fe80::223:32ff:fec9:f3c4%en0 prefixlen 64 scopeid 0x4
inet 192.168.1.199 netmask 0xffffff00 broadcast 192.168.1.255
inet6 2001:5c0:1506:ef00::119 prefixlen 64 pltime 138 vitime 251
nd6 options=1<PERFORMNUD >
media: autoselect (100baseTX <full-duplex,flow-control>)
status: active

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Link-Local neighbors (Mac)y

* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ndp -an - show IPv6 neighbors

Neighbor Linklayer Address Netif Expire St Flgs Prbs
2001:5c0:1506:e£00::119 0:23:32:c9:£f3:c4 en0 permanent R
fe80::1%100 (incomplete) 1lo0 permanent R
fe80::223:32ff:fec9:£3c4%enl 0:23:32:c9:£f3:c4 en0 permanent R
fe80::a00:27ff:fe3f:556e%en0 8:0:27:3£:55:6e en0 2s R R

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 28
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Link-Local usage (Mac)

* Mac OS X 10.9.1 example:

mac:~ jcarrell$ ping6 fe80::a00:27ff:fe3f:556e%en0

PING6 (56=40+8+8 bytes) fe80::223:32ff:fec9:£3c4%en0 -->
fe80::200:27£ff:fe3f:556e%en0

16 bytes from fe80::a00:27ff:fe3f:556e%en0, icmp seq=0 hlim=64 time=0.366 ms

16 bytes from fe80::a00:27ff:fe3f:556e%en0, icmp seq=1l hlim=64 time=0.630 ms

~C

--- fe80::a00:27ff:fe3f:556e%en0 ping6 statistics ---

2 packets transmitted, 2 packets received, 0.0% packet loss

round-trip min/avg/max/std-dev = 0.366/0.498/0.630/0.120 ms

mac:~ jcarrell$ ping6 fe80::a00:27ff:fe3f:556e

PING6 (56=40+8+8 bytes) fe80::223:32ff:fec9:£3c4%en0 -->
fe80::200:27£ff:fe3f:556e

ping6: sendmsg: No route to host

ping6: wrote fe80::a00:27ff:fe3f:556e 16 chars, ret=-1

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 29

Link-Local address status (I:-I»P/)

* HP ProVision Layer3 switch example:

HP3500# show ipvé

Internet (IPv6) Service

IPv6 Routing : Enabled
ND DAD : Enabled
DAD Attempts : 3

VLAN Interfaces
Interface Name : vl2-client-vlan
IPv6 Status : Enabled
Layer 3 Status : Enabled
Address | Address
Origin | IPv6 Address/Prefix Length Status
__________ b e e
manual | 2001:470:c9:1692::£254/64 preferred
manual | fe80::9/64 preferred

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 30
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Link-Local usage (HP)

* HP ProVision Layer3 switch example:
HP3500# show ipv6é neighbors

IPv6é ND Cache Entries

IPv6 Address MAC Address State Type Port
fe80::2cab:3680:143d:603a%vlan2 000c29-34478a STALE dynamic 8
2001:470:56:1££9::1 4001c6-a6aa8l REACH dynamic 1

HP3500# ping6 fe80::2cab:3680:143d:603a%vlan2
fe80::2cab:3680:143d:603a is alive, time = 5 ms

HP3500# ping6 fe80::2cab:3680:143d:603a [I did not supply vlan-id,
I simply pressed <ENTER>]

Specified address must include an interface scope. For example, to specify

the link-local address "fe80::1" on VLAN 1, use: fe80::1%vlanl.

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Link-Local address status (C_:»is/ca)

* Cisco Layer3 switch example:

Cisco37504#show ipvé interface vlan 2
Vlan2 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::5
Global unicast address(es):
2001:470:56:1652: :F254, subnet is 2001:470:56:1652::/64
Joined group address (es):

FF02::1
FF02::2
FF02::5
FF02::6
FF02::1:2

FF02::1:FF00:5
FF02::1:FF00:F254
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Link-Local usage (Cisco)

* Cisco Layer3 switch example:

Cisco3750#show ipv6é neighbors

IPv6 Address Age Link-layer Addr State Interface
FE80::250E:BB04:9D92:370E 0 000c.2997.60e8 STALE V12
2001:470:56:1652::102 1 000c.2997.60e8 STALE V12
FE80::F254 0 4001.c6a6.aa8l STALE V11

Cisco3750#ping ipv6é £e80::250e:bb04:9d92:370e

Output Interface: vlan 2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FE80::250E:BB04:9D92:370E, timeout is 2
seconds:

Packet sent with a source address of FE80::5

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
Cisco3750#ping ipv6é £e80::250e:bb04:9d92:370e
Output Interface: [I did not supply vlan-id, I simply pressed <ENTER>]

% Interface required

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 33

Address ICMPv6 ICMPv6 Prefix Interface ID Other
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info ((0, Glemelm,

time, tftp, etc)

A Flag L Flag Derived via

Link-Local Internal M-EUI-64
(always configureay | WA | NA | NAT WA (regoir) | or Privacy TR 1
2
Manual Off Off Off Oon Manual Manual Manual (LL,
Manual)
M-EUI-64 ;
-EUI- (LL, IPv6,
SLAAC Off Off Oon Oon RA or Privacy Manual 1Pv6
temp)
Stateful 2
On N/R Off On DHCPv6 DHCPv6 DHCPv6 (LL,
(DHCPv6) DHCPV6)
Statel M-EUI-64 3
ateless -EUI- (LL, IPv6,
DHCPV6 Off On On On RA or Privacy DHCPv6 IPv6
temp)
-EUI- 4
Combination RA 24,’ Eg\lla? (LL, IPv,
Stateless & On N/R On On and o Y DHCPv6 1Pv6
DHCPv6 DHCPv6 temp,
5 Y® | DpHCPve DHCPV6)

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 34
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IPv6 address autoconfigura't‘idﬁ |

* Assigning an IPv6 address:
- SLAAC (Stateless address autoconfiguration), generally a /64
- Uses prefix information from Router Advertisement
- Interface ID (64 bit host portion) derived from either:
- Modified IEEE EUI-64 format (RFC 4291)
- Derived from MAC address
- Privacy format (RFC 4941)
- Derived from random number generator
- Generally creates 2 global addresses
- Cryptographically generated (RFC 3971 & 3972)
- Secure/unique interface ID

PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 35

IPv6 SLAAC process

* A node sends a multicast Router Solicitation message to
the “all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing A & L flags “on” and prefix(es) for stateless
autoconfiguration

* The node configures its own IPv6 address(es) with the
advertised prefix(es), plus a locally-generated Interface
ID

* Node checks whether the selected address(es) is(are)
unique (Duplicate Address Detection)

* If unique, the address(es) is(are) configured on interface
* Note - no DNS automatically configured

Copyright © 2016 Jeffrey L. Carrell
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ICMPv6 - Router Advertiserﬁeﬁﬁt“

* Router Advertisement (RA) [key components]

- M flag - managed address configuration flag
(for stateful (DHCPv6) autoconfig)

- O flag - other configuration flag
(for stateless DHCPv6 autoconfig)

- Prf flag — router preference flag (ska priority)

- Router Lifetime - lifetime associated with the default router

» Prefix Length — number of bits in the prefix

- A flag - autonomous address-configuration flag (worsiaac)

- L flag - on-link flag

- Valid Lifetime - length of time the address is valid for use in
preferred and deprecated states

- Preferred Lifetime - length of time the address is valid for
new communications

 Prefix — IPv6 address prefix

1PV6 in Wireshark v1.5 - Ce ht © 2016 Jeffr L. G Il . -
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IPv6 autoconfiguration opti'o‘ns

Address ICMPv6 ICMPv6 Prefix Interface ID Other
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info e CIuEy
AFlag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) N/A N/A N/A N/A (fe80::) or Privacy Manual 1
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
M-EUI-64 :
-EUI- (LL, IPv6,
SLAAC Off Off On On RA orlPrivacy Manual Tove
temp)
2
Stateful
Oon N/R Off Oon DHCPv6 DHCPv6 DHCPv6 LL,
(DHCPv6) / s
Statel M-EUI-64 :
ateless -EUI- (LL, IPv6,
DHCPV6 G || @& G || e 22 or Privacy CLCRE Tpve
temp)
-EUI- 4
Combination RA g’:_ Ell‘Ji\I/ai‘l (LL, IPV6,
Stateless & on N/R | On on and i DHCPV6 Y5
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
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IPv6 address autoconfigurast'io/n

* Assigning an IPv6 address:
- Stateful (DHCPv6), generally a /64
- DHCPv6 (RFC 3315)
- Uses prefix information defined in scope

- Interface ID (64 bit host portion) derived from scope
pool

- Reply includes “other” information
- DNS, domain, time server, tftp or download server, etc
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IPv6 Stateful (DHCPv6) process

* A node sends a multicast Router Solicitation message to the
“all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing M flag for stateful autoconfiguration

* The node sends a multicast Solicit message to the
“all-DHCP relay agents and servers” address ff02::1:2

* DHCPv6 server(s) responds with Advertise message(s)
containing IPv6 address and lifetimes

* The node sends a Request message to confirm and seeking
other information

* DHCPv6 server responds with Reply message

* Node checks whether the selected address is unique
(Duplicate Address Detection)

o If unigue, the address is configured on interface

PV6 in Wireshark v1.5 - Copyright © 21

41

IPv6 Stateful (DHCPv6) process

.M_m - st-get : !

I‘:llz En1. !t-ﬂ ED |:ap-1ur: gm-q.me iiatmu: l'ﬂ-euhnnt In-ul: |.|1|1=11:|Is (]

B ERXDE ve s T4 [EEaqgamn @8 8% B

| il [+ Expmession Ay

[réa Timeg Scuie : ‘lesrnal i Prifoiod Length Ifo

T13:13:17  TeBl feri: ;
1 213:13:17 fep0::fiocadfsf=1fca: o2 il: DHCPVE 146 Selicit X
| 113:13:27  fes0::223:47fF:Fecly Em:l fean-.:fmc:dfsf:lfu:zh-ee DHCPVE 184 Advertise |

| 413:13:18 Fes0::fl0c:df5f:1fc2=2bes FF02::1:2 DHCPWwE 192 Request NI
! 513:13:18  feB0::=223:47Ff:facl 6140 feBD: Ffloc df5f:1Fc2  2hee  DHOPVE 184 Ragly NID:
* DHCPv6Solicit = DHCPDiscover (ipv4)
* DHCPv6Advertise = DHCPOffer (ipva)
* DHCPv6Request = DHCPRequest (ipv4)
* DHCPv6Reply = DHCPACcK (ipv4)

42
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ICMPv6 - Router Advertiseme

* Router Advertisement (RA) [key components]

- M flag - managed address configuration flag

(for stateful (DHCPv6) autoconfig)

- O flag - other configuration flag
(for stateless DHCPv6 autoconfig)

- Prf flag — router preference flag (ska priority)

« Router Lifetime - lifetime associated with the default router

» Prefix Length — number of bits in the prefix

- A flag - autonomous address-configuration flag (for sLAAC)

- L flag - on-link flag

- Valid Lifetime - length of time the address is valid for use in

preferred and deprecated states

- Preferred Lifetime - length of time the address is valid for
new communications
 Prefix — IPv6 address prefix
1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell —  For additional info, see RFC 4861 43

Router Advertisement packet (stateruyorceve)

= [y T

il LS b

« Frame 12E2: 110 Gytes on wire (380 bita), 110 Gytes captured (50 bita) oo intarface ©
< Ethariat L0, Src: veware 35 el CO0OCoPiSoedscl), oe1: IPviswasr S0 608081 (33:33:00:00

(LN

[anernet Frotecal version 6, Sec; Fedd;20c:79reTedlelc] (fed: 20C; 200 fedtoedoll, Dann FROECL (PR

Intarmat Comtrol Hassage Protocz] v

T BOUTGe ddver Ul camann (134]
e

Chack Deelcl [correct]

o1 .l

. Managed address configuration: Set
Loy oo = DTG conflgueanisn: =at
W Ageat; wat sen

Aouter 11f
Rl halila ©

ifarsation (31
(LTS
amth: B4
(1]
fn-Tink FlagiLl; Set
Mutonomoan sderas -configaration flagidiz Wet amt
B FTL EECE i T e |

Liak-Tanedr acdries ! vewdra E5oed ol (000283 el icl)
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]
)

Key difference in DHCP/DHCPV

* Default gateway
« DHCP - configurable Router option in scope

« DHCPv6 - no configurable Router option in scope
(possible future, but no client OS support yet)

* An IPv6 node derives its default gateway from the
router’s Link-Local address when the L flag is set in

the Prefix information field of an RA
(! not from the network prefix !)

45
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W2K8-R2 DHCPv6 server operation

|4 ooer el peadess  [Wawe  Tiessebiprgen _ Jan  [Tge Jumen
| & 8 sresrdlpemerdbcy. o VIO e labctutes: 10 WinT_DZipvEascha...  AamerenSon (scie) AT LA 0 B0 2 300555 B
i P | o b ke baes | LG TR RTE B e T Dbbad (N0 300 195353 kBBl 65
2 P W oL e labckete:: 06 WnT D pePasndn... Gassrarion (reckw) 234834137 [AM 0030001580713 3000 b

Soopa [Z001:cbE: {abebatac:| 1

i Client IPv6 Address | Name | Lease Expiration | IAID | Type | Unigue ID
Iﬁ- 2001:db8: 1ab:ba5e:: 102 Win7_02.ipvésandbo... Reservation {(active) 234384137  IANA 00010001163f0053000c29418d2d

@ Internet protocol versien 6, src: 2001:dbg&:lab:baSe::2000 (2001:db8:1ab:ba5e::2000),
@ uUser Datagram Protocol, src Port: dhcpvé-server (547), bst port: dhcpvé-client (546)
= DHCPVE
Message type: Reply (7)
Transaction ID: 0xb3670f
@ Server Identifier: 000100004eeld205000c29a14a20
@ Client Identifier: 00010001163f0053000c29418d2d
= Identity association for Non-temporary Address
option: Identity Association for Non-temporary Address (3)
Length: 40
value: 0e000C29000000F0000001800005001820010db801abbase. ..
IAID: 0e000c29
T1: 240
T2: 384
@ TA Address: 2001:db8:lab:baSe::102
= Domain Search List
option: Domain Search List (24)
Length: 17
value: 0b6970763673616e64626F7803636F6d00
DNS Domain Search List
Domain: ipvésandbox. com
E DNS recursive name server
option: DNS recursive name server (23)
Length: 16
value: 20010db801abba5e0000000000002000
DNS servers address: 2001:db8:lab:baSe::2000
46
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* Each DHCPv6 client and server has a DUID

* DHCPv6 servers use DUIDs to identify
clients for the selection of configuration
parameters and in the association of IAs
with clients

* DHCPv6 clients use DUIDs to identify a
server in messages where a server needs to
be identified

(ref RFC 3315)

47

Cloning clients and DUID

* When a client machine is cloned, all the
clones have the same DUID

* When 2 clients with the same DUID request
an IPv6 address, the DHCPv6 server
provides the same address to both clients

* When the 2nd client performs DAD, it
detects an IPv6 address conflict, and will
not go “on link”

48
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L

Cloning clients and DUID

* For cloned Microsoft Windows clients, the DUID is
in the Windows Registry and can be removed with
a manual operation (regedit)

* This should be done before creating a clone, so that
when the clones clients are booted, new and
unique DUIDs will be created

* reg delete HKLM\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters /f /v Dhcpv6DUID
|y ——— T |
RO {

Lrat

s L nad

= i am et

- L T —. AT AL T M
el [T T s iy o T T L4 B
":_'“' L 18 T 0 T o
s BTt e MY P

S — - |
= e T LT T TP i o g 4 . B D g
|
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Address ICMPv6 ICMPv6 Prefix Interface ID Other
Autoconfiguration  RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info e CTuE
AFlag L Flag Derived via
Link-Local Internal M-EUI-64
(always configured) N/A N/A N/A N/A (fe80::) or Privacy Manual 1
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
M-EUI-64 :
-EUI- (LL, IPv6,
SLAAC Off Off On On RA orlPrivacy Manual Tove
temp)
2
Stateful
On N/R Off On DHCPv6 DHCPv6 DHCPv6 LL,
(DHCPV6) t ST
Statel M-EUI-64 :
ateless -EUI- (LL, IPv6,
DHCPV6 G || G0 || G» | e 22 or Privacy CLCRE Tpve
temp)
-EUI- 4
Combination RA g’:_ Ell‘Ji\I/ai‘l (LL, IPV6,
Stateless & on N/R on on and i DHCPV6 Tpve
DHCPv6 DHCPv6 temp,
DHCPv6 DHCPV6)
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T =

IPv6 address autoconfigura't‘idﬁ |

* Assigning an IPv6 address:
- Stateless DHCPv6
- Uses prefix information from Router Advertisement
- Interface ID (64 bit host portion) derived from either:
- Modified IEEE EUI-64 format (RFC 4291)
- Derived from MAC address
- Privacy format (RFC 4941)
- Derived from random number generator
- Cryptographically generated (RFC 3971 & 3972)
- Secure/unique interface ID
- Uses DHCPv6 for “other” information
- DNS, domain, time server, tftp or download server, etc

Pv6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 51
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IPv6 Stateless DHCPv6 pro:cééé"w

* A node sends a multicast Router Solicitation message to the
“all-routers” address ff02::2

* Router(s) respond with Router Advertisement message
containing A & L flags “on” and prefix(es), and O flag “on” for
stateless DHCPv6 autoconfiguration

* The node configures its own IPv6 address(es) with the
advertised prefix(es), plus a locally-generated Interface ID

* The node sends a multicast Information-Request message to
the “all-DHCP relay agents and servers” address ff02::1:2

* DHCPv6 server responds with Reply message

* Node checks whether the selected address is unique (Duplicate
Address Detection)

¢ If unique, the address is configured on interface
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ICMPv6 - Router Advertisement

* Router Advertisement (RA) [key components]

- M flag - managed address configuration flag
(for stateful (DHCPv6) autoconfig)

- O flag - other configuration flag
(for stateless DHCPv6 autoconfig)

- Prf flag — router preference flag (ska priority)

« Router Lifetime - lifetime associated with the default router

» Prefix Length — number of bits in the prefix

- A flag - autonomous address-configuration flag (worsiaac)

- L flag - on-link flag

- Valid Lifetime - length of time the address is valid for use
preferred and deprecated states

Preferred Lifetime - length of time the address is valid for
new communications

 Prefix — IPv6 address prefix

1PV6 in Wireshark v1.5 - Ce ht © 2016 Jeffr L. G Il . -
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Address ICMPv6 ICMPv6 Prefix Interface ID Other # of
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration IPV6
Method Flags ICMPv6 Option from Options Addr

M Flag O Flag Prefix Info ((0, Glemelm,

time, tftp, etc)

A Flag L Flag Derived via

Link-Local Internal M-EUI-64
(always configured) | /A bR WA N/A | (feg0::) | or Privacy Manual 1
2
Manual Off Off Off On Manual Manual Manual (LL,
Manual)
M-EUI-64 ;
-EUI- (LL, IPV6,
SLAAC Off Off On On RA or Privacy Manual 1Pv6
temp)
Stateful 2
On N/R Off On DHCPv6 DHCPv6 DHCPv6 LL,
(DHCPv6) 4 -
Statel M-EUI-64 ;
ateless -EUI- (LL, IPV6,
DHCPV6 Off On On On RA or Privacy DHCPv6 IPv6
temp)
-EUI- 4
Combination RA 24,’ EE\I/asc‘:l (LL, IPv6,
Stateless & on N/R on on and o] DHCPv6 1Pv6
DHCPv6 DHCPv6 temp,
v Y® | DpHCPve DHCPV6)
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Combination Stateless and =DCPv6

* This is typically an undesired configuration

* Generally a result of enabling RA flags for one type
of address autoconfiguration requirement, and not
disabling other flags not required

* Result is too many/unwanted IPv6 GUA’s
» SLAAC - up to two possible GUA’s
- Stateful (DHCPv6) - one GUA
- Even a manual configured GUA

< Remember, if there is a "Temporary” GUA,
it will be used for outbound communications
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IPv6 autoconfiguration opti'o‘ns

Address ICMPv6 ICMPv6 Prefix Interface ID Other
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration
Method Flags ICMPv6 Option from Options

M Flag O Flag Prefix Info (DNS, domain,

time, tftp, etc)

A Flag L Flag Derived via

Link-Local Internal M-EUI-64
(always configured) | /A bR WA N/A | (feg0::) | or Privacy Manual 1
2
Manual Off Off Off on Manual Manual Manual (LL,
Manual)
M-EUI-64 ;
-EUI- (LL, IPv6,
SLAAC Off Off On On RA or Privacy Manual 1Pv6
temp)
Stateful 2
On N/R Off On DHCPv6 DHCPv6 DHCPv6 (LL,
(DHCPv6) DHCPV6)
Statel M-EUI-64 ;
ateless -EUI- (LL, IPv6,
DHCPV6 Off On On On RA or Privacy DHCPv6 IPv6
temp)
-EUI- 4
Combination RA 24,’ EE\II:: (LL, IPv6,
Stateless & On N/R On On and o] Y DHCPv6 1Pv6
DHCPv6 DHCPv6 temp,
3 Y® | DpHCPve DHCPV6)
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Manual configured IPv6 addresses

* In Windows operating systems (server and client), does
not over-ride DHCPv6 functions (like it does in IPv4)

* If don't want SLAAC or DHCPv6 addresses on network
segment, must disable A, M, and O flags in RA

* Do not need to configure default gateway, but can
« Remember, how does an IPv6 node derive a router ???

* May be able to manually configure Link-local address,
handy for routers so configuration is “portable”
- Generally not possible on client OSs

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell 58

Copyright © 2016 Jeffrey L. Carrell

29



IPv6 in Wireshark

it
o

i
ST

IPv6 notation in URL

|IPv6 Characters| |URL Characters|

\ https(\y/ )2001 0:0:a52: 3d16(] 5678/webpage.html \
Optional Port ID

Enclose IPv6 Address in

Square Brackets
For additional info, see RFC 5952
59
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IPv6 GUA in URL

|
a |2 rw eummsu 1612:254]
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in Wires yright © 2016 Jeffrey L. Carrell 60
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pa 4

IPv6 Link-local in URL

* http://[fe80::f254%2511]
« fe80::f254 is destination, %11 is the outbound interface -
but specified as %2511 where the %25 is hex converted to
the % symbol
“ Note, this does not work in all browsers

ek LTI - PO T -] i

LD ] Bl i 2 T s B ol e W

«
.
. B
Larais T | =
Pt Dt b
e - » B
Lt A
i e i wrrior: je——— s a i
-y T
g LEEE R ]
v LW
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Telnet/SSH over IPv6

Tera Term: New connection

@ TGCPHIP Host: [2001:470:56:1612:1254] -

[] History
Service: @ Telnet TCP porti: 23

() SSH S$SH version: |[SSH2 -
() Other
) Protocol: [UNSFEC -

) Serial COM3

[ 0K ] [ Cancel ] [ Help

62

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell

Copyright © 2016 Jeffrey L. Carrell



IPv6 in Wireshark

Telnet/SSH over IPv6

group05-NetIron#show telnet
Console connections:
established, privilege super-user
you are connecting to this session
4 seconds in idle
Telnet server status: Enabled
Telnet connections (inbound):
1 established, client ip6 address
2001:470:1f0f:ee7::7:100, privilege super-user
using vrf default-vrf.

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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TFTP over IPv6

group05-NetIronjffcopy running-config tftp ipvé
2001:470:ba04:1652::102 group05.cfg

" Thtpde4 by Ph. Jounin

Current Directory b shjoarelhDownloads Browse |

Server interfaces IEDD'I:4?I:I:I:uaD4:1552::1D2Intel[H]F'FH:I.-’1EIEIEIj Shaws Diir |

. Titp Server I Spslog server  Log wiewer

I [=] E3

Connection received from 2007:470:bald: 1652::f254 on port 1035 [28/06 23:53:43.016]

Wwiite request for file <group05.cfgrx. Mode octet [28/06 23:532:48.032]
Ilzing local port 61836 [28/06 23:53:48.032]
<groupDf.cfgs: rewd 3 blks, 1196 bytes in 0 = 0 blk resent [28/06 23:53:48.063)

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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RDP over IPv6

%, Connection u

Username:  administrator

Youwill be asked for credentials when you connect.

(= Show Options

1 ot A TH
e e i bl L I H Y
o i

[
N . |
1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell

IPv6 and DNS

* Bind forward and reverse resolution

; 4to6labs.com Dumped
<snip>

www.4to6labs.com. 3600 IN

AAAA 2607:f2f8:a6d0:0:0:0:0:2

6. 7 .2.ip6.arpa Dumped ;
2 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.d.6.a2.8.f.2.f.7.0.6.2.ip6.arpa.
86400 IN P 4 .com.

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Wireshark

* Wireshark basics

* Wireshark
« color rules
- display filters
« columns
- configuration profiles
« packet annotation

*Wireshark labs!!!

67
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1. Title bar — trace file name or
capture device name

\e+we 2. Main menu — standard menu

i "3. Main toolbar — quick access

1] TR

T o e ey _ =5. Packet List pane — summary
2 of each frame

Crv b e " 6. Packet Details pane —

dissected frames
[£] 7. Packet Bytes pane — hex and

ASCII details

A 8. Status Bar — access to the

R REmeE = i @ Expert, annotations, file

REREE REmmm=mEn location, packet counts, and

profiles

68
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Coloring rules

| 8 Cwllh Tl Wi
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447 4.9 71151506 WAL

L s
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85 Mebphior Adwertlsomeat MEE AN LS
87 Standard query rewsavse el Sareer
WY dtendard Juery respoaue dalicd Lareer
A7 StEsdend Juefy FELpBALE ebbid heregr
A7 Standard quary respones SecF Seresr
A7 tandard query resgaave Sakicd deresr

EEN FrECI W] ressonEs e Sarear

] quary

1WA 155, E : ICHP IS5 Dantiantlsn Uaraschsdla (Rart sarasch
50 9,959 75:13:%2.990 Hoelettd B3I M £ LLDP Wl it LLIF M2 TTL = U Syshos Apse = [Pwf--15H-Fe
519,207 3155,15 W04 m T S, . T S50 175 A-SEARCH * HTTR/L.L

ARA M5 TN:1%: 10N Hew LHET: LI e 1 W SwliToh Branacal

AN EIM %S08 Veare_Hoad:fa Vemiarw_10:30: % am 54k has WUL034E Tall W19
A5 @00 (15056, K BUdaN: Lad-aate: ] AL 2 Bl L b 2 TN TCHP 6 Matghbar Salicbbtian far JOdU:dal:ie
AT A Z23:1%:me, 5 wmsare B a1 2600 Fa i L e L ot ) R e

* Colors help you focus on specific address,
protocols, events, and possibly find errors quickly
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* Color rules read like a router ACL or firewall rule
First color rule that matches wins

i~

|

=

Color rule creation

46

¥@
dhcpvb

DHCPv6

<
Dewbie click to edit. Drag to move. Rules are processed in order until 2 match is found.,

+ |- | & Foreground Background

mEE P
@ Sk “rere o
I -
b e
M2 s Cnhilil Dol T | e
A
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Using Wireshark to view IPv6 pkts
* IPv6 display filter families

* ipv6

e icmpv6

« dhcpv6

* IPv6 related display filters:
 http://www.wireshark.org/docs/dfref/i/ipv6.html

‘ 3_TTVN-2014_Wireshark-workshop-followme.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless§ Tools

Am 2@ RE Re==F iE5Eaqan

I|icmpvﬁ or dhcpvé _ [X] = ] "]
73
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Display filters — option 1

[R]icmp
dhcpvé or icmpvie
(icmpvé.type == 134) || (icmpve.type == 133)
dns.qry.type == 28 or dns.resp.type == 28
dhcpve or icmpvb.type == 134
icmpvi.type == 134
icmpvé.type == 133
ipv6
pkt_comment
icmpv6.type == 128 or icmpv6.type == 129
((dns) && !(udp.dstport == 5355)) && !(udp.dstport == 5353)

* The Filter bar will change colors as you type to signify correct
syntax for the filter
» Green - syntax is correct
- Red - syntax is incorrect
» Yellow - syntax is suspect
* The Filter dropdown will show last 10 filters used

* You can save Filter definitions for frequent use

[~] Bxpression.. ~ ciear Apply Save  icmpu6-dhcpve pktcomment  IPv6  dns_no-limnrwww

HED -]

Filter: | icmp
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)

Display filters — option 2

m'ﬁ* “‘":_' Crlumw AR Ciri=Laf
& T r} 15114 HJ u-.-u_:u.. Apphyan Czars
B 11018003000 DR R ey i s .

MY 13181330 5
23PN lml-- phys Topmamii ! Yo b

i

= A Corvemire FEp i pad enoETi
TR T R LS R T h'il o T : o Skt
b LA B LS T R T A T TP : sad wai beecEn
I Nallr s Rl Rl . v rak g b
T 9 . Ji13c LY. e 1B 1B 10 "I
- Erprn Paciert B CriaH 5
B e W Pratoed Pags i
1M 8.7 3113 J:I' 5 161 B ! i P il Nafwrmnce Y
Proipod Fefeescm ]
piee JEL ! TR bynes ob wire -.i.ll- [Bies #
therepd I1, Sre: Veary_ 14:al:fg (BE Thmade B (BB NL A BEE BY. Ho B ]
herewt Frofocel Werslon 0, Src:ooiy I TLT
erRen (iNre] Meiiage Feoliool o8 o | s Pt s Py 8 e

Tyon: Makgavor Salocitatbas (ENY)

* In the Packet Details view, right-click on a specific field to
build a filter
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Using Wireshark to view IPV6 pkts
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Columns

Epand o {n-Eapa
il A =L

SRl |05 100 Then
Foll: ol 160%: Hn Ry 45 Liwitd

Source Nactinatiy
bl T 100 1 Ry 3 F . .
1 el OB T ' | fe8@::c5d-1de Align Left

Frl: st 160 1 e b e .

000 ChE:Isbcbate:  LUTSOe P '+ fe8@::c5d:1dé Align Center

Sedl (58 100 Jhey  COMNREWTFIG i - - Align Right

0] g 1akcbate: el +

L 5 1006 Jie & .

eIl o e . T Column Preferences...

AN I I e T ! o ) Edit Column
HISAEE BRA51E, S fekBochEn1Epelba W R Fape fe80::c5d:1d¢ i
A 13:13:10. 13 b 18k beSe Sy e feeale Resize To Contents

A —— , fel0: :chd:1de
: Th by®ea on wdre (30D BdRn), TB byt

o B Vewee idiekode dbbiR AL Deosie s

e == + Right-click column
e et headings to rename,
* In the Packet Details view, right- align, etc
click on a specific field to Apply
as Column

Configuration profiles

L4 W h at th ey a re . B Wiresnark - Confaguration Prodiles L Ed
OFW-CUG P

* Why/how you use racoy Detau

-0
th e m "::: Defast
IPy6 A
* What they contain s con
ChpenF o 4

* How to share T T T —— . =
tepip 5th v1.0 E cancal Help

TTVN2015
Manage Profiles... UNT
New... Wireless
Edit... Wireshark-book-review
Delete Wireshark_Waorkshop
b v Switchto »  Bluetoom
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Wireshark

Packet annotation

| Fefd:cSd: 1468 I6emc : dcBh
[

Fuld - :c5d: 1499 - A6ec - 4cBh
Feld::cSd: 1ded ; 36ec: 4cbh
Foll::chd: 1489 - I6emc : 4cbh
Fold::chd: 1dod : Iec s dcbh
Fuld: cc5d: 19 A6emc s 4B
Tl ::c5d: 1d@ : Ifec : dobh
Folbd: :chd: 1ded : Iemc s dcbh
Jae] -dbd - 1ab habe: - 2006
el ::chd: 1ded : I6ec : dobh

I K -dbfl -1 ah -habe- - 3EW

=~ (560 bits), 79 bvtes capt
1a:a%:fa (B@:@c:I9:14:89:Fa)
6, Src: FeBB:ic5d:1da9: e
*rotocol wE

ffo2::1: ffec:4cbb

Mare L nmark Fackat i+
IgnceafUrignioee Packet Cirl+
SetfUreet Time Reference
Time kL.,

Packet Camment.,

Cil+5hift=T

Edit Rescéved Mame

ADply a5 Filter ¢
Prapars o Filter J
Coereersation Fllter v
Codanize Corversation ¢
SCTP ¥
Foliow ¢
Cony ¥
Priodocod Preferences ¢
Dacode AS..

Sk Packet in Mew Window

* Right click packet, select Packet Comment

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Packet annotation

sdp
SLEE T LT R T #n
IB5B11 @RS00 e LR M At L
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BT BDEE 5 1S ORT RO el e e R e - SR #4n
TR B 00 TR e LR e B m_
fid ol w0 e e

il Ty By

| i v -y

o L= =E

=] Iwﬁ-ﬂ-}m
e i Sl el £

o0 Hul tlesnt Livtener &

78 Wl ghiaie Soliclinile

m Tt Lt B
B Hulileset Llotenss B
S Bl Lot iy
M Ml ticast Livtirer B
it

v Packet comments
v 1st Router Solicitation seen

v [Expert Info (Comment/Comment): 1st Router Solicitation seen]

[1st Router Solicitation seen]
[Severity level: Comment]
[Group: Comment]

> Frame 151: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface @
> Ethernet II, Src: Vmware_14:a9:fa (@0:0c:29:14:a9:fa), Dst: IPvémcast 82 (33:33:00:00:00:02)
> Internet Protocol Version 6, Src: fe8@::c5d:1d@9:36ec:4c66, Dst: £02::2

> Internet Control Message Protocol v6

1PV6 in Wireshark v1.5 - Copyright © 2016 Jeffrey L. Carrell
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Frome 5l 6 byie o wire [SHS Biis], S by
e [L. e w0t (R ], B B T e
bt Brwima] ervior b, brno Ped b LR B ek, Do (PRET0 02
e Omagres Protmcol,. e b ds -tk {Sal, B0 Rore: Jepel-Hrsr AT
CHIFk
¥ SEL TN Chartd T L0 Lo b AL
Wi ht © 20

e ampmrrd [LHD Biis) e ieeime B

.....

Wireshark demo #2 - foIIO\;\/

* Open:
“1_Troopers2016_IPv6-in-Wireshark-
workshop.pcapng”

- Watch and follow me on this one
- Telnet
- SSH
~HTTP
- DNS

* Now it’s your turn...next slide please

1PV6 in Wireshark v1.5 - Copyright © 20
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Wireshark lab #1

*Create your own named profile

* Add delta time column

*Change time/date to time (only) and
in milliseconds

*Create/save pkt_comment filter
*Turn off Packet Bytes

83

Wireshark lab #2

* Find 1st pkt with dns.gry.name ==
"www.ipv6sandbox.com"
« make a note as to which pkt this is

* Find 1st pkt with AAAA DNS query response
for www.ipv6sandbox.com
» make a note as to which pkt this is
« what is the IPv6 address in the answer
section

84

Copyright © 2016 Jeffrey L. Carrell

42



IPv6 in Wireshark

Wireshark lab #3

* Find pkt with http.host ==
"www.ipv6sandbox.com"
- make a note as to which pkt this is

* Find v6 pkt with http.response.code == 200
- make a note as to which pkt this is

* Find pkt with comment of 'this is the secret
pkt with the most important comment!

- make a note as to which pkt this is

85

* Inspect RA packets
 configure a display filter as
icmpvb.type == 134
- select an RA pkt, which flags are set to “1”:
M 0] L A

« which IPv6 address autoconfiguration option
is this RA configured for?
SLAAC __ Stateful(DHCPv6) _ Stateless DHCPv6 _

86
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Wireshark lab #5 - DHCPv6

* Inspect DHCPv6 packets
« configure a display filter as “dhcpv6”
« pick a specific client
« find the first of each of its DHCPv6 process pkts

- what is the dhcpv6 server’s v6 addr?

- what are the pkt numbers for:
Solicit Advertise Request Reply

« what v6 addr did the client get assigned?

87

Wireshark demo #3 -
troubleshooting

*How to find rogue IPv6 routers
s icmpv6b.type == 134
—look for more RA sources than you
expect to see

*How to find rogue DHCPv6 servers

« dhcpvb6.msgtype ==
—look for more DHCPv6 Advertisement
sources than you expect to see

88
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Wireshark Labs 6 & 7 file

* Open:
“2_Troopers2016_IPv6-in-Wireshark-
workshop.pcapng”

* Now it’s your turn...next slide please

89

Wireshark lab #6 - rogue router?

* Inspect RA packets

« configure a display filter as
icmpvb.type == 134

* How many IPv6 routers do you see?

« What are the prefixes that they are
advertising?

* Which one do you think is not right (a
rogue)?

* Next slide

90
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* You will be configuring a specific display
filter to view a portion of an IPv6 prefix
which contains “2bad” in the 4th hextet. It

has previously been determined that this
configuration of a network prefix is not

correct for this network
* ipv6.src[6:2] == 2b:ad
- 2001:db8:74c:2bad

* Next slide

91
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Wireshark lab #6 - bad pre:fiXW

*In pkt 1915, the client attempts to ping a

valid IPv6 address for google.com.
« How did it know that was the correct address?

« Did the DNS reply back to the client on IPv6?

* What is happening, why does it look like it is
working - kinda????

92
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Wireshark lab #7 - Did
you see that

* Look for all clients sending AAAA query.
Scroll through the list and view both IPv4
and IPv6 clients making and replying to
these queries. Specifically view if any IPv6
clients are making AAAA queries

- dns.gry.type == 28
-Do you see something interesting, if so,
what was it?

93
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Resources

Wireshark'
Network Analysis
h:ﬂ.l:ll'llgl Eii't-l;:ln B :

"
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Resources

Locate the Sourceor
Performance/Probiems

ssential SEils for NetworRARalysis

Laura Chappall
Foreword by Gerald Cambs
Creator of Wireshark

certitied |retrocior

e aster lopy Wirnshark wkilis 2 guicds characisnzs
ebwed 1ralTiz b, pesiocohi, sppications and heily
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Resources
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Laura Chappell -

Resources

OREILLY

Practical IPv6
for Windows
Administrators

/X

[Pv6 Address
Planning

Torm Cafiemn
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Resources

abieifin
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IP¥E Fundameantals

i Sarsdghtionaard Appdaschioie
Urdaralandey i5E

Understanding

IPv6
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Resources

Fssentials

Sivia Hagen

Famirdetnt by vl Gl

100

Copyright © 2016 Jeffrey L. Carrell

50



IPv6 in Wireshark

S

Thank You for Attending!

CERTIAED CERTI MDD
EMGINEER | TRAIMNER

* jeff.carrell@teachmeipv6.com

& genibitabe ul El"""F-rl'ln-,“.l.
elirmrmell
rzrip etk e rmk

* Twitter: @JeffCarrell_v6
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