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INTRODUCTION TO
WHITE-BOX CRYPTOGRAPHY




Black box model

alice and Bob agree on a public
value ¢ and prime number o,

Bob chooses

secret walue ¥,

alice chooses
secret value X,

gxmcn:l g gymnd F

{a*mod #) (g¥mod#)  {g¥mod#) (% mad P)

g*¥mod £ = " rmod #
Secret Key Yalue




Black box model

polynom‘\al
selection

sieving

Alice and Bob agree on a public
value ¢ and prime number p.

Bob chooses
secret value V.

Alice chooses
secret value x.

gxmod'o g'}’rn'mcl'D

{g"mod #) (g¥mod P} (g¥maodP) (¢¥mad &)

¢ ¥rmod # = ¢ mod P
Secret Key Walue




Black box model




Grey box model

SIM-CARD




Grey box model

Artwork derived from CC BY-SA Mark Pellegrini work on Wikimedia Commons
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White box model




5,25” Mini-Disk

White box model

48 TPI

CPU - main thread, module Software

| ] | - isters (FFill
SULZIPOY | PUGH SOTYUBEE. UEUSZ3g == 3T114" herne
S00000R0 | CALL SoFtuate.00401F50
BF 94000000 EOL 2 B Tae
7 oo Efecent '
ES D4OEGO0D | CRLL So"-tun- BO4020F
8365 €8 HOU DMORD FTR 55t (EEP-181,E5P
3 nOV ESI.ESP
nou | PTR DSz (ES13,EDI
EE1S 4CSou09|CALL DWORD ETR DS: LCIKERNEL 32, rtUersiof LBetiers ionEnR Paint
EB4E 10 MOU ECX, DMORD PTR OSs[ESI+1@8)
590 Eo724000 10U DOGAD PTR 05t (Su7ema), ok
23 0U ERS,DMORD PTR 0S:LEST+41
R2_C4724000 | NOU DWORD PTR [Ss [4072C4], EAX
o8 0y £t ucen PTR Do TESLis)
£315 CEP24000 DWORD PTR DSz [4872C81, EON
€875 ES1,DMORD PTR DS:LESI+CI
BIES FF7FOBO0| AMD ESI,TFFF e
BC724000| HOU DWORD' PTR DS: [4072BC1, EST : -
23F9 02 P ECX.2 BOBOAZ4E e
w4 8¢ JE SHORT Sof tuare. 00401264
E1CE B3300800 Ok ESI, 5008 -
Errzapon| 00N DMOSD ETR 0 CANZIRC1 ESL
4 DOA00006000000000
Rddress |Hen dunp [escir | o T to kerne 411154 7
B ) B @ @ > @ O Nndehugger

i © 0 [ & IDA View-A, Pseudocode-A @ [3] Hex View-A @ [B] Structures @[] Enums =~ @ Impons @ (= Exports |
[ IDA View-A @ €@ [F Pseudocode-A (53 %}
o int _atdcall CALLUI(int ai, int a2, int a3, int aé, int as)
Loc_B089EFS s
) e o id par [eupea), char vs; /i zieas
i chain mov. Gord phr onped], affset amelp ; “mmx imt Teanlly G oaxfie o
4 E g Rt char =vi; // [sp+ich] (bp-282ch]e13
mov,  lespl, eax S hayntack; 77 (sprebh] (bp20aines
. int nayacack) spréih] [bp-2824
Kew(uint) gl _stmuomp [5p+4Bh] [bp-2820h]€6
- = 4 7/ [sp+5en] [bp-2814n1€24
,, fileutil_t(void) 0 jnz short loc_g04SF4D 7 [;rEECn} [EFEZSUC 1
|£] fileutil_t:open(char const*) ¥ |1 imt v13; // [sp+285Ch] [bp-Ch]E1
[7] fileutil_t:close(void) o= B T
S . toh ¢ az
[F] fileutil_t:read(void *,int) mov Gword ptr [esp+il, offset needle ; ENDEELEVD e
: < mov  sax, [abpinaystack) case
[F] fileutil_t::~fileutil_t0 mov [esp], eax ; haystack mnp,,“!”ml,,_ i3, 0£2800, 23, ad)
call strair T DRORD *)a1 = printf(-ha, &viz);
get_aflags mov Tabp+var_zazc], eax
cmp {abp+var_282c], 0 i
[F] get_name_value 3w short 100_8089F4D 11 = gat;
7] vioader_failure(char constr, | - ™ . i f;: Tx 597061684 &4 (vi1 = &as, ai == -1427216650);
[F] Iread R i qanpriatf( 1[1], (int)"ed. 34", 5);
7] verror o jebprvar 283c] TR
i notificati loc_8089r4D: break;
(7] cALLUIui_notification_t,..) |58, cack), oax| [ov " eas: (ebprvar_2814) case 211
loc_soasrco || |1 adx, [eax+i vio =
[7] errorichar const*,...) CECX i, ;P,',::‘,E,,,, ede for { haysack = at; ; haystack = (int)(v7 + 8) )
F qalloc mov  cax, [eax { R
: v [sbbver e, eax while ; :Et:nmp“conat shar pymarstack, Troom -
. 010 nemp((const char *)haystack, "AUTORIDE -, Su|
[F] grealloc v oV ?gzp,g,ggf;'v e Y Istracmp((const char *)haystack, “€0:", 3u) )
> [abphaystack
. __ it mov  lempebl. enx a-r ' 18 7 siEehe((const char “harsteck, 10);
Line 75 of 224 7 mov  dwoed pir tosescl ‘26008 ; maxien ie i
7 % lea  eax, [ 3 . lskk Cmer e 5 10
7 mov  [espl, e gy aystack = (im '
A5, Graph overview o 0 call  quenprintf . .
mov 201 if ( istroemp((const char =)haystack, “HELP\R®, Su) )
mov i_ZZECALLUI1Tui_notification_tzE! 1 . .
Tea ) v7 = stretr((const char =)haystack, "ENDEELE\N")}
mov if (v
mov 1 continue;
mov  dword ptr Teapl. offset ass ; “is: is\n
call  _print break; %
P Tabpiwar 28201, 0
jz short 106G _BO4SFFE CALLUL:1S iy
100.00% (419,1321)1(399.73) 00001FCO [(08049FCO: CALLUI(ui notif = TS

| > |
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White box model

Sole line of defense:

Implementation

| > |



5,25” Mini-Disk

Usual countermeasures

48 TPI

()
Code obfuscation
Integrity checks
——
i-debug trick
Anti-debug tricks i _ -
= &
5 =
=
= = =
5 =
mov eax,0x0 mov ebx,[eax+0x80a051e] mov edx,0x0 = =
mov ax,[0x80a0451] mov eax,[ebx] mov dx,[eax+eax+0x80c0bba] [ = =
mov byte [eax+0x80e17bc],0x0 mov edx,0x0 mov [ebx],edx : & =
mov al,[eax+0x80e17bc] mov dx,[eax+eax+0x80cObba] mov eax,[0x80a0556] - = =
mov [0x80a0451],al mov [ebx],edx mov ebx, [eax+0x80a051¢e] = & -
mov eax,[0x80a0556] mov eax,[0x80a0556] mov eax,[ebx] [ ::j =
mov edx,[eax+0x80a058e] mov ebx,[eax+0x80a051e] mov edx,0x0 ' = oo
mov eax,[0x80a0451] mov eax,[ebx] mov dx,[eax+eax+0x80cObba] [ Dltl =T .
mov eax,[eax+edx] mov edx,0x0 mov [ebx],edx -
mov [0x80a044d],eax mov dx,[eax+eax+0x80cObba] mov eax,[0x80a0556] ;
mov eax,[0x80a044d] mov [ebx],edx mov ebx,[eax+0x80a051¢] _ e e e o e [ o] o
mov eax,[eax+0x80a054e] mov eax,[0x80a0556] mov eax,[ebx] LJ—LU u—'—‘w
mov dword [eax],0x139 mov ebx,[eax+0x80a051¢e] mov edx,0x0
mov eax,[0x80a044d] mov eax,[ebx] mov dx,[eax+eax+0x80cObbal]
Ll

lllustrations: by @xoreaxeaxeax about M/o/Vfuscator and blog.quarkslab.com about OLLVM



Cryptography under White-box model

What if you need to do some crypto in such hostile environment?
- DRM schemes < erminals users

- Mobile payment, HCE < malwares

How Host Card Emulation Works

Card Emulation With A Secure

Host Card Emulation
Element

Host CPU Host CPU

NFC
Controller Element

NFC
Controller

Payment Data
NFC Payment Terminal NFC Payment Terminal

Source: “l'industrie du film” Source: Business Insider

-

gl



Cryptography under White-box model

What if you need to do some crypto in such hostile environment?
- DRM schemes < erminals users

- Mobile payment, HCE < malwares

Obfuscation techniques alone are mostly insufficient

- Obfuscation mainly about securing code but here:
standard crypto algo in need for strong key protection

- E.g. entropy attack on RSA by Shamir and Van Someren (1999)

-



White-box cryptography

Chow et al. (2002)

- “ldeal” WB AES implementation:
One big lookup table
494 x 10 TB

- Practical WB AES:
Network of smallertables N2 NS
Encoding on intermediate values HM\

[

lllustration from “A Tutorial on White-box AES” by James A. Muir



White-box cryptography

History:
- Academic attacks — new designs - ...

- Today, all academic schemes have been broken

| > |
Ll |



White-box cryptography

History:
- Academic attacks — new designs - ...

- Today, all academic schemes have been broken

Industry response:
- Keep white-box designs secret

— Bury white-box implementation under layers of
code obfuscation, integrity checks, anti-debug tricks

- Some claim to be equivalent to a Secure Element



“Academic” attacks?

Require reversing of all the obfuscation layers

Require knowledge on the design
Then apply attack:

Definition 3. The mapping AES(;”"L') (F5)* = (F3)  for 1 <r<9and 0 <

7 <3, called an encoded AES subround with byte permutations, is defined by

o]

“E=olnd) rj rj rJ g
ABS, = Q0. Q0. Q4. Q)

where the mapping AES(M) is defined by

Hg"j) o AES(T"”(TJU)) o Hfr'j) = Mcmi) o (9,5,8,8)0c®

T logica

Sy . ™
B ocica = (A1) (™ ocica)
MC () = 1" oMC o 1\

with

and

As a result of the algorithm mentioned above, the white-box adversary has
black-box access to the following structures of each round Ry|r—1,. 10

SRo @Kin 0{S10,i }i=0,...15 © @Kg 0/1,’,_1 for Ry
MCoSRo A o {8, }|izo, . 150Dk, _, oAl”Y  for R.l2<r<o (5)
MCOSROAT o{Sl,i}|i=l],‘.‘,15 O®Kn for Rl N

The second step then implements the function 7, in which ,(n) describes the corresponding pesition
of the bit in the output of the t-boxes, and PB is the DES p-box operation:

@)L R = | ari(@lR, ) Tlsy@rar Tlsyes) | 1]

~
depends on R,_y only

® (Ilp,-(o) Il 3314;-(32))
—_
depends on Ly _3 only
() = 70(@) | (@) [] - || 7701 ()

. and ¢, are different non-linear bijective encodings on 4-bit blocks, and 4,

EP; [PB oy Il 2,0y 1 12l 0y

depends on Ry_1 only

(L, R) = r(pr((LI0*), )

Hr(TOT1... a7, Y0 - a7 )
'};(Zozl..-ZQS)

YO YST 1 (0) Ty (1) U8 YTt (2) Tt (3) - VA2 UATT o (22) T (28) P! (4T)
A 0 B ) 48) FOET B (11) B (o (1) 45) FHF95

The obfuscated t-box is
T (z) = (¢ T 977 (@),

Hence the transformed function is:
EYa) = [0 - (vaburin?) - (6nThery) - (asirber) - (anZius”) - (wududN)] (2)

with
B(L,R) = L || EP(R)

o do 3 A r=0
=0 e b.rFet r=1,.,n
Aatyrt r=n+1

By setting

the resulting encryption operation is

BHa) = [rt (5 TE) - (- 1) 7] (@)

Excerpts:
* “Two Attacks on a White-Box AES”

» “Cryptanalysis of a Perturbated White-Box AES Implementation”

» “Attacking an obfuscated cipher by injecting faults”




“Academic” attacks?

= a lot of effort

then, anyway, for me:

Definition 3. The mapping AESS,';?: (FHt —

(F5)* for 1 <r <9 and 0 <
7 <3, called an encoded AES subround with byte permutations, is defined by

Q6. Q7. Q5. Q5 o
A—ES(JJ) o (}127'.]):}11(7'.])1})ér.])’}):gr.])) ;

AESY

where the mapping AES(T'” is defined by

lo<

))]uglgs)A

ite-box advers:

P

(r3)

black-box atcess he following structures of cacieound By |r—1, 10!
o -1
SRo @, o{Sw,iti=o,...15 0 D, oAy for Ryg ,
" o r—1
MCoSRo Ao {S,i}li—o,. 150@ g, oA, for Rilacrco (5)
MCoSRo 11’1" o {;5‘1:?-}|?-=U:m:15 o @KU for Ry .

The second step then implements the function TT’”:‘- in which p,.(n) describes the corresponding position
of the bit in the output of the t-boxes, and PB is the DES p-box operation:

@)L R = | agi(@ly, iy 2lsy 6y Tlsyas) |

~
depends on R,_y only

|
|

4 4 4 -
EP; | PB | 2| oy | Zlyqy | -~ 1 Zlyay | @ | Zliawto) 1| || lun(a2)
depends on Ry_1 only depends on Ly _3 only
(@) = 7o) [| Fa @) || - || 1 @)

sferent non-linear bijective encodings on 4-bit blocks, and 4,

ve(pr((L10%),
Yo US Ty (0) Ty T (47)
oo

B(L,R) = L || EP(R)

{

By setting

o do B A r=10
wfﬁr'rfq‘:;l r=1,.,n
Aatyrt r=n+1

the resulting encryption operation is
Era) = [rk - (7T

(") 78t (@)




ur goal

Recover white-box keys

 without muc

* without muc

[€] CPU - main thread, module Software

%w%ggkgma
£ ok
ﬁ g

A

sty
FaEgeLs
¢

i
E

2
2
He
3

5

LastErs ERROR_INSA
L 000eazE (f

QO b b

\ Pseudocode-A | @
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- /Users/igfidasrc/ current/ida/testsinput/pc_linux_appcall.elf

why F @ X B @ [Nodebugger

(G Hex View-A @ [A] Structures @ [Z] Enums |~ @ 3 Imports

o

(7] refer_all
7] m:
[7] operator new(uint)

cifleutl tvold) )
t::open(char const*)

Ir
[
[
[

71 get_aflags

71 get_name_value
7] vioader_failure(char const*,
Iread

7] verror

7] CALLUI(ui_notification_t,...)

EEEEEERS

7] error(char const*,...)

7] qalloc 1
(7] arealloc v
— RIS
Line 75 of 224 0 7
fa, Graph overview. (o<}

ebprvar 20207, O
{snprver 282c]; o
Short loc 8049540

pehay:
B 1oe8

100.00% (419.13;

k), eax|
oastco

20)

o:
¥ da: 326CALLUIITu4_notd ficatdon_trE!

b
Framt 44
1)(399.73)

ix Tesp), otfser ass ; “us: tsn

et
00001FCO 08049FCO: CALLUI(ui notif

© © |[Pseudocode-A

iat _atdcall CALLU(iat al, int a2, &st a3, i

7 su26
s

it (ve )

w11, (an e,
5

+ nayatack = (1at)

( 1stracap((const chax
| iemempciconn: cua:
iatracep((conat char

(const chax *)haystack,

(const char «ynaystack,

57l sar061684 w6 (v11 = gas, 2t == -1427216450);

at a6, dat a)

b

v+ )
x, xcow -, 5w

avTomBE 7, 9u)
1 ee, 3w

10;

“EELR\a”, S0) )

“mxpEzL\a")
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SOFTWARE
EXECUTION
TRACES




Tracing binaries

Record all instructions and memory accesses

Examples:
- Intel PIN (x86, x86-64, Linux, Windows, Wine/Linux)

- Valgrind (idem+ARM, Android)
- Add hooks to VM (Java, Python,...)

- Add hooks to emulators



Trace convention: QUArlKsla's pTra waterfall

code stack data

A

instruction
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mem read

mem write
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Visual crypto identification: code
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Visual crypto identification: code?




Visual crypto identification: code? data!




Visual crypto identification: code? data?




Visual crypto identification: data?

\\
N

N




Visual crypto identification: stack!




Visu '
al crypto identification: stack!
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Visual crypto identification: stack!



Visual crypto identification: stack!

9x16

p—
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"4 So What? A=

Where is my key?



DIFFERENTIAL
COMPUTATION
ANALYSIS




Remember?




All started with
Differential Power Analysis

by P. Kocher et al. (1998)

- Probable correlations:
power consumption vs.
Hamming weight of internal values

- Record many traces
while providing different inputs

voltage .

RRRRRR

ssssss

RRRRRR

ssssss

RRRRRR

ssssss

time

RRRRRR

ssssss

| > |
Ll |

aaaaaaaa



Differential Power Analysis

Some intermediate values in first (or last)
round depend only on known data
and a fraction of the round key

(@]

E.g. for AES:
A llias e s ket olehe e ot enlie,
alieislia e o e c e
30|%| s P > bo| Bof B B > Go| S,
35,0 3 T2 05,5 b, 0| by PR 5 S| A
N
Koo| Koa| Ko2| Ko
Kio| Ky kil ks
Kol Kof K2 ks

k3,0 I<3,1 ; 3ps)




Differential Power Analysis

1) Make a guess on that fraction of key
2) Evaluate targeted intermediate value for each plaintext: O or 1?
3) Sort traces accordingly in two buckets and average them

4) Compute differences between those averages

If the key guess is correct, it'll show up:

104

"E3 ROK[O[O]=07 HW ROK[ON[O]=08 HW ROK[ON[0]=08 HW ROK[ON[0]=0a HW

/

*10

10 ' 20 ) 30 ' 40 ' 50 ' 60 ' 70 ' 50 ' 50 ) 100

110




Differential Power Analysis

Very powerful grey box attack!

Requirements:
- Either known input or known output
- Ability to trace power consumption (or EM radiations)

- Some leakage

| " |



Differential Computation Analysis

Port the white-box to a smartcard and measure power consumption

b
a



Differential Computation Analysis

Software execution traces — “power traces”

Memory accesses / data / stack writes / ...

E.g. build a trace of all 8-bit data reads:

BT trace 0

251

0t

15}

101

5 |
e . 1 Y- Y A MY T A Y




Differential Computation Analysis

- Build Hamming weight traces?

N\’\/\W il WW\ MW\/\\M

' '
||||||||||||||||
---------

P4



9999999999



Differential Computation Analysis

|

—

Looks weird but works great!
As if:

Image source: Brightsight

(AT A

b -

gl



Next step

Feed traces in your favorite DPA tool
- Riscure Inspector SCA software
— ChipWhisperer opensource software
- Matlab...

- Daredevil !



Tips

What to trace?
- Stack writes
- Data reads

- Accessed addresses

plaintexts and/or ciphertexts

- May require binary instrumentation

Large white-box? Minimize amount of traced information
— Trace only first (or last) round

- Standard deviation analysis to compress the trace

-

gl



Wyseur challenge

by Brecht Wyseur, 2007

DES implementation based on Chow “plus some personal improvements”

Downloading Linux binary...

1h and 65 traces later (of a full binary execution), key got broken!

>
()



Hack.lu 2009 challenge

Windows crackme by Jean-Baptiste Bédrune
AES implementation based on Chow

Hack.lu 2009 - Crackme x

Key:

Laziness — Wine/Linux + xdotool (kbd+mouse emulation)
16 traces

(CTF challenge, no internal encodings)

||
g



SSTIC 2012 challenge

Python white-box by Axel Tillequin
DES implementation in a marshalled object

Python + PIN = Boom
— Instrumenting “Bits” helper class
Again, 16 traces

Again, no internal encodings



Karroumi

Latest academic attempt to “fix” Chow (2011)

Dual Ciphers, i.e. isomorphic AES ciphers:

Vp. ki Ei(p) = [ (Ejy(h(p)))

Our own binary challenge...
2000 traces, 500 traces after some tuning



Some proprietary white-boxes

DES & AES
Broken in 200 to 2500 traces



Back to White-Box design

Known key analysis

1) ldentify first leaking samples (the original source)
2) Find the corresponding instruction

3) Find the corresponding source code line

~



Works also on obfuscated VMs:
M/o/Vfuscator2

Applied on a standard AES implementation

=)

.




M/o/Vfuscator2 on AES

LN

I

Auto-correlation reveals structure: !}

AL

mmmmmmmmmmm

Huge traces, compressed by
looking at standard deviation
4Mb -> 6.6kb

3] 301 2] s

Byo] Do Boa] Bys

——————m
—
—
—
—
First round Shox output %

20 — 30 traces
http://wiki.yobi.be/wiki/MoVfuscator_Writeup

X



Can DCA fail?

Yes!

Wide intermediate
non-linear encodings (8x8)
blind the SBox non-linerarity

7

- ~

Xz X3!
S 5
Tyo,0 Tyo,1
Ko,0? Ko,1
Bo B1
\
Bo' | Bi
Xor xXor
Xo X1
Xt | Xt
xor
Xz

01234567 891011 12 13 14

15




Can DCA fail?

Yes!

Wide intermediate
non-linear encodings (8x8)
blind the SBox non-linerarity

But very large tables!

— Trend to reuse those tables
— reuse encodings
— other types of attack

01234567 891011 12 13 14 15

cf my write-ups of
NoSuchCon 2013 and CHES 2015
http://wiki.yobi.be/wiki/lCHES2015_ Writeup e



Other countermeasures?

Runtime randomness?

- Here, no trustworthy TRNG available

Runtime random delays?

— Trace instructions — realign

Building proper white-box technology is a delicate matter...
Forget about “perfect” security, but if cost of an attack is larger than the
benefit for the attacker, you achieved your goal.

Oops, it seems our cheap attack raised the bar...

-



Other grey box attacks within reach:
Higher order DPA, CPA, DFA,...

5,25" Mini- Disk
DS/D0
258/20

saft
48 TP




Take also care of code lifting, inversing f(),...

“Now this is not the end.
[t's not even the beginning of the end.
But it is, perhaps, the end of the beginning.”




Side-Channel Marvels

TROOPERS release!
https://github.com/SideChannelMarvels

Tracer Deadpool Daredevil
- TracerGrind - White-boxes - Side-channel analysis
- TracerPIN - Attack automation (CPA)

- TraceGraph



Side-Channel Marvels

TROOPERS release!
https://github.com/SideChannelMarvels

Current team:

Charles Hubain (Quarkslab)

Joppe Bos (NXP)

Michael Eder (TUM, Fraunhofer AISEC)
Paul Bottinelli (EPFL)

Philippe Teuwen (Quarkslab)

Van Huynh Le (U.Twente, NXP) _o &ﬁer images

Wil Michiels (NXP, TU/e)






