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Taiwan?

“Taiwan is a country without natural resources?”

Taiwan has abundant 
cyber attack natural resources.
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How	
  do	
  cloud	
  service	
  take	
  part	
  
in	
  APT	
  attack?

What	
  can	
  malware	
  do	
  
with	
  cloud	
  service?
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CloudyOmega

Japan	
  Pension	
  Data	
  Leakage
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Elirks

• Name:	
  Elirks
• Targeted	
  Country:	
  Taiwan、

Japan、HK
• Targeted	
  Sector:	
  GOV、

ThinkTank
• First	
  Seen:	
  2010
• Infrastructure:	
  Yahoo,	
  Plurk,	
  

Google	
  (blogger),	
  Dropbox,	
  
Twitter

• Campaign:	
  Elirks group



• In	
  2012~2014,	
  Plurk had	
  been	
  used	
  in	
  several	
  incidents.
• Encode	
  C2	
  information	
  with	
  modified	
  TEA	
  and	
  Base64.



Pattern	
  :
<http://google.com.tw
/37619834?
+	
  C2	
  information

• In	
  2014,	
  Elirks start	
  to	
  Hide	
  C2	
  information	
  in	
  Html	
  tag



• In	
  2015,	
  Our	
  latest	
  observation	
  shows	
  that	
  Elirks using	
  Japan	
  Blo
g	
  to	
  targeting	
  JP	
  victim.	
  Encrypt	
  with	
  DES.



Similar	
  Malwares

• WMIGh0st
– Start	
  from	
  2009,	
  targeting	
  Tibet	
  victims

• Midhos
– Start	
  from	
  2012,	
  targeting	
  Tibet	
  &	
  Taiwan

• IXEHSE
– Start	
  from	
  2009,	
  targeting	
   Japan&	
  Taiwan

• Taleret
– Start	
  from	
  2010,	
  targeting	
  United	
  Nation	
  &	
  Taiwan

• PlugX
– Start	
  from	
  2012,	
  targeting	
   Japan	
  &	
  Hong	
  Kong	
  &	
  Taiwan
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DropNetClient

• Name:	
  DropNetClient
• Targeted	
  Country:	
  Taiwan
• Targeted	
  Sector:	
  GOV
• First	
  Seen:	
  2015
• Infrastructure: Dropbox
• Behavior:	
  
Fetch	
  command	
  from	
  
Dropbox	
  and	
  upload	
  
victim	
  data	
  to	
  Dropbox.

• Campaign:	
  Taidoor



• Low	
  Detection	
  Rate



• Use	
  two	
  RC4	
  Keys.
• Key	
  1:	
  A	
  pubKey use	
  to	
  decrypt	
  the	
  file	
  

“10101”	
  download	
  from	
  dropbox”.	
  



• Use	
  two	
  RC4	
  Keys.
• Key	
  2:	
  The	
  decrypted	
  key,	
  use	
  to	
  encrypt	
  

the	
  victim	
  files	
  and	
  upload	
  to	
  dropbox.



Similar	
  Malwares

• Gdrive RAT
– Start	
  from	
  2012,	
  targeting	
  Taiwan,	
  leverage	
  Google	
  Drive

• Inception	
  (BlueCoat)
– Start	
  from	
  2014,	
  targeting	
  RU,	
  RO,	
  VE,	
  MZ,	
  PY,	
  TR,	
  KR,	
  leverage	
  CloudMe

• illitat
– Start	
  from	
  2010,	
  targeting	
  Taiwan,	
  leverage	
  blog	
  services



Control	
  Channel
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Kimsuky

• Name:	
  Kimsuky
• Targeted	
  Country:	
  KR
• Targeted	
  Sector:	
  GOV;	
  Military	
  
Industry;	
  ThinkTank

• First	
  Seen:2013
• Infrastructure:	
  
Public	
  email	
  service,TeamViewer
• Behavior: communicated	
  with	
  its	
  
“master”	
  via	
  a	
  public	
  e-­‐mail	
  
server	
  and	
  TeamViewer
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  Encrypted

https://securelist.com/analysis/publications/57915/the-­‐kimsuky-­‐operation-­‐a-­‐north-­‐korean-­‐apt/



What	
  APT	
  malware	
  love	
  about	
  
cloud	
  service?
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• Easy	
  to deploy	
  and	
  change
• Low	
  Cost
• Bypass	
  passive	
  DNS
• Bypass	
  IDS
• Bypass	
  AV
• Difficult	
  to	
  trace the	
  source
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• Black	
  List

What	
  can	
  we	
  do?



• Security Guard

• 24x7 monitor、
report

• indicator match

• Emergency 
Response Team

• Emergency 
Response、
Handling Crisis

• malware weapon

• Doctor

• Prescription

• high-level strategy

• Private Detective

• Investigation、
Long-term tracking

• Campaign Tactics 
Techniques and 
procedure   

review prevent

detectrespond

Cyber	
  Threat	
  Intelligence
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