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Agenda!

•  Mo5va5on!
•  Data!Breach!
•  Data!Loss!
•  Conclusion!
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Mo#va#on'
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Cloud!Compu5ng!

User'

Service'Provider'
Server'

Server'Server'
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Importance!of!Cloud!Compu5ng!
•  $56.6!billion!in!2014!
•  Will!grow!to!more!than!$127!billion!in!

2018!
•  5Lyear!compound!annual!growth!rate!

of!22.8%!(about!6!5mes!the!rate!of!
growth!for!the!overall!IT!market)!

•  90%!of!US!companies!use!some!form!
of!cloud!compu5ng!
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Challenge:!Cloud!Security!

.'.'.'
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Top!Risks!

1.   Data!Breaches!
2.   Data!Loss!
3.   Account!or!Service!Traffic!

Hijacking!
4.   Insecure!Interfaces!and!

APIs!

5.   Denial!of!Service!
6.   Malicious!Insiders!
7.   Abuse!of!Cloud!Services!
8.   Insufficient!Due!Diligence!
9.   Shared!Technology!

Vulnerabili5es!
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Outsider!A]acker!

Server'

Server'Server'

EncrypKon'
Access'Control'
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Insider!A]acker?!

Server'

Server'Server'
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This!Talk!

•  If!service!provider!is!mistrusted!(or!careless),!
tradi5onal!cryptographic!methods!cannot!be!used!
anymore!

•  Aim!of!this!talk:!Discuss!novel!cryptographic!
methods!that!may!help!to!protect!
•  Principles'
•  Advantages/Disadvantages'
•  Current'state'

•  Focus:!cryptographic!building!blocks,!
not!comprehensive!solu5ons!
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Data'Breach'



Frederik'Armknecht' 13'

Most!Significant!Risk!

If!nobody!is!trusted,!!
data!should!be!intrinsically!protected!
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Concerns!Are!Jus5fied!
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What!Dilbert!says…!
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Encryp5on!

EncrypKon' DecrypKon'

Ciphertext'Plaintext'

EncrypKon'
key'

DecrypKon'
key'

•  Common'goal:'destroy'
data'structure'as'much'as'
possible'

•  Contradicts'outsourcing'of'
operaKon'
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What!If!…!

•  Store!data!encrypted!
•  Requests!are!operated!on!the!encrypted!data!
•  Service!provider!returns!correct!result!WITHOUT!
knowing!content!of!the!data!and/ior!of!result!

Request'
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Focus!Today!

•  Searchable!Encryp5on!
•  Allows'to'search'on'encrypted'data'

•  Homomorphic!Encryp5on!
•  Allows'to'compute'on'encrypted'data'
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Encryp#on'

Searchable!Encryp5on!
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Scenario!

•  Encrypted!data!outsourced!
•  User!has!search!request!

Search'Request'



Frederik'Armknecht' 21'

Simple!Solu5on!1!

•  Return!complete!encrypted!data!base!
•  High!communica5on!and!communica5on!effort!
⇒!Unrealis5c!!!

Search'Request'
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Simple!Solu5on!2!

•  Locally!store!informa5on!on!outsourced!data!
•  Send!file!ID!only!
"⇒!Large!local!storage!
⇒!Unrealis5c!!!

File'ID'

Local'Storage'
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Searchable!Symmetric!Encryp5on!

•  User!outsources!encrypted!data!AND!secure!index!
•  Search!request:!Create!search!token,!receive!all!
fijng!ciphertexts!

Keyword'

Secure'
Index'
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Scheme! Dynamism! Security! Search!Time! Index!!
Size!

Song'et'al.'[2000]' StaKc' CPA' !/"' N/A'

Goh'[2003]' Dynamic' CKA1' !/"' !'
Chang'and'Mitzenmacher'[2005]' StaKc' CKA1' !/"' #⋅!'
Curtmola'et'al.'(SSE^1)'[2006]' StaKc' CKA1' $' #+!'
Curtmola'et'al.'(SSE^1)'[2006]' StaKc' CKA2' $' #⋅!'
Van'Liesdonk'et'al.'[2010]' Dynamic' CKA2' !' #⋅!'
Chase'and'Kamara'[2010]' StaKc' CKA2' $' #⋅!'
Kurosawa'and'Ohtaki'[2012]' StaKc' UC' !' #⋅!'
Kamara'et'al.'[2012]' Dynamic' CKA2' $' #+!'
Kamara'and'Papamanthou'[2013]' Dynamic' CKA2' $/"'⋅log(!)' #⋅!'
Yavuz'and'Guajardo'[2015]' Dynamic' CKA2' #/"' #⋅!'

•  '!=!#!outsourced!data!files!

•  (!=!#keywords!

•  )!=!#documents!containing!keyword!

•  *!=!#cores!
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Encryp#on'

Homomorphic!Encryp5on!
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Homomorphic!Encryp5on!

●!

m1#●!m2#

!

m1# m2#

Plaintext'Data'User! Service!Provider!Encrypted'Data'

m1# m2#

m1#●!m2#
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!!!!!!!!!!!!!Example:!RSA!(1978)!!!!!
Parameters:!N=p'e'q'with'p,q'large'primes'(approx.'1000'bits)'

Plaintext!space:''ZN'''(={0,…,N^1}'modulo'N)'
Ciphertext:''ZN'''(={0,…,N^1}'modulo'N)'
Encryp5on!Key:!e'�'ZN'with'gcd(e,'(p^1)(q^1)')=1'

Decryp5on!key:!d'�'ZN'with'e'e'd'mod'((p^1)e(q^1))'='1'
Encryp5on!of!m:!c':='me'mod'N#
Decryp5on!of!c:!!cd'mod'N#=#m#
!

Homomorphism:!​(​)↓* )↑+ ⋅ ​(​(↓, )↑/ = ​(​(↓* ⋅ ​
(↓, )↑/ !

!
!
!

'

⋅ ='m1# m2# m1#●!m2#
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GroupLHomomorphic!Encryp5on!

●!

m1#●!m2#

!

m1# m2#

Plaintext'Data'User! Service!Provider!Encrypted'Data'

m1# m2#

m1#●!m2#

Group'OperaKon'Group'OperaKon'

MathemaKcal'
Group'

MathemaKcal'
Group'
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Complete!Characteriza5on!
Armknecht,'Katzenbeisser,'Peter;'DCC'2013'
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Consequences!

•  Encryp5on!format:!

m# 0'

•  Applica5on!of!the!framework!
•  Security'analysis'
•  New'designs'

•  GroupLcase!well!understood!
•  Beyond!groups?!

Random''
encrypKon''

of'(!

=!

Random''
encrypKon''

of'.!

+! m#

Plain'
message'
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Gentry‘s!Breakthrough!Result!(2009)!
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High!Level!View!

•  Encryp5on!format:!

•  Noise!⇒!higher!security!
•  Combina5ons!of!ciphertexts!increase!noise!
•  Main!challenge:!dealing!with!noise!
•  Also:!theory!more!involved!

m# 0'

Random''
encrypKon''

of'(!

=!

Random''
encrypKon''

of'.!

+! m#

Plain'
message'

+!

Noise'
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Defini5on!Jungle!
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State!of!the!Art!
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What!can!we!expect?!

Efficiency'

Fl
ex
ib
ili
ty
'

Symmetric'
EncrypKon'

Public'Key'
EncrypKon'

Fully'Homomorphic'
Symmetric'EncrypKon'

Fully'Homomorphic'
Public'Key'EncrypKon'
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Personal!Opinion!

•  Unlikely!to!see!efficient!fullyLhomomorphic!
encryp5on!

•  CounterLques5on:!do!we!need!fullyL
homomorphism!in!prac5ce?!
•  Examples!exist!where!a!scheme!with!less!

func5onali5es!would!be!sufficient!
•  Adapted!homomorphic!encryp5on!schemes!

•  Poten5al!for!specific!use!cases!
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Data'Loss'
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SecondLMost!Significant!Risk!
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Scenario!

•  (Possibly!encrypted)!data!outsourced!
•  User!worries:!data!loss!

Is'my'data'
sKll'

available?'
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Amazon!S3!
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Stupid!“Solu5on”!1!

•  Download!complete!data!from!5me!to!5me!
•  Inefficient!
•  How!to!check?!

Give'me''
all'my'data'
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Stupid!“Solu5on”!2!

•  Ask!for!random!samples!from!5me!to!5me!
•  Inefficient!
•  How!to!check?!
•  Security!

Give'me''
sample'xy'
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Proof!of!Retrievability!(POR)!
•  Cryptographic!protocol!between!user!and!service!provider!
•  Goal:!Ensure!that!outsourced!file!is!s5ll!intact!and!extractable!
•  A]acker!model:!service!provider!ra5onal!(aims!to!reduce!costs)!
•  Of!high!academic!interest,!e.g.,!

•  Ateniese'et'al.'(CCS'2007)'

•  Juels'et'al.'(CCS'2007)'

•  Shacham,'Waters'(Asiacrypt'2008)'

•  Bowers'et'al.'(CCS'2009)'

•  Dodis'et'al.'(TCC'2009)'

•  Erway'et'al.'(CCS'2009)'

•  Bowers'et'al.'(CCS'2011)'

•  Shi'et'al.'(CCS'2013)'

•  Armknecht'et'al.'(CCS'2014)'
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POR!L!Setup!

•  User!preprocesses!data,!using!some!key!
•  Addi5onal!data!used!in!verifica5on!step!(next!slide)!

Outsource'

Original'
data'

Key^dependent'
AddiKonal'data'
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POR!L!Verifica5on!
•  From!5me!to!5me,!user!requests!for!a!sample!
•  Sample!includes!original!data!and!addi5onal!keyLdependent!

data!
•  Check!data!for!completeness!and!correctness!
•  Original!data!can!be!reconstructed!from!samples!

Sample'
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SWLPOR!L!Setup!
H.'Shacham,'B.'Waters'(Asiacrypt‘08)''

Vector'1'
Vector'2'

Vector'N'

Sectors'

File! Tags!

​0↓1 ="〈Vector"1, ​2 〉+456$5​7↓1 '
​0↓2 ="〈Vector"2, ​2 〉+456$5​7↓2 '

​0↓8 ="〈Vector"8, ​2 〉+456$5​7↓8 '

⋮' ⋮'

Stored'by'
Service'Provider'

Kept'secret'
by'verifier'

='qeld'element'
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SWLPOR!L!Verify!
Challenge:'Set'of'indices'and'values'9= ​{(;, ​<↓; )}↓;∈> '

Vector' ​;↓1 '

Vector' ​;↓2 '

Vector' ​;↓3 '

Vector' ​;↓4 '

​0↓​
;↓
1  '​0↓​
;↓
2  '

​0↓​
;↓
3  '
​0↓​
;↓
4  '

​?↓​@↓;  
×'

​?↓​@↓*  
×'
​?↓​@↓,  
×'

​?↓​@↓=  
×'

​?↓​@↓*  
×'
​?↓​@↓,  
×'

​?↓​@↓=  
×'

​?↓​@↓;  
×'

Vector' ​A ' 0'Response:'

VerificaKon:'

​0↓​;↓1  ="〈Vector" ​;↓1 , ​2 〉
+456$5​7↓​;↓1  '
​0↓​;↓2  ="〈Vector" ​;↓2 , ​2 〉
+456$5​7↓​;↓2  '

​0↓​;↓3  ="〈Vector" ​;↓3 , ​2 〉
+456$5​7↓​;↓3  '

​0↓​;↓4  ="〈Vector" ​;↓4 , ​2 〉
+456$5​7↓​;↓4  '

〈Vector" ​A" 
, ​2 〉'

∑ ​<↓​;↓B  ×456$5​7↓​;↓B  'C!=! L!?'

​
0↓
1 '

​
0↓
8 '

⋮'

Vector'1'

Vector'N'

⋮'



Frederik'Armknecht' 49'

Mo5va5on!

•  Several!POR!(and!related!ProofLofLDataLPossession!
(PDP)!do!exit!

•  Main!drawback!for!prac5cal!applica5on:!requires!
regular!involvement!of!user!

•  Although!Storage!as!a!Service!is!of!high!prac5cal!
relevance,!POR!hardly!used!

•  Need!to!solve:!POR!as!a!Service!!
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Outsourced!POR!(OPOR)!

User'
Service'Provider'

Auditor'

Armknecht,'Bohli,'Karame,'Liu,'Reuter;'CCS'2014'



Frederik'Armknecht' 51'

Outsourced!POR!(OPOR)!

User'
Service'Provider'

Auditor'

POR'

Logdatei'
Log'

Check'
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Fortress!L!Performance!

Latency'incureed'in'POR'w.r.t.'the'
FracKon'of'challenged'blocks'

Latency'in'Store/Seup'w.r.t.'the'
file'size'
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Proof!of!Redundancy!

•  POR!are!possibly!“too!late”!
•  Be]er:!check!if!storage!is!sufficiently!fault!tolerant,!i.e.,!

distributed!over!different!hard!drives!
•  Idea:!Make!requests!for!different!hard!drives,!check!response!

5me!

Request'

Bowers'et'al.'[CCS'2011]'
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Proof!of!Loca5on!

•  Also!important:!WHERE!is!the!data!stored!
•  Similar!idea:!measure!response!5me!
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Conclusions'
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Summary!

•  Security!concerns!with!respect!to!cloud!compu5ng!
•  Tradi5onal!mechanisms!obviously!not!sufficient!
•  New!cryptographic!techniques!may!help!
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Thank!You!!


