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ProductProductProductProduct
¬ BMC Software, Inc.

¬ BMC BladeLogic:

¬ Database Automation

¬ Middleware Automation

¬ Network Automation

¬ Server Automation
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BSA: RSCD agentBSA: RSCD agentBSA: RSCD agentBSA: RSCD agent
¬ Running daemon

¬ Handles connections from 
Application Server

¬ By default runs with root privileges

¬ Secure files:
− exports

− users

− users.local

− secure & securecert
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BSA: BSA: BSA: BSA: RSCD agentRSCD agentRSCD agentRSCD agent
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WiresharkWiresharkWiresharkWireshark
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“TLS” or
“TLSRPC”
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Communication Communication Communication Communication 
functions in functions in functions in functions in rscdrscdrscdrscd

¬ SSL_read()

¬ SSL_write()
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Pin toolPin toolPin toolPin tool
¬ Pin: dynamic binary 

instrumentation framework

¬ Pintools contain C++ code

¬ We used it to dump communication 
of the functions SSL_read() and 
SSL_write() mentioned before
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ResultResultResultResult

¬ TLSRPC case
− XMLRPC protocol

− XMLRPC++ 0.7 server used in the agent

− POST requests with XML body
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¬ TLS case
− Some proprietary 

binary protocol

− Paddings, number 

of symbols to read, 

some values…
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Control Server 
running BSA Console

Application Server Target Server

RSCD RSCD RSCD RSCD 
agentagentagentagent

When authenticated, send 
role:username pair

1. Send TLS/TLSRPC to choose the protocol and 
switch to ssl
2. Send server intro with role:username pair (no 
password!)
3. Send the request to perform an action (e.g. 
update the password of a system user)

1. Check the secure files: exports, 
users, secure
2. Send back “No authorization” if 
something does not fit, or
3. Fork child process with 
corresponding rights to handle the 
further communication
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SummarySummarySummarySummary
¬ Remote password change

− Password of any user including root

− No need to know the previous 
password

¬ User enumeration
− Get information on all the system users

¬ No authorization needed!

¬ RCSD is not the one who decides to 
continue or not
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What’s now?What’s now?What’s now?What’s now?
¬ We reached the vendor

¬ BMC approved the issue and 
developed the patch
− We can only confirm it works on our 

set-up

¬ CVE-2016-1542 and CVE-2016-
1543 were assigned

¬ Thank you BMC for supporting 
responsible disclosure!
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THANK YOUTHANK YOUTHANK YOUTHANK YOU


