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Introduction
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Thesis Objective

- Thesis objective
A Study the DirectAccess
A Performing a security evaluation

ity Assessment of Microsoft DirectAccess #H4 ERNW GmbH.
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DirectAccess Features

Pure IPv6

No user interaction

Remote management and administration
Bidirectional access

Enhanced security features

Working over IPv4internet infrastructure

< < < K< < <
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d providing security.

DirectAccess Limitations

Oopu! bmm! Xj oepxt! PTdt !
OThe following options are not always
possible:
U Endto End encryption
C U Force tunneling

OpPerformance degradation when IP-HTTPS
tunneling is used

OCompIex technology

ity Assessment of Microsoft DirectAccess #6 ERNW GmbH.
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Technologies and Protocols

IKE, HTTPS, DNS64, ISAKMP, Ker - Active Directory Domain Controller (AD DC).
PKI, NTLM, DHCPV6 IPSEC

- Public Key Infrastructure (PKI)

- HTTPS server as NetworkLocation Service (NLS)
VS LI - Name Resolution Policy Table (NRPT)

- IPv6 tunneling technologies

- NAT64/DNS64

- Others (e.g. Forefront Unified Access Gateway
(UAG), Network Access Protection (NAP

IPv6, IPv6 Tunneling, ICMPvV6
IPse¢ESP, AH), NAT64

Figure 1 DirectAccess gack of main protocols
#7 ERNW GmbH.
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TLS handshake

DirectAccess
Client DirectAccess
Server

Figure 2 DirectAccess connection steps using IRHTTPS

Assessment of Microsoft DirectAccess ERNW GmbH.



'O TROOPERS ~(8) ERNW |

DirectAccess
Client DirectAccess

Server

[P-HTTPS tunnel

Figure 2 DirectAccess connection steps using IRHTTPS

Assessment of Microsoft DirectAccess ERNW GmbH.



'O TROOPERS ~(8) ERNW |

DirectAccess
Client DirectAccess

Server

[P-HTTPS tunnel

Figure 2 DirectAccess connection steps using IRHTTPS

Assessment of Microsoft DirectAccess ERNW GmbH.



'O TROOPERS ~(8) ERNW |

IP-HTTPS
interface

DirectAccess
Client DirectAccess

Server

[P-HTTPS tunnel

Figure 2 DirectAccess connection steps using IRHTTPS
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AD DC
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AD DC

DirectAccess

Client DirectAccess :
Server
IPSEC Infrastructure @ %
tunnel ——— IPSEC Intranet ~
[P-HTTPS tunnel tunnel
Figure 2 DirectAccess connection steps using IRHTTPS Resources
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Lab Deployment

14.03.2016 Security Assessment o f Microso ft DirectAccess
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d providing security.
Windows server 201R2

(Internet Service Provider (ISP) Windows server 201R2
(Certificate Authority)

Windows server 2012 R2 (AD

Windows server 201R2
(Internal resources)

Windows server 2012 R

(DirectAccess server) Windows 8. IEnterprise

(DirectAccess client)

Ubuntu14.04.3 TLS ‘
(Attacking computey \ Windows server 2012 R2 (Host VM)

Cisco Catalyst 2950 series
Figure 3 DirectAccess lab components
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d providing security.
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DirectAccess configuration

Full access model
DirectAccess server is an edge topology

The DirectAccess computers are assigned to a
security group

The IPv6 tunneling is IRHTTPS

All the certificates are issued by the corpnet
Certificate Authority (CA)

@ IPSEC Encapsulated Security Payload (ESP)

Q)

@ ®

@ ®

Figure 4 Screenshot for the configuration panel protocol tunnel mode
of DirectAccess _ _ _
@ Windows 8.1 uses Null cipher suites for IP-
HTTPS

14.03.2016 Security Assessment of Microsoft DirectAccess #30 ERNW GmbH.
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Corpnet’s DHCP server d providing security.
Corpnet’s DNS server

Assigning DirectAccess
computers to a group policy

The server runs also as
DNS and DHCP server

/7~ N
Vs \ AD DC
[
//4{", ISP Resources
a2 Intra net
| 3 5¢
\ HTTPS serwce
\ Kerberos
\ NTLMv2
AN 1-3
DirectAccess -~ Di tA
\ client M eomar ° HTTPS servic Corfieate
Edge server topolo . .
Windows 8.1 Enterprise which Fuﬁfaccess mozel gy Issuing the digital
uses by default NULL-cipher suite IPSEC ESP tunnel mode certificates to the
for unauthenticated IP-HTTPS IP-HTTPS to tunnel IPVE domain computers
traffic

Figure 5 DirectAccess lab topology
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Assessment
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Scenarios and Attacker

- Two different scenarios were assessed:
A IP-HTTPS defaultconfiguration
A Authenticated IP-HTTPS

- Attacker knowledge and capabilities:
A URL/IP of the DirectAccess server
A Compromised or a trusted certificate

A Position of attacker is remotely settled or
within the local subnet of the client

#33 ERNW GmbH.
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Attacker can establish this

tunnelwithgut Attacker can utilize some
authentication types of ICMP@ packets

)

( ) ICM P\6 )

Unauthenticated IPHTTPS tunnel

—

Resources

Intranet

Attacker

35 S
/W/V HTTPS service -
a1

DirectAccess Certificate
ﬂpswr\“e\ Server HTTPS servi s Authority
DirectAccess n"\catedw— /
client Una\l"‘“e
IPSEC intranet tunne}
| ICM P travels outside the
| IPSEC tunnels
IPSEC infrastructure tunnel |7 . . . .
Figure 6 IP-HTTPS default configuration scenario
14.03.2016 Security Assessment of Microsoft DirectAccess #34 ERNW GmbH.




