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MedSec Beginning in 2006…
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Hack: 2008

Hype: 2013

In 2006…









Hack or Hype? 
 

Was a defibrillator 
hacked? 

Yes in 2007, but we did it 
in a lab without patients
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! 402-405 MHz MICS band, nominal range several meters 
! Command shock sends 35 J in ~1 msec to the T-wave 
! Designed to induce ventricular fibrillation

7

Wirelessly Induce Fatal Heart Rhythm

[Halperin et al., IEEE Symposium on Security & Privacy 2008]

(Risks mitigated  
a long time ago)
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Patients are far safer with 
these implantable devices 

than without, even if 
there are security 

vulnerabilities.



Photo by Kevin Fu @ Medtronic museum



Hack or Hype? 
 

Darth Vader is an FDA 
regulated medical device

 
No, but Emperor Palpatine is 
first victim of hacking Vader’s 
neuro-prosthetic arms.



You will remove 
these restraints and 

leave this crypto with 
the backdoor closed!  

-Prof. Kevin Fu



Hack or Hype? 

Medical device 
manufacturers are doing 
nothing about security?

FALSE!





Hack or Hype? 

Dental x-ray  
monitors serve 

beer ads

Actual beer mug 
from TROOPERS





Hack or Hype? 

Dental x-ray  
monitors serve 

beer ads 
 

True!  I saw Dos Equis.







Hack or Hype? 

Has FDA issued security 
warnings?

Yes, against an  
infusion pump
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First FDA Cybersec Product Advisory
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! Hospira Infusion Pump Vulnerabilities  
[Billy Rios and more, 2014-2015]

Photos: Wired

U.S. Food and Drug Administration

Protecting and Promoting Your Health

LifeCare PCA3 and PCA5 Infusion

Pump Systems by Hospira: FDA

Safety Communication - Security

Vulnerabilities

[Posted 05/13/2015]

 

AUDIENCE:Pharmacy, Nursing, Risk Manager, Engineering 

ISSUE: The FDA and Hospira have become aware of security vulnerabilities in Hospira’s LifeCare
PCA3 and PCA5 Infusion Pump Systems.  An independent researcher has released information
about these vulnerabilities, including software codes, which, if exploited, could allow an
unauthorized user to interfere with the pump’s functioning. An unauthorized user with malicious
intent could access the pump remotely and modify the dosage it delivers, which could lead to
over- or under-infusion of critical therapies. The FDA is not aware of any patient adverse events or
unauthorized device access related to these vulnerabilities.

The FDA is actively investigating the situation based on current information and close
engagement with Hospira and the Department of Homeland Security. As new information
becomes available about patient risks and any additional steps users should take to secure these
devices, the FDA will communicate publicly.

BACKGROUND: The Hospira LifeCare PCA3 and PCA5 Infusion Pump Systems are
computerized infusion pumps designed for the continuous delivery of anesthetic or therapeutic
drugs. These systems can be programmed remotely through a health care facility’s Ethernet or
wireless network.

RECOMMENDATION: 
Recommendations for Health Care Facilities:

Follow the recommendations from the Industrial Control Systems Cyber Emergency Response
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Root 
shell on port 

23!

Hard-
coded local 
accounts!

Wireless 
keys stored 

unencrypted, accessible 
via telnet/FTP!





Hack or Hype? 

FDA has a way to report 
security vulnerabilities 

Half true, they are 
working on it





Dr. Julian Goldman
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FDA Cybersecurity Guidance

25

Content of Premarket Submissions for 
Management of Cybersecurity in 

Medical Devices   
Guidance for Industry and Food and 

Drug Administration Staff  
 

Document Issued on: October 2, 2014 

The draft of this document was issued on June 14, 2013. 

 
 
For questions regarding this document contact the Office of Device Evaluation at 301-796-5550 or 
Office of Communication, Outreach and Development (CBER) at 1-800-835-4709 or 240-402-7800. 

 
 
 

 
 

 
 
 
 
 
 
 
 

U.S. Department of Health and Human Services 
Food and Drug Administration 

Center for Devices and Radiological Health 
 Office of Device Evaluation 
 Office of In Vitro Diagnostics and Radiological Health 

 Center for Biologics Evaluation and Research
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Life before 
FDA’s 

security 
guidance 

document 
was 

schieße.
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In 2016: Vulnerability Reporting!
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Understanding MedSec Risks

28

⚠ Vulnerabilities

" Threats
#Exploits ☠ Harm

% Compensating Controls

Continuous Measurement
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Understanding MedSec Risks
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Understanding MedSec Risks
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Hack or Hype? 

Hospitals have been 
disabled by malware?

Yes, many times





 
 
 

  

 
1300 N VERMONT AVE. 

LOS ANGELES, CA 90027 
(213) 413-3000 

 

February 17, 2016 
 
I am writing to talk to you about the recent cyber incident which temporarily affected the operation of 
our enterprise-wide hospital information system. 
 
It is important to note that this incident did not affect the delivery and quality of the excellent patient 
care you expect and receive from Hollywood Presbyterian Medical Center (“HPMC”). Patient care has 
not been compromised in any way.  Further, we have no evidence at this time that any patient or 
employee information was subject to unauthorized access.  
 
On the evening of February 5th, our staff noticed issues accessing the hospital’s computer network. Our 
IT department began an immediate investigation and determined we had been subject to a malware 
attack.  The malware locked access to certain computer systems and prevented us from sharing 
communications electronically. Law enforcement was immediately notified.  Computer experts 
immediately began assisting us in determining the outside source of the issue and bringing our systems 
back online.  
 
The reports of the hospital paying 9000 Bitcoins or $3.4 million are false.  The amount of ransom 
requested was 40 Bitcoins, equivalent to approximately $17,000. The malware locks systems by 
encrypting files and demanding ransom to obtain the decryption key.  The quickest and most efficient 
way to restore our systems and administrative functions was to pay the ransom and obtain the 
decryption key.  In the best interest of restoring normal operations, we did this.   
 
HPMC has restored its electronic medical record system (“EMR”) on Monday, February 15th.  All clinical 
operations are utilizing the EMR system.  All systems currently in use were cleared of the malware and 
thoroughly tested. We continue to work with our team of experts to understand more about this event. 
 
I am very proud of the dedication and hard work of our staff who have maintained the highest level of 
service, compassion and quality of care to our patients throughout this process. I am also thankful for 
the efforts of the technical staff as the EMR systems were restored, and their continued efforts as other 
systems are brought back online.   
 
And of course, I want to thank our patients and community for their continued trust in Hollywood 
Presbyterian Medical Center. 
 
Thank you, 
 
 
 
 
Allen Stefanek, President & CEO 
Hollywood Presbyterian Medical Center 
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Monday Jan 18, 2016 in Australia



“restore the remaining 
Windows XP computers…
pathology and pharmacy.”



Wednesday Jan 20, 2016 in Texas



Thursday Jan 21, 2016

! Hospira manufactures networkable drug infusion pumps 
! Remotely accessible buffer overflow via port 5000/TCP 
! Difficulty: Low skill attacker



Friday Jan 22, 2016 in Michigan



Hack or Hype? 

2,000 x-rays were stolen 
to somewhere in China 

 
True, likely selling.



Dr. John Halamka, CIO of Beth 
Israel Deaconess Medical Center in Boston 

geekdoctor.blogspot.com



Hack or Hype? 

AngryBirds took  
down a hospital

No, but an authentic 
binary led to spambot



Hack or Hype? 

A hospital downgraded 
from SSH to telnet for 

compliance.

Sadly, true.



Hack or Hype? 

Vulnerability scanning knocks 
over medical devices? 

 
True if tools used haphazardly
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Ways Forward:
Usable Security
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Intuition

50

Embedded General-purpose
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Devices Tested

51

Figure 1: Running on Windows XP Embedded SP2, our
Baxa ExactaMix 2400 pharmaceutical compounder is an
automated embedded system that mixes liquids to indi-
vidual specifications for intravenous parenteral nutrition.

Device Configuration

Baxa ExactaMix
2400 compounder

WinXP Embedded, Via
664 MHz , 512 MB RAM

Schweitzer SEL3354
substation computer

WinXP Embedded, Athlon
2600+, 2 GB RAM

Table 1: Devices against which we tested WattsUpDoc.

SCADA systems. In addition to a medical device, we
evaluated WattsUpDoc on a Supervisory Control and
Data Acquisition (SCADA) device designed for indus-
trial applications; the similar use cases result in similar
hardware and software configurations.

SCADA systems comprise hardware and software that
monitors and controls industrial processes. This work
considers a substation computer, which is a “ruggedi-
zed” commodity PC that controls programmable logic
controllers (PLCs) and other automation hardware via an
array of communication ports. It may also communicate
with a larger network via Ethernet or similar. Substation
computers typically run “embedded” versions of main-
stream operating systems. We tested a substation com-
puter running Windows XP Embedded.

2.1 Threat Model

Because they incorporate both embedded and general-
purpose computing devices, medical and SCADA sys-
tems are vulnerable to malware targeting generic off-the-
shelf systems and to more-specific targeted malware akin
to Stuxnet [4, 9].

WattsUpDoc does not address targeted threats by de-
termined, well-funded adversaries. Such an adversary
with detailed knowledge of the defense mechanisms can

design an attack specifically to thwart or evade them.
Fortunately, these adversaries appear to be rare; we know
of no targeted attacks against medical devices in the wild,
and only a few examples of targeted SCADA malware
have been publicly acknowledged.

Garden-variety malware, on the other hand, is a clear
and present danger to both medical and SCADA sys-
tems [19, 25]. We contacted two security professionals
at academic medical centers to solicit first-hand perspec-
tives on the types of threats they encounter. Both sources
agreed that they have not seen any evidence of targeted
attacks against medical devices. One of the two enumer-
ated the top threats in his recent experience, listing three
widespread pieces of malware from the past year and
the Conficker worm, first identified in 2008. Based on
the available evidence, this paper focuses exclusively on
flagging, rather than directly stopping, untargeted mal-
ware threats—those that are not designed specifically to
evade power analysis.

We assume an attacker may use software exploits to
gain administrator-level access. For devices that are not
network-connected, it is important to note that they are
potentially exposed to malware if any node they interact
with can accept outside inputs from, e.g., the Internet or
a USB memory stick. We also assume that devices are
initially shipped without malware, providing a window
in which to train WattsUpDoc.

3 Validating Device Behavior with Power

Analysis

Many embedded medical devices share two key proper-
ties that make them amenable to nonintrusive monitor-
ing: (1) they perform well-defined, repetitive tasks that
should exhibit little variation from run to run; and (2)
they draw power from a power outlet. The power outlet
can serve as a monitoring point for unmodified hardware.

Many embedded devices perform a small number of
repetitive functions, such as actuating an electrical re-
lay, controlling a pump, or collecting sensor readings.
Devices based on off-the-shelf OSes (such as our com-
pounder) commonly run a single application that at least
conceptually constrains the computer’s operation; it is
not uncommon for such an application to hide as much of
the OS as it can, to give the illusion of a single-purpose
computer. As a consequence, the externally visible state
space is small.

Components’ power consumption as an undesirable
side channel is well established [18, 8, 6]. How-
ever, side channels can also leak constructive informa-
tion. Many computing devices exhibit systemwide power
consumption that scales closely with their workloads.
WattsUpDoc uses systemwide power consumption, mea-

3
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Pharmaceutical Compounder
! Mixes solutions, verifies output 
! Flushes inputs 
! Idles

52
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Cybersecurity: A Foreseeable Risk
! Biggest risk at the moment:  

" Hackers breaking into medical devices 
" Wide-scale unavailability of patient care 
" Integrity of medical sensors 

! Gaps 
" Don’t interrupt clinical workflow  
" Many security specialists focus on technical controls 
" Many safety specialists focus on risk management  
" Trustworthy medical device software requires both

56
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Want to Learn More?
! Are you a security consultant? 
! Are you a manufacturer? 
! Are you a clinician?

57
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Archimedes Center for 
Medical Device Security

secure-medicine.org

2013

2014
2015

Collaboration: Industry, Academia, Government, 
Clinicians, Health Care Providers

Learn more at…
Members



spqr.eecs.umich.edu   •  Prof. Kevin Fu  •   Medical Device Security

SEC_ _ITY RESEARCH

WHAT’S MISSING??

SEC_ _ITY RESEARCHUR

Follow me on Twitter @DrKevinFu

MEDSEC
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Coming Up Later: Marie Moe

60


