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ICMPV6 -(®) ERNW |

- ICMPV6 is the new version of ICMP.
It was first specified in RFC 2462, latest in RFC 4443.

- ICMPV6 includesin t r a d iIIGMP tumcaohs' functionalities of IGMP (RFC
1112), IGMPv2 (RFC 2236) and extensions of the type "Multicast Listener
Di s c o (MeD) joolPv6.

- Additionally ICMPV6 includes the Neighbor Discovery Protocol (RFC 2461,
updated by RFC 4861).

- ICMPVG6 is an integral part of every IPv6 implementation;
every IPv6 stack must include ICMPV6.

- ICMPV6 has the next-header value 58.
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Overall ICMPv6 Header Format

-(®) ERNW
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providing security.
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Type: specifies the type of the message and also describes the format of the

message.

2 3
890123456789012345678901
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Code | Checksum |
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|
Message Body +

Code: Using this field, whose interpretation depends on the type, other subtypes are

defined.

Checksum: used to detect errors during transmission.
Message Body: Depends on the type and code of the header.
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(Main) ICMPV6 Types (#)ERNW |

o}
Type(Value) Description
1 Destination Unreachable (with codes 0,1,2,4)
2 Packet too big (Code 0)
3 Time Exceeded (Code 0,1)
4 Parameter Problem (Code 0,1,2)
128 Echo Request (Code 0)
129 Echo Reply (Code 0)
130 Multicast Listener Query
131 Multicast Listener Report
132 Multicast Listener Done
133 Router Solicitation
134 Router Advertisement
135 Neighbor Solitication
136 Neighbor Advertisement
137 Redirect
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Neighbor Discovery Protocol ~&J)ERNW |

- Neighbor Discovery (ND) provides mechanisms for the following
tasks:

Neighbor Discovery / Address Resolution

Router Discovery

Prefix Discovery

Parameter Discovery

Address Autoconfiguration

Next-Hop Determination

Neighbor Unreachability Detection

Duplicate Address Detection

Redirect

=
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¥ Neighbor Discovery -(#) ERNW |

- The address resolution is the exchange of neighbor solicitation and
neighbor advertisement messages to the link-layer address, for
example, to resolve the next hop.

Multicast Neighbor Solicitation Message
Unicast Neighbor Advertisement Message

- Both nodes involved update their Neighbor Cache.

- Once this is done successfully, the nodes can communicate with
each other via unicast.

- Replaces the ARP (Address Resolution Protocol) in IPv4.



Ethernet Header

A Dest.-MAC: 33-33-FF-03-04-05
IPv6 Header .
A Source-IP:2001::cafe:201:2FF:FE03:406 Alice
A Dest.-IP: FF02::1:FF03:405

A Hop limit: 255

Neighbor Solicitation Header

A Dest. Address is 2001::cafe:201:2FF:FE03:405

Neighbor Solicitation

MAC: 00-01-02-03-04-06
IP: 2001::cafe:201:2FF:FE03:406

1. Multicast Neighbor Solicitation

MAC: 00-01-02-03-04-05
, IP: 2001::cafe:201:2FF:FE03:405

Bob
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Ethernet Header

Dest.-MAC: 00-01-02-03-04-06

IPv6 Header

Source-IP: 2001::cafe:201:2FF:FE03:405
Dest.-IP: 2001::cafe:201:2FF:FE03:406

Hop limit: 255 Al
Neighbor Advertisement Header !Ce
Source Address is 2001::cafe:201:2FF:FE03:405 |

Neighbor Discovery Option
Source Link-Layer Address (00-01-02-03-04-05)

M Neighbor Advertisemen

[=———/| 2. Unicast Neighbor Advertisement

MAC: 00-01-02-03-04-06
IP: 2001::cafe:201:2FF:FE03:406

MAC: 00-01-02-03-04-05
, IP: 2001::cafe:201:2FF:FE03:405

Bob

www.ernw.de
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W/ Duplicate Address Detection (DAD) =) ERNW |

- To detect duplicate addresses neighbor solicitations are used.

The destination address in the neighbor solicitation message is the
Solicited-Node IPv6 Multicast address which corresponds to the address
that should be checked for uniqueness.

- As the source address,theunspeci fi ed addr ess

-~ If the address is already in use, the host which already uses
this address, responds with a multicast Neighbor
Advertisement.

The destination address is the link-local multicast address for all nodes
(FFO2::1 h arodes ).

Corresponds to gratuitous ARP functionality of IPv4.



Ethernet Header
A Dest.-MAC: 33-33-FF-03-04-05

IPv6 Header )
A Source-IP: Al_!_CE
A Dest-IP: FF02::1:FF03:405 T

A Hop limit: 255 Tentative IP; 2001::cafe:201:2FF:FE03:405
Neighbor Solicitation Header

A Dest. Address is 2001::cafe:201:2FF:FE03:405
Neighbor Solicitation

1. Multicast Neighbor Solicitation

MAC: 00-01-02-03-04-05
, IP: 2001::cafe:201:2FF:FE03:405

Bob



Ethernet Header

A Dest.-MAC: 33-33-00-00-00-01

IPv6 Header

A Source.-IP: 2001::cafe:201:2FF:FE03:405
A Dest.-IP: FF02::1

A Hop limit: 255

Neighbor Advertisement Header Alice
A Source Address is 2001::cafe:201:2FF:FE03:405 | T——
Neighbor Discovery Option
A Source Link-Layer Address

Tentative IP; 2001::cafe:201:2FF:FE03:405

Neighbor Advertisemen

[™———y| 2. Multicast Neighbor Advertisement

MAC: 00-01-02-03-04-05
, IP: 2001::cafe:201:2FF:FE03:405

Bob



W/ Router Discovery . ERNW |

- Used to detect routers that are connected to the local network.

- IPv6 router discovery also provides the following information:
Default value for the "Hop Limit" field
- Whether any "stateful addressp r o t dDHGRv®) should be used.
Settingsf or t he AReTtirnmenrsomi ssi on
The network prefix for the local network
The MTU of the network
Mobile IPv6 Information
Routing Information

www.ernw.de



Multicast Router Solicitation Message ‘g@ ERNW |

Ethernet Header
A Dest.-MAC: 33-33-00-00-00-02 )
IPv6 Header Alice
A Source-IP:fe80::10 I —
A Dest.-IP: FF02::2
A Hop limit: 255
Router Solicitation

MAC: 00-01-02-03-04-05
IP: fe80::10

' 1. Multicast Router Solicitation

Router Solicitation

P
S MAC: 00-11-22-33-44-55
IP: FE8O0::1

Router

www.ernw.de




¢ Router Advertisement Message

Ethernet Header

A Dest.-MAC: 33-33-00-00-00-01

IPv6 Header

A Source-IP:FE80::1

A Dest.-IP: FF02:1

A Hop limit: 255

Router Advertisement Header

A Current Hop Limit, Flags, Router Lifetime, Reachable
and Retransmission Timers

Neighbor Discovery Options

A Source Link-Layer Address

A Prefix-Informationen

T
Router Advertisement

MAC: 00-01-02-03-04-05
IP: fe80::10

| 2. Multicast Router Advertisement

P
S MAC: 00-11-22-33-44-55
IP: FE8O0::1

Router

www.ernw.de




'\ IPV6 basic security assumptions  *{&) ERNW |

-~ 8UI f I mpdbm!ofuxpsl!jt!lusvt uxpgs Lz
Ha Hal ((
Boe; ! xi budt! 8mpdbmZ! bozxbz @ "

-~ 8Jgluifsf!bsfluisfbut-!xf!ldbo!beesftt!uL
Fwfs!ifbse! pg!8pgfsbujpobm! pwfsifbezZ!)dbvtfel!

-~ 8Fwfszcpez! xjmm!vtf!JQtfd!)uibudt! xi z! x

As of RFC 6434, it is not a mandatory for an IPv6 node to implementSec

Well,IPsecj t ' b! tvddftt!tuppz!jo!jutfmg-!jtodu! | u@!

Unfortunately this has lead to a number of debatable protocol decisions.
OSPFv3 without MD5 (or SHAY ! gps! ui bu! nbuufs*!jt!leldsb{ze
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Attacks from within $SEGMENT
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Attacks against Router Discovery
Router Advertisement Spoofing/Flooding

www.ernw.de



'\ The Rogue RA Problem Statement (&) ERNW |

- Router advertisements (as part of autoconfig
bqqspbdl *I'gvoebnfoubm! gbsu! pg! 8.
Modifying this behavior (e.g. by deactivating their
gspdfttjoh!poltuif!iptu! mf
efgbvmuZ! boe! bt!tvdi! 8pqgf
Such an approach might be hard to maintain
ui spvhi!b!ltztufndt! mjgfdz

- Think service packs in MS world, kernel updates, installatio
of libs/tools/apps.

I b !
mmz

ot
b

- By default, local link regarded trustworthy
In IPv6 world

All ND related stuff (which includes RAS) unauthenticated,
by default.

www.ernw.de



|\ -(®) ERNW |
"*v d providing security.

Rogue Router
Advertisements

- Some RAgenerating entity accidentally
active in your network
IPv6 capable SOHO device connected by user.

Windows system with ICSenabled

No longer valid, see
http://support.microsoft.com/kb/2750841/en -
us.

Virtual machine running sth.f nj uuj oh! S

- Attacker interferes with router discovery

www.ernw.de



-~ Traffic redirection through
malicious default gateway
configuration on the host.

- Denial-of- Service against IPv6
connectivity in case of accidentally
transmitted router advertisements.

www.ernw.de
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Impact 3 fake router26

eI —_— - - ——= T TS

C:\>ipconfig

[
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection~qpecific DNS Suffix
IPu6b Address. . . . . o« o o« - =
IPub ﬂddress. S A e i 2
Link—local IPv6 ﬂddress .
Autoconf iguration IPv4 ﬂddr
Subnet Mask . . . . . . . .
Default Gateway . . . . . .

\
Wireless LAN adapter Wireless Network C

>(#) ERNW
proviaing security

2001 :db8:cafe:1234:c986:1f8:57a92:a974
2001 :db8:dead:beef :c986:1f8:57a9:a974
fe8B::c986:1f8:57a9:a974213
169.254.169.116

255.255.0.0
fe8B::21atalff:fecl1:6311213
fe8B::216:36ff:fel12:3bcbx13

onnection:

www.ernw.de



Router Advertisement
Flooding

- Flooding the local network with
router advertisements, IPv6 hosts
and router update the IPv6
configuration

- Consuming all available resources
- -> Denial of Service against targets

www.ernw.de



el

File Options

Impact

View Help

" Applications I Processes I Services I Performance

No Active Network Adapters Found.

flood router26 o

ol x

Users l

Processes: 59

CPU Usage: 100%

1Physica| Memory: 10%

it windows Task Manager

File Options Wiew Help

..Applimﬁons I Processes I Services INetworking I Users I

CPU Usage History

— CPU Usage

— Physical Memory Usage History

ERNW |

providing security.

— Physical Memory (MB) ——————— System
Total 16311 Handles 13229
Cached 4132 Threads 697
Available 14623 Processes a0
Free 10470 Up Time 0:14:21:45

Commit (GE) 1/31

— Kernel Memory {(MEB)
Paged 145
Monpaged 168 Resource Monitor...

Processes: 60 CPU Usage: 100%: Physical Memory: 10%%: i




'\ Spoofed RA protection as of RFC 6104 °{&) ERNW |

- Manual configuration
- RA Snooping (RA Guard)
- Using ACLs

- See also: http:// rmv6tf.org/wp - content/uploads/2013/04/5- IPv6- Attacks-and- Countermeasures-vi.2.pdf
- SEcure Neighbor Discovery (SeND)
- Router Preference
- Relying on Layer 2 Admission Control
- Host-Based Packet Filters

-~ Vtjoh!bo!8Jouf mmj hfouZ!E
E.g. NDPMon
- Using Layer 2 Partitioning

26 www.ernw.de




| N/ Default Router Preference &) ERNW |

- In RFC 4191 an additional flag was introduced within RA
messages to indicate the preference of a default router in
case more than one are present on the local link.

0 1 2 3
o 1 2 3 4 5 6 7 8 9% 01 2 3 45 6 7 8 9 01 2 34 5 68 7 8 5959 01
—F—+—+—F—F—F—F—F—F—F—F—F—F+—F—F+—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F
Tyvpe | Code | Checksum |
—F—+—+—F—F—F—F—F—F—F—F—F—F+—F—F+—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F
Cur Hop Limit |[M|CJH|Prf|Reswvd]| Router Lifetime |
—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—+—+—F—+—+—F+—F+—+—+—+—+
BEeachalle Time |
— b —
RFEetrans Timer |
44—
Cption=s ...
—F—+—F—F—F—F—F—F—F—F—+—

oo ==

27 www.ernw.de




8/ Router Preference Values &) ERNW

- The preference values are encoded asa two-bit signed
Integer with the following values:

- 01 High

- 00 Medium (default)
- 11 Low

- 10 Reserved

28
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& RA Messages ‘8 ERNW |

- When the preference is set, the RA messages look like:

= Internet Control Message Protocol we = Internet Control Message Protocol we
Type: 134 (Router acdvertisement) Type: 134 (Router adwvertisement)
Code: O Code: O
Checksum: Oxdedd [correct] Checksum: Oxcdcéd [cCcorrect]
cur hop Timit: &4 cur hop Timit: &4
= Flags: 0Ox0O8 = Flags: QxO0
O... .... = Mot managed O... .... = MOt managed
DL ... = Mot othear .00, ... = MoOT other
«.0. ... = MOt Home Agent .00 ..., = MOT HOome Aagent
...01... = router preference: High ...0 0.0, = Router preference: Medium
router Tifetime: 1800 FRouter T1ifetime: 1800
rReachakble time: Q rReachabhle time: 0
Retrans timer: Q Retrans timer: 0
H ICMPVE option (sSource Tink-Tlayer address) F ICMPwE option (source Tink-Tayer address)
ICMPwE Option CMTUD ICMPWE aption (mMTUl
H ICMPve option (Prefix information) FH ICMPwE option (Prefix dnformationl




Configuration (Cisco) >&) ERNW

The configuration of the preference is done with the following
command:

Router( config )# interface fo/1
Router( config - if)# ipv6 nd router - preference {high | medium | low }

If the command is not configured, the default value of medium will be
used in the RA messages.

Command available since IOS Version 12.4(2)T

30 www.ernw.de




Further Mitigating Controls ‘g@ ERNW |

- Prevent Node-Node Layer-2 communication by using
- Private VLANs where nodes can only speak to the legitimate router

- WLAN with 1solated clients

- One VLAN per Host (e.g. SP access network)

www.ernw.de



L\ o- ERNW |
"“v d providing security.

d

Implements /solation principle similar to
other L2 protection mechanisms already
deployed in v4 world.

RA Guard3 Host Mode

- RFC 6105

- Works quite well against some attacks.

But it seems currently no logging or port
deactivation can be implemented. RA packets
are just dropped.

- Can be easily circumvented

www.ernw.de



Cisco First-Hop- Security

- Cisco name for various security
features in IPv6

- Staged in three phases

- Every Phase will release/released
more IPv6 security features to
achieve feature parity with the IPv4
world

www.ernw.de



- Avalilable since Summer 2010

- Introduced RA Guard and Port
based IPv6 ACLS

- In the beginning, only supported on
datacenter switches

- Since 15.0(2) supported on C2960S and
C3560/3750X

www.ernw.de
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2 G d providing security.

General Principles on FH Command Interface[1]

Each FH feature provides a configuration mode to create andpopulate policies) , ! pof ! j n g mpolty) u! 8 «

ipv6 nd raguard policy MYHOST
device - role host

Each FH feature provides commands to attach policies to targets: box,vlan, port

vlan configuration 100

ipv6 nd raguard attach -policy MYHOST
ipv6 snooping

interface e0/0

ipv6 nd raguard attach -policy nMYROUTER

Packets are processed by the lowest-level matching policy for each feature
Packets received on e0/0 are processed by policyra-hvbse! SNZIBWERS pmj dz!toppqgj of

Packets received on any other port of vilan 100 are processed bypolicyra-guard 8 NZ |1 PTUZ! BOE! g p mj
8ef gbvmuZ

www.ernw.de



Router( config - if)#ipv6 nd ?
raguard RA_Guard Configuration Command
Router( config - if)#ipv6 nd raguard ?
hS <cr >

\ Router( config -ify# switchport mode access
Router( config - if)#ipv6 nd raguard
Router( config - if)#exit
Router( config )#exit

Config

Router# show version

Cisco 10S Software, s3223_rp Software (s3223_rp -
IPBASEK9- M), Version 12.2(33)SXI5, RELEASE SOFTWARE
(fc2 )

www.ernw.de




Fragmentation of RAS >-(®) ERNW |

- Issue
RA Guard works like a stateless ACL filter of ICMP Type 134
Dbo!cf!djsdvnwfoufel!cz!8qgvtijohd:

- Possible Solutions
Block all fragments sent to ff02::1

Drop packet if first fragment does not have ULP header
- deny ipv6 any any undetermined - transport

www.ernw.de
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N ERNW |
d providing security.

Port-based ACLs

4948E( config )#ipv6 access - list IPv6

4948E(config -ipv6 -acl )# deny ipv6 any any undetermined -
transport

4948E(config -ipv6 -acl )# deny icmp any any router -
advertisement

4948E(config -ipv6 -acl )# permit ipv6 any any
4948E( config )# interface g1/19

4948E( config -if )#ipv6e traffic - filter IPv6 in

www.ernw.de




Froooicss!
) ~(®) ERNW |
= 7 d providing security.

Block Forwarding of RAs onlInfrastructure Level

RA Guard or ACLs
_Or !
RA Guard currently (Mar 2014) not a bullet proof solution.
-EG! t xj udifakerauterd | Ddpes the trick.
Seealso http://www.insinuator.net/2011/05/yet - another- update- on- ipvé- security- some- notes- from - the-ipv6- kongress-in-frankfurt /
ACLs might be operationally expensive.
Probably port based ACLs not part of your current ops model, right?
HW supportneeded
http:// docwiki.cisco.com/wiki/Cisco_|OS_IPv6_Feature_Mapping#IPv6_Features
Tujmm-!dvssfoumz!cftu!gspufdujpo!bggspbdi!uib
- Seealso http://www.insinuator.net/2012/03/the - story-continues-another-ipv6- update/
RA Guard will (hopefully) evolve

Some IETF drafts out there to address evasion problem
http://tools.ietf.org/html/draft -ietf-v6ops ra-guard-implementation-07

J

J

d

d
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Evaluation of RFC 6104 Controls

Manual configuration

RA Snooping (RA Guard)

Using ACLs

SEcure Neighbor Discovery (SEND)

Router Preference

Relying on Layer 2 Admission Control

HostBased Packet Filters

PAAY3 Iy aLYyGStfA3ISYyGé 5SLINBOI |

A N W o N O o0 BB
W kP N O W b~

Using Layer 2 Partitioning

www.ernw.de



RFC 69803 Sec Implications of NDP  o(s) ERNW |

> Fragmentation o

- Standards Track RFC (August 2013) from FernandoGont
- Who is also here at the Security Summit;)

- Completely forbids fragmentation of NDP packets.

www.ernw.de



Neighbor Discovery Threats ~(&)ERNW |

A IPv6 Neighbor Spoofing:

An Attacker can send malicious Neighbor Advertisement to poison the
neighbor cache of the victim (similar to ARP spoofing in IPv4).

0000.0000.000a

I —
gt — _
Victim Attacker Victim Attack
2001:dbB::2/64 2001:db8::3/64 2001:db8::2/64 2001:db8::3/64
0000.0000.000b 0000.0000.000c 0000.0000.000b 0000.0000.000c
B spoofed Advertisement

I 1Pv6 Traffic

42 www.ernw.de
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W/ DoSof Address Assignment ~(&)ERNW |

- DoSagainst IPv6 nodes by always answering to neighbor solicitation for
duplicate address detection

- Can happen in IPv4 and IPv6.
A Pretty much the same overall risk.

Attack not expected to be seen very often (as was the case in vdetw.).
Probably much more efficient DoS scenarios available to attacker.

43 www.ernw.de




- IPv6 Snooping is the basis for
several FHS security mechanisms

- Including ND Inspection and address
glean

- When configured on a target
(VLAN, Interface etc.), it redirects
NDP and DHCP traffic to the switch
Integrated security module

www.ernw.de



- Learns and secures bindings for
addresses in layer 2 neighbor tables.

- Builds atrusted binding table database
based on the IPv6 Snooping feature

- IPv6 ND messages that do not have valid
bindings are dropped.

- A message is considered valid if the MAGC
to-1Pv6 address is verifiable

www.ernw.de




Attacks against DHCPV6
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g DHCPV6

Defined in RFC 3315

Uses UDP Ports 546 (Clients) and
547 (Server/Relays)

DHCPvV6 can be used to replace or complement SLAAC

Also called stateful configuration because the DHCP Server has
to keep state (of the addresses leased to the DHCPclients).

47 www.ernw.de
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DHCP Message Exchange ~&J)ERNW |

DHCP Client DHCP Server

L,

_—

DHCP SOLICIT (to ff01::1:2)
Client DUID, Option Requests

DHCP ADVERTISE (to Client Link-Local)
Server and Client DUID, DNS, Servers, Prefixes

DHCP REQUEST (to ff01::1:2)
Server and Client DUID, Option Requests

DHCP REPLY (to Client Link-Local)
Server and Client DUID, Requested Options (DNS), Address(es) and Lifetime

-

48 www.ernw.de




N Differences to DHCPv4 S ERNWY

- All message exchanges include a 24 bit transaction
j efouj qgf s

- Messages can optionally be authenticated with the help of
a hash-based message authentication code which is
defined in RFC 3118.

- We do not see this to be widely
deployed in the near future.

www.ernw.de
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Threats against DHCPV6 ~&)ERNW |

- Starvation

The attacker plays the role of many DHCPvV6 clients and requests too
many addresses, which depletes the pool of IPv6 addresses.

- Denial of service (Do9S)

The Attacker sends a huge amount of
SOLICIT messages to the servers,

forcing them to install a state for a while

and potentially causing a huge load on

ui f!'tfswfstd! DQV! boe
the point that legitimate clients can no
longer be served.

50 www.ernw.de
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W/ Threats against DHCPVv6 . ERNW |

- Scanning

If leased addresses are generated sequentially,
the usual network scanning can be reused
to detect potential targets.

- Rogue DHCPVG6 server

The Attacker sends malicious ADVERTISE and REPLY messages to legitimate
dmj fout/!TUiftf!nfttbhft!dpoubjo!gbmtj
hbufxbz-!"EOT!Itfswfst-!boe!tp!po!uibu!

An Attacker can join the site-local Multicast Group (FF05::1:3) and will receive a
copy of all SOLICIT Messages destined to this group.

51 www.ernw.de
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Mitigating Controls >&) ERNW

- The authentication mechanism (RFC 3118) could address
WbSJ pvt!luisfbut!cvue

The pre-shared keys must be configured on all clients and DHCP
servers.

Change of PSK involves a lot of work ;)

Very few DHCPv6 Implementations support the Authentication
Mechanism (Windows Server 2008 doesot support it)

-~ DHCP snoopingfor IPv6.
aka DHCP Guard

52 www.ernw.de




W/ 1-Slide Sec Discussion of DHCPv6 =) ERNW |

J

As in v4 rogue DHCP serverscan cause harm.
Nothing new here.
Xfdgmm! gspcbeOfnpefvmif b tgfplsh lu i

't non0e

Overall risk pretty much the same as in v4.

Might be even smaller as link-local address
not deployed by DHCP.

d

Same mitigation techniques
(if any) will apply.

d

Jo!dbtf!ltpnf! BEI DQ!toppqgjoh!tvddfttps
available for YOUR_PLATFORM.

53 www.ernw.de
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o &) ERNW

Phase Il

- Available since end of 2011/ beginning of

R —_— 2012 (depending on the platform)

Phase 2

- Introduced DHCPv6 Guard and NDP
Snooping

DHCP Snooping and Dynamic ARP Inspection
in the IPv4 World

- As of march 2014, available on
2960S/3560/3750 X

And on Cat 4500, Cat 4948 (E/F) and 7600
Routers

www.ernw.de



|\ -(®) ERNW |
"*v d providing security.

- Similar functionality to DHCP Snooping in the IPv4
world
But more sophisticated

- Blocks reply and advertisement messages that
psj hjobuft!gspn! 8nbmjdjop
relay agents

- Provides finer level of granularity than DHCP
Snooping.

- Messages can be filtered based on the address of
the DHCP server or relay agent, and/or by the
prefixes and address range in the reply message.

www.ernw.de




|\ o-(®) ERNW |
"‘v d providing security.

DHCPv6Guard

ipv6 access - list acll
permit host FE8O 1 any

ipv6 prefix -list  abc permit
2001:0DB8:c001:babe::/64 le 128
\ ipv6 dhcp guard policy poll
\ device - role server
match server access - list acll
match reply prefix -list  abc

trusted - port <optional>

C O n f. vlan configuration 10

lg ipv6 dhcp guard attach - policy  poll

show ipv6  dhcp guard policy poll

www.ernw.de




Attacks from the Outside World
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